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Euqarist�eGia thn ekpìnhsh th diplwmatik  aut  ergas�a ja  jela na euqarist swjerm� ton epiblèponta kajhght  k. PaÔlo Spur�kh kaj¸ kai tou did�ktoreBasilik  Li�gkou kai Iw�nnh Qatzhgiann�kh gia thn susthmatik  upost rixhkai kajod ghsh tou.H sundrom  tou  tan kajoristik  se ìla ta ep�peda.Ep�sh, epeid  me thn ergas�a aut , oloklhr¸nontai oi spoudè mou wproptuqiakì foitht  tou Panepisthm�ou Patr¸n ja  jela na euqarist swìlou ìsou me bo jhsan kai me st rixan ta qrìnia aut�, idiaitèrw thn oi-kogèneia mou, pou me upost rixe se ìle mou ti apof�sei me k�je trìpo.



PrìlogoTa asÔrmata d�ktua aisjht rwn apoteloÔn mia nèa kathgor�a diktÔwn upo-logist¸n. ApoteloÔntai apì èna meg�lo pl jo upologistik¸n kìmbwn mi-kroskopikoÔ megèjou, efodiasmènwn me pl jo aisjht rwn kai mon�dwn e-lègqou. Skopì tou e�nai h ep�teuxh mia dÔskolh, gia ta dedomèna touk�je kìmbou, apostol  mèsw th sunergas�a metaxÔ ìlwn twn kìmbwn toudiktÔou. Ta d�ktua aut� antimetwp�zontai me meg�lo endiafèron apì thn e-reunhtik  koinìthta ta teleuta�a qrìnia, me apotèlesma na èqoun protaje�di�fore pijanè efarmogè tou kai arket� prwtìkolla di�dosh kai epexer-gas�a th plhrofor�a.Parìla aut�, h asÔrmath fÔsh epikoinwn�a kai oiperiorismènoi pìroi twn diktÔwn aut¸n, ta kajist� eu�lwta se epijèsei poustoqeÔoun sthn diakop  twn leitourgi¸n tou.Gia to lìgo autì, h asf�leiasta asÔrmata d�ktua aisjht rwn e�nai anagka�o na melethje� perissìtero,prokeimènou na prostateuje� h leitourg�a tou.Skopì th paroÔsa diplwmatik  ergas�a, e�nai h an�ptuxh enì prw-tokìllou asfaloÔ epikoinwn�a, me qr sh th kruptogr�fhsh elleiptik¸nkampul¸n (ECC: Ellipti Curve Cryptography), se asÔrmata d�ktua aisjh-t rwn.H kruptogr�fhsh elleiptik¸n kampul¸n, parèqei di�fora pleonekt ma-ta pou thn kajistoÔn kat�llhlh gia efarmog  sti periorismènwn pìrwn su-skeuè aisjht rwn.To prwtìkollo anaptÔqjhke se pragmatikè suskeuè thseir� iSense kai axiolog jhkan, w pro to ep�pedo qronik  kajustèrhsh,oi leitourg�e dhmiourg�a dhmos�ou kleidioÔ, dianom  kleidioÔ kai krupto-gr�fhsh/apokruptogr�fhsh dedomènwn me b�sh ti elleiptikè kampÔle.
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Kef�laio 1Eisagwg 
1.1 AsÔrmata D�ktua Aisjht rwnOi asÔrmate kinhtè epikoinwn�e �llaxan drastik� thn kajhmerinìthta toumèsou pol�th, apotèlesan pagkosm�w thn atmomhqan  th an�ptuxh kai thagor� ergas�a ti teleuta�e dekaet�e kai èjesan anex�thla th sfrag�datou sthn tautìthta th sÔgqronh epoq .'Ennoie ìpw {euruzwnikìthta},{thlergas�a/thledi�skeyh}, {eikonik  pragmatikìthta}, 3G, GPRS, WiFi,ktl. enswmat¸jhkan sto lexilìgio twn mh eidik¸n, qwr� pollè forè nae�nai pl rw katanoht  h shmas�a tou.H poiotik , adi�leipth diasÔndesh kaiepikoinwn�a, opoted pote kai opoud pote, apotele� plèon adiapragm�teuth a-pa�thsh k�je sundromht  efodiasmènou me kinhtè termatikè suskeuè.W �mesh sunèpeia aut  th kat�stash mia nèa pragmatikìthta diamor-f¸netai s mera mèsa apì thn an�ptuxh twn AsÔrmatwn DiktÔwn Aisjht rwnta opo�a e�te leitourgoÔn autotel¸, e�te e�nai diasundedemèna sta megalÔterad�ktua thlepikoinwni¸n   sto diad�ktuo.Ta d�ktua aut� apoteloÔntai apì me-g�lo arijmì mikr¸n hlektronik¸n diat�xewn (aisjht rwn), kinht¸n   mh, pouapostèlloun se mia kentrik  mon�da plhj¸ra dedomènwn pro epexergas�akai l yh apof�sewn.H taqÔtath an�ptuxh th mikrohlektronik  kai twn ulik¸n epètreye thnkataskeu  polÔ mikr¸n aisjht rwn, oi opo�oi èqoun thn ikanìthta na metroÔnkai na katagr�foun mia kuriolektik� atèleiwth seir� apì periballontologik�  biologik� megèjh, ìpw th jermokras�a, thn atmosfairik  p�esh, thn ugra-s�a, th fwteinìthta, th st�jmh ud�twn, thn wr�mansh karp¸n, thn an�qneushqhmik¸n stoiqe�wn, thn p�esh a�mato, tou sfugmoÔ kardi�, thn k�nhshantikeimènwn kai anjr¸pwn kai pollè akìma paramètrou pou prost�jentaidiark¸ ston parap�nw kat�logo.Axioshme�wto e�nai ìti se m�a di�taxh �shme èna nìmisma 2 eur¸ mporoÔme na sumperil�boume poll� apì ta parap�nw10



aisjht ria kai na katametroÔme sugqrìnw di�fora megèjh.Par�llhla, an�logh prìodo suntelèsthke kai sth sqed�ash kai ulopo�h-sh eidik¸n pompodekt¸n pou epitrèpoun thn apotelesmatik  diasÔndesh twndiat�xewn metaxÔ tou kai me thn kentrik  mon�da me teqnolog�e asÔrmathdiktÔwsh, axiologhmène sta pagkìsmia d�ktua kinht¸n epikoinwni¸n.To qa-mhlì kìsto paragwg  parèqei th dunatìthta egkat�stash polÔ meg�lwndiktÔwn me ekatont�de   qili�de stoiqe�a me prohgmèno logismikì kai ika-nìthta na autoorgan¸nontai, na beltistopoioÔn kai na diasfal�zoun th lei-tourg�a tou qwr� idia�terh sunt rhsh gia meg�lo qronikì di�sthma.E�nai atèleiwth h l�sta twn efarmog¸n twn diktÔwn aisjht rwn, en¸ pol-lè apì autè ma e�nai  dh oike�e kaj¸ antapokr�nontai sti sun jei dra-sthriìthte kai an�gke ma: metr sei akribe�a poll¸n atmosfairik¸n kaimetewrologik¸n paramètrwn, epit rhsh das¸n, udrobiìtopwn, jermokhp�wnkai genik� agrotik¸n kalliergei¸n gia èlegqo ugras�a, jermokras�a, p�e-sh, wr�mansh karp¸n, epit rhsh ugr¸n stoiqe�wn gia rÔpou   èlegqo a-kra�wn fainomènwn ìpw oi plhmmÔre, epit rhsh biomhqanikoÔ perib�llontogia thn exasf�lish epijumht¸n sunjhk¸n th paragwgik  diadikas�a, stoi-qei¸dei rujm�sei leitourgi¸n se kt�ria ìpw jèrmansh, fwtismì, sunager-mo�.W ligìtero oike�e all� arqaiìtere qronik� mporoÔn na anaferjoÔn oistratiwtikè efarmogè kai oi upobrÔqie egkatast�sei diktÔwn gia entopi-smì antikeimènwn tìso gia stratiwtikè epiqeir sei ìso kai gia arqaiologikèèreune kai peir�mata.Ole autè oi dr�sei apoteloÔn klasik� plèon -kai di-ìlou as manta- proðìnta th episthmonik  aut  perioq  pou apant¸ntaidiejn¸ ìqi mìno se aneptugmène all� kai se anaptussìmene q¸re.Sti pio prìsfate, kai epomènw ligìtero oike�e efarmogè mporoÔme naanafèroume th qr sh diktÔwn aisjht rwn gia ton exairetik� akrib  prosdio-rismì th jèsh kai th k�nhsh antikeimènwn se eswterikoÔ q¸rou, ìpwse kt�ria se puknodomhmèno astikì perib�llon, ìpou h apìdosh th klasik GPS uphres�a apodeiknÔetai anepark .Oi dunatìthte autè ja sumb�llounapofasistik� sthn asf�leia kai epit rhsh dhmìsiwn kai idiwtik¸n q¸rwn.Sthn prosp�jeia gia apotelesmatikìterh diaqe�rish tou kajhmerinoÔ maperib�llonto pollè peiramatikè prosp�jeie diejn¸ epikentr¸nontai sthnan�ptuxh kai axiolìghsh diktÔwn pou dÔnantai na ekteloÔn fwnhtikè entolè  na aniqneÔoun thn k�nhsh   thn di�jesh twn qrhst¸n tou kai na rujm�zounpl rw egkatast�sei fwtismoÔ, hlektrik¸n kai hlektroakoustik¸n suskeu-¸n, hlektronik  epikoinwn�a, ktl.Oi efarmogè pou anafèroume all�zoun epanastatik� thn org�nwsh thkoinwnik  ma zw  prosfèronta anabajmismèno perib�llon se q¸rou ìpouh per�jalyh   h diab�wsh eupaj¸n om�dwn (uper like, brèfh) apaite� adi�ko-pth prosoq  kai �mesh epèmbash.'Etsi, o sqediasmì twn {yhfiak¸n pìlewn},pou apotele� to meg�lo sto�qhma th sÔgqronh poleodom�a, ja sthriqje�11



kajoristik� sti dunatìthte twn asÔrmatwn diktÔwn aisjht rwn.An�loge efarmogè br�skontai se exèlixh kai sth sqed�ash kai leitourg�aoqhm�twn ìpou ta asÔrmata d�ktua aisjht rwn ja mporoÔn na leitourg sounsunergatik� me ton odhgì gia thn plo ghsh tou oq mato, thn apofug  em-pod�wn, thn ekk�nhsh   diakop  th leitourg�a th mhqan  se per�ptwshkr�simh kat�stash twn epibainìntwn.H qr sh twn teqnologi¸n aut¸n mìnojetikì ant�ktupo mpore� na èqei sthn apofug  tragik¸n gegonìtwn kai peri-statik¸n sti odikè arthr�e.E�nai pr�gmati entupwsiakè all� kai atèrmone oi prosp�jeie th sÔg-qronh episthmonik  koinìthta gia upost rixh th kajhmerinìtht� ma meth qr sh diktÔwn aisjht rwn.Teleuta�a epikentr¸netai sth melèth twn {di-ktÔwn s¸mato}.Me ta {d�ktua s¸mato} pou apoteloÔntai apì aisjht retopojethmènou sto anjr¸pino s¸ma   gÔrw apì autì (rouqismì, fìrme er-gat¸n, astronaut¸n, ktl.) me skopì thn katagraf  twn zwtik¸n leitourgi¸ntou (arthriak  p�esh, sfugmoÔ, akìmh kai olìklhra kardiograf mata) e�naidunatì na sugkentr¸nontai amètrhta dedomèna ston kentrikì proswpikì ka-tagrafèa ma, ta opo�a apoteloÔn polÔtimo arqe�o gia ton èlegqo th uge�akai th genikìterh kat�stas  ma.Epiplèon, me th sÔgklish twn episthmonik¸n perioq¸n th biolog�a, twnulik¸n, th nanoteqnolog�a kai twn diktÔwn, oi diktuwmènoi aisjht re en-t�ssontai sti eswterikè leitourg�e tou anjr¸pinou organismoÔ (kuklofo-r�a a�mato gia suneq  katagraf  deikt¸n uge�a, ìpw pq. lip�dia), para-koloujoÔn leitourg�e twn basik¸n tou org�nwn (stom�qi), uposthr�zoun taoptik� neÔra se diadikas�e teqnik  ìrash, skiagraf¸nta stadiak� ton{bionikì} �njrwpo tou mèllonto.S mera, suneidhtopoioÔme ìlo kai perissìtero ìti me th diasÔndesh kai thdialeitourgikìthta twn poik�lwn eterìklhtwn diktÔwn dhmiourge�tai èna isqu-rì pagkìsmio pla�sio epikoinwni¸n pou suntele� sth drastik  me�wsh twn apo-st�sewn sthn pagkìsmia sfa�ra kai katal gei sthn a�sjhsh {sugkato�khsh}sto pagkìsmio qwriì -anex�rthta apì th q¸ra diab�ws  ma.Ta d�ktua ai-sjht rwn prosfèroun èna akìmh ep�pedo sthn epikoinwn�a aut , kalÔptontata ken� ìpou up�rqoun kai dhmiourg¸nta ènan kìsmo {diaqeìmenh} a�sjh-sh, ìpou ja mporoÔme ìqi mìno na akoÔme th fwn  all� kai na aisjanìmastetou sfugmoÔ tou makrinoÔ ma sugk�toikou.Kai an skefjoÔme ìti h diasÔn-desh twn diktÔwn afor� ìqi mìno se ep�geia d�ktua, all� kai se doruforik�katanooÔme ìti pragmatik� to pagkìsmio qwriì g�netai polÔ mikrì.
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1.2 Asf�leia sta AsÔrmata D�ktua Ai-sjht rwnApì ta parap�nw, suneidhtopoioÔme ìti ta asÔrmata d�ktua aisjht rwnbr�skoun efarmog  se pollè peript¸sei th kajhmerin  ma zw .Se pol-lè apì autè, h plhrofor�a pou diakine�tai mèsw aut¸n e�nai kr�simh, gegonìpou aux�nei thn an�gkh gia asf�leia sta d�ktua autoÔ tou tÔpou.H asÔrma-th epikoinwn�a twn suskeu¸n aisjht rwn kai h leitourg�a tou se ìqi kaitìso filìxena perib�llonta ta kajist� eu�lwta se epijèsei pou stoqeÔounsthn upoklop  plhrofor�a kaj¸ kai sth diakop  twn basik¸n drasthrio-t twn tou.H asf�leia se asÔrmata d�ktua aisjht rwn sqet�zetai me di�fo-re prokl sei ìpw h empisteutikìthta (on�dentiality), h akeraiìthta twndedomènwn (data integrity) kai h pistopo�hsh ontot twn(entity authentia-tion).Basikè apant sei sti parap�nw prokl sei parèqei o episthmonikìkl�do th kruptograf�a.Sta pla�sia th diplwmatik  aut  ergas�a, exe-t�zetai h efarmog  th kruptograf�a kai sugkekrimèna th kruptogr�fhshelleiptik¸n kampul¸n se asÔrmata d�ktua aisjht rwn.S mera, h asf�leiasta d�ktua aisjht rwn apotele� ereunhtikì ped�o to opo�o melet�tai ekten¸me stìqo thn exasf�lish th prostas�a twn leitourgi¸n tou.1.3 Antike�meno th Diplwmatik  Erga-s�aSkopì th paroÔsa diplwmatik  ergas�a e�nai h an�ptuxh enì prwtokìl-lou asfaloÔ epikoinwn�a, me qr sh th kruptogr�fhsh elleiptik¸n kampu-l¸n (ECC: Ellipti Curve Cryptography), se asÔrmata d�ktua aisjht rwn.Han�ptuxh tou prwtokìllou ègine sthn platfìrma iSense h opo�a prosfèreièna enarmonismèno perib�llon ulikoÔ kai logismikoÔ gia an�ptuxh efarmog¸nse d�ktua aisjht rwn.H leitourgikìthta tou prwtokìllou kat� th di�rkeiaan�ptuxh tou, dokim�sthke me th qr sh tou ergale�ou Shawn pou apotele�ènan exomoiwt  asurm�twn diktÔwn aisjht rwn kai h apìdosh tou exet�sth-ke se pragmatikè suskeuè th seir� iSense.Sugkekrimèna, dhmiourg jhkeèna mikrì d�ktuo asurm�twn suskeu¸n aisjht rwn iSense, oi opo�e arqi-k� ekteloÔn th diadikas�a sumfwn�a kleidioÔ Di�e-Hellman me elleiptikèkampÔle, sth sunèqeia antall�soun mplok dedomènwn ta opo�a e�nai krupto-grafhmèna me to kleid� autì kai met� ta apokruptografoÔn.Tèlo, h apìdoshtou prwtokìllou sugkr�netai w pro to ep�pedo qronik  kajustèrhsh meprohgoÔmene ergas�e. 13



1.4 Di�rjrwsh th Diplwmatik Ergas�aH paroÔsa diplwmatik  ergas�a, sta pr¸ta kef�laia, parousi�zei th basik jewr�a sthn opo�a sthr�qthke h an�ptuxh tou prwtokìllou ma.Pio sugkekrimèna sto Kef�laio 2 k�noume mia genik  eisagwg  sthnkruptograf�a kai thn asf�leia twn sÔgqronwn susthm�twn.Sto Kef�laio3 analÔoume th basik  jewr�a p�sw apì ti elleiptikè kampÔle kaj¸ kaith qr sh tou sth sÔgqronh kruptograf�a.Sto Kef�laio 4, g�netai miaperigraf  twn basik¸n arq¸n asf�leia sta asÔrmata d�ktua aisjht rwn,analÔontai ta basik� e�dh epijèsewn kaj¸ kai ta shmantikìtera prwtìkollaasfale�a twn diktÔwn autoÔ tou tÔpou.Sth sunèqeia, parousi�zontai oi teqnolog�e oi opo�e qrhsimopoi jhkangia thn an�ptuxh tou prwtokìllou ma.Eidikìtera, to Kef�laio 5 ana-fèretai sta basik� qarakthristik� th platfìrma iSense p�nw sthn opo�aanaptÔxame to prwtokollì ma.Sto Kef�laio 6 perigr�fontai oi basikè leitourg�e tou prwtokìllouma, analÔetai h apìdos  tou kai sugkr�netai me prohgoÔmene ergas�e.Tèlo, sto Kef�laio 7 parat�jetai o phga�o k¸dika th ulopo�hs ma kat�llhla sqoliasmèno.
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Kef�laio 2SÔgqronh Kruptograf�a kaiAsf�leia Susthm�twn
2.1 Eisagwg H kruptograf�a èqei baji� kai ploÔsia istor�a kaj¸ qrhsimopoi jhke giapr¸th for� apì tou AigÔptiou prin 4000 qrìnia.Epiplèon, èpaixe polÔ sh-mantikì rìlo kur�w kat� th di�rkeia tou pr¸tou kai tou deÔterou pagkosm�oupolèmou.Oi basiko� qr ste th kruptograf�a sqet�zontan �mesa me stratiw-tikè efarmogè, me diplwmatikè kai kubernhtikè organ¸sei kaj¸ h basik th qr sh  tan gia thn prostas�a strathgik¸n kai mustik¸n plhrofori¸n.H an�ptuxh twn susthm�twn epikoinwn�a kai twn upologist¸n th dekaet�atou 1960 apotèlese sthn an�gkh gia prostas�a th plèon yhfiak  plhrofo-r�a.To 1977 dhmosieÔthke apì thn kubèrnhsh twn Hnwmènwn Politei¸n toprìtupo DES: Data Enryption Standard to opo�o apotele� ton pio diadedo-mèno mhqanismì kruptogr�fhsh sthn istor�a.H pio hqhr  anak�luyh sthnistor�a th kruptograf�a ègine to 1976 ìtan oi Di�e kai Hellman exèdwsanthn ergas�a tou 'New Diretions in Cryptography'.Me thn ergas�a aut ,diadìjhke h ènnoia th kruptogr�fhsh dhmos�ou kleidioÔ kaj¸ kai èna mh-qanismì antallag  kleidi¸n pou bas�zetai sthn duskol�a tou probl matotou diakritoÔ logar�jmou.Par� to gegonì ìti oi suggrafe� den parous�asank�poio sq ma kruptogr�fhsh dhmos�ou kleidioÔ h koinìthta th kruptogra-f�a èdeixe meg�lo endiafèron.To 1978 oi Rivest, Shamir kai Adleman ana-k�luyan to pr¸to praktikì sq ma kruptogr�fhsh kai upograf  pou èginegnwstì me to ìnoma RSA.To sq ma RSA èqei ti b�sei tou se èna �llo majh-matikì prìblhma, autì th paragontopo�hsh meg�lwn akera�wn arijm¸n.Kat�thn dekaet�a tou 1980, prot�jhkan k�poioi nèoi mhqanismo� kruptogr�fhshdhmos�ou kleidioÔ apì ton El Gamal, oi opo�oi ep�sh bas�zontai sto prìblhma15



tou diakritoÔ logar�jmou.H pio shmantik  suneisfor� th kruptograf�a dhmos�ou kleidioÔ e�naiaut  th yhfiak  upograf .To 1991 uiojet jhke to pr¸to diejnè prìtu-po gia yhfiakè upografè (ISO/IEC 9796) to opo�o bas�zetai sto sq maRSA.To 1994 h amerikanik  kubèrnhsh parous�ase to prìtupo Digital Sig-nature Standard, èna mhqanismì pou bas�zetai sto sq ma El Gamal.H ana-z thsh gia nèa sq mata dhmos�ou kleidioÔ kai h belt�wsh twn up�rqontwnmhqanism¸n suneq�zetai akìma kai s mera.Suneq¸ prote�nontai nèa prìtu-pa asfale�a kai anaptÔsontai di�fora proiìnta gia thn antimet¸pish twnanagk¸n th koinwn�a th plhrofor�a.2.2 Asf�leia Plhrofor�a kaiKruptograf�aGia na suneidhtopoi sei kane� thn ènnoia th kruptograf�a prèpei pr¸ta nakatano sei ta jèmata th asf�leia th plhrofor�a.H asf�leia th plhro-for�a mpore� na ekfraste� me di�forou trìpou, an�loga thn kat�stash kaiti apait sei.Anexart tw tou poioi summetèqoun se mia dosolhy�a, sugke-krimène proupojèsei pou sqet�zontai �mesa me thn asf�leia th plhrofor�aprèpei na ikanopoioÔntai.Parade�gmata tètoiwn proupojèsewn e�nai h akerai-ìthta twn dedomènwn, h empisteutikìthta, h aujentikìthta kai h pistopo�hshontìthta.Kat� to pèrasma twn ai¸nwn, èqoun anaptuqje� di�foroi mhqanismo� giathn antimet¸pish th asf�leia th plhrofor�a, ìtan aut  metaferìtan mèswfusik¸n eggr�fwn.Oi stìqoi th asf�leia plhrofor�a de mporoÔn na epi-teuqjoÔn mìno me prwtìkolla kai algor�jmou, all� apaitoÔntai diadikasti-kè teqnikè kai summìrfwsh me to nìmo gia to epijumhtì apotèlesma.Giapar�deigma, h mustikìthta enì gr�mmato epitugq�netai me th qr sh enìkleistoÔ fakèlou kat� th metafor� tou apì mia taqudromik  uphres�a kaj¸kai ti problèyei tou nìmou gia �noigma fakèlwn apì k�poion pou den èqeiexousiodìthsh.Sth sÔgqronh epoq , h plhrofor�a plèon apojhkeÔetai se magnhtikoÔd�skou kai metad�detai mèsw thlepikoinwniak¸n susthm�twn.Autì pou èqeiall�xei dramatik� se sqèsh me ta paliìtera qrìnia e�nai h dunatìthta anti-graf  kai tropopo�hsh th plhrofor�a.Opoiosd pote èqei th dunatìthtana fti�xei qili�de ant�grafa th plhrofor�a qwr� na mpore� na breje� poiae�nai h aujentik .'Etsi loipìn autì pou qrei�zetai sthn koinwn�a th yhfia-k  plhrofor�a e�nai k�poia mèsa ta opo�a exasfal�zoun ìti h asf�leia thplhrofor�a e�nai anex�rthth tou fusikoÔ mèsou.16



'Ena jemeli¸de ergale�o pou qrhsimopoie�tai sthn asf�leia th plhro-for�a e�nai h upograf  kai apotele� th b�sh gia �lle uphres�e ìpw mh-ap�rnhsh, exasf�lish th proèleush twn dedomènwn kai anagn¸rish.H upo-graf  enì atìmou e�nai monadik  kai leitourge� w èna trìpo anagn¸rishkai epikÔrwsh.Sthn epoq  th yhfiak  plhrofor�a to z thma th upogra-f  prèpei na exetaste� polÔ prosektik�.Poll� sq mata yhfiak  upograf èqoun anaptuqje� gia thn exasf�lish th proèleush th plhrofor�a.H e-p�teuxh th asf�leia th yhfiak  plhrofor�a se mia hlektronik  koinwn�aapaite� tìso thn qr sh teqnik¸n mèswn ìso kai nomik¸n.Ta teqnik� apara-�thta mèsa parèqontai apì ton kl�do th kruptograf�a.2.3 Ti e�nai h Kruptograf�aH lèxh kruptograf�a proèrqetai apì ta sunjetik� 'kruptì' + 'gr�fw' kaie�nai èna episthmonikì kl�do pou asqole�tai me thn melèth, thn an�ptuxhkai thn qr sh teqnik¸n kruptogr�fhsh kai apokruptogr�fhsh me skopì thnapìkruyh tou perieqomènou twn mhnum�twn.Apotele� èna kl�do th epist mhth kruptolog�a, h opo�a asqole�tai me thn melèth th asfaloÔ epikoinwn�a.O kÔrio stìqo th e�nai na parèqei mhqanismoÔ gia dÔo   kai perissìteramèlh ¸ste aut� na epikoinwnoÔn qwr� k�poio �llo na e�nai ikanì na diab�zeithn plhrofor�a ektì apì ta mèlh. H lèxh kruptolog�a apotele�tai apì thnellhnik  lèxh 'kruptì' kai thn lèxh 'lìgo' kai qwr�zetai se dÔo kl�dou: thnKruptograf�a kai thn Kruptan�lush.Istorik� h kruptograf�a qrhsimopoi jhke gia thn kruptogr�fhsh mhnu-m�twn dhlad  metatrop  th plhrofor�a apì mia kanonik  katanoht  morf se ènan gr�fo, pou qwr� thn gn¸sh tou krufoÔ metasqhmatismoÔ ja parèmeneakatanìhto. KÔrio qarakthristikì twn palaiìterwn morf¸n kruptogr�fh-sh  tan ìti h epexergas�a ginìtan p�nw sthn glwssik  dom . Sti neìteremorfè h kruptograf�a k�nei qr sh tou arijmhtikoÔ isodÔnamou, h èmfash èqeimetaferje� se di�fora ped�a twn majhmatik¸n, ìpw diakrit� majhmatik�, je-wr�a arijm¸n, jewr�a plhrofor�a, upologistik  poluplokìthta, statistik kai sunduastik  an�lush.H kruptograf�a e�nai h melèth twn majhmatik¸n teqnik¸n pou sqet�zontaime ti proupojèsei th asfaloÔ plhrofor�a ìpw h akeraiìthta twn dedo-mènwn, h empisteutikìthta, h aujentikìthta ontot twn kai proèleush plhro-for�a.H kruptograf�a den apotele� mìno ta mèsa gia thn paroq  asfaloÔplhrofor�a all� e�nai èna sÔnolo teqnik¸n pou stoqeÔoun sta parak�twkrit ria:� Empisteutikìthta (Con�dentiality): To krit rio autì empod�zei ìsouden èqoun exousiodìthsh na èrjoun se epaf  me to perieqìmeno th plh-17



rofor�a.'Ena ìro parìmoio me thn empisteutikìthta e�nai h musti-kìthta.Up�rqoun di�fore teqnikè gia thn paroq  empisteutikìthtaapì fusik  prostas�a mèqri majhmatikoÔ algìrijmou pou kajistoÔnta dedomèna akat�lhpta.� Akeraiìthta Dedomènwn (Data Integrity): To krit rio autì a-pagoreÔei thn mh-exousiodothmènh tropopo�hsh twn dedomènwn.Gia thnexasf�lish th akeraiìthta twn dedomènwn prèpei na entop�zontai mekat�llhlo trìpo ìle oi mh-exousiodothmène parapoi sei th plh-rofor�a ìpw kataqrhstik  diagraf    eisagwg .Mia kruptografik mèjodo kat�llhlh gia thn exasf�lish th akeraiìthta twn dedomènwnèinai h yhfiak  upograf .� Aujentikìthta (Authentiation): H aujentikìthta e�nai ena krit riopou sqet�zetai me thn anagn¸rish kai thn pistopo�hsh.Afor� tìso sthnpistopo�hsh mia ontìthta ìso kai sthn pistopo�hsh aujentikìthtadedomènwn.Sthn pr¸th per�ptwsh k�je ontìthta pou lamb�nei mèrosthn epikoinwn�a prèpei na anagnwr�zetai apì ti �lle.Sth deÔterh, hapostol  twn dedomènwn ja prèpei na pistopoie�tai me b�sh to perie-qìmeno tou, to qrìno apostol  ktl.H aujentikìthta proèleush twndedomènwn siwphr� exasfal�zei kai thn akeraiìthta twn dedomènwn.� Mh Apopo�hsh (Non-repudiation): To krit rio autì empod�zei miaontìthta na aparnhje� prohgoÔmene desmeÔsei   pr�xei.E�nai h mèjo-do gia thn ep�lush diafwni¸n metaxÔ twn ontot twn.Gia par�deigma,ean mia ontìthta egkr�nei thn ektèlesh mia entol  se mia �llh kai sthsunèqeia arne�tai thn ègkrish aut , ja prèpei na up�rqei èna trìpoxekajarismoÔ tou ti ègine.Sun jw, mia tr�th èmpisth ontìthta qrhsi-mopoie�tai gia thn ep�lush twn diafwni¸n.H aujentikìthta apotele� thn b�sh k�je asfaloÔ epikoinwn�a kai qw-r� aut  ìla ta parap�nw krit ria den e�nai tìso kajoristik�.O jemeli¸dhstìqo th kruptograf�a e�nai na ikanopoie� kai ta tèssera parap�nw kri-t ria tìso sth jewr�a ìso kai sthn pr�xh.Epiplèon, prèpei na empod�zei kaina entop�zei ti mh exousiodothmène kai kakìboule enèrgeie.Sto parak�tw sq ma parousi�zontai ta jemeliak� stoiqe�a th krupto-graf�a, ìpw mhqanismo� kruptogr�fhsh, sunart sei katakermatismoÔ kaisq mata yhfiak  upograf .Ta stoiqe�a aut� prèpei na axologoÔntai meb�sh ti ex  idiìthte: ep�pedo asf�leia pou prosfèroun, leitourgikìth-ta, mejìdou leitourg�a, apìdosh (p.q. arijmì bits an� deuterìlepto poumpore� na kruptografe� èna mhqanismì kruptogr�fhsh) kai eukol�a ulo-po�hsh.'Opw p�nta, h shmas�a twn parap�nw idiot twn exart�tai apì thn18



efarmog  kai tou diajèsimou pìrou.Gia par�deigma, se èna perib�llon meperiorismènh upologistik  isqÔ mpore� na qreiaste� me�wsh tou epipèdou a-sfale�a ¸ste h genikìterh apìdosh tou sust mato na e�nai kalÔterh.

Sq ma 2.1: Jemeli¸dh stoiqe�a th kruptograf�a.
2.3.1 Basik  Orolog�aSthn enìthta aut  parousi�zontai basikè orolog�e kai ènnoie pou qrhsi-mopoioÔntai suqn� sthn kruptograf�a.19



Tomèa Kruptogr�fhsh� To sÔmbolo A apotele� èna peperasmèno sÔnolo pou onom�zetai al-f�bhto.Gia par�deigma, to alf�bhto A = {0, 1} (duadikì alf�bhto)qrhsimopoie�tai arket� suqn�.Epishma�noume ìti opoiod pote alf�bhtompore� na kwdikopoihje� me ìrou tou duadikoÔ alfab tou.� To sÔmbolo M apotele� èna sÔnolo pou onom�zetai q¸ro mhnÔma-to(message spae).To M apotele�tai apì alfarijmhtik� sumbìlwn toualfab tou orismoÔ.K�je stoiqe�o tou M onom�zetai plaintext message(akruptogr�fhto ke�meno)   apl� plaintext.Parade�gmato q�rin, to Mmpore� na apotele�tai apì duadik� alfarijmhtik�, ke�meno se k�poiagl¸ssa, k¸dika enì progr�mmato ktl.� To sÔmboloC apotele� èna sÔnolo pou onom�zetai iphertext spae(q¸rokruptografhm�twn).To C apotele�tai apì sÔmbola enì alfab tou ori-smoÔ to opo�o sun jw diafèrei apì to alf�bhto M.K�je stoiqe�o touC onom�zetai iphertext( kruptogr�fhma).Metasqhmatismo� Kruptogr�fhsh/Apokruptogr�fhsh� To sÔmbolo K or�zei èna sÔnolo pou onom�zetai q¸ro kleidi¸n (keyspae).K�je stoiqe�o tou K onom�zetai kleid�.� K�je stoiqe�o e ∈ K kajor�zei monadik� mia 1-1 antistoiq�a apì to Msto C, h opo�a sumbol�zetai me Ee.H Ee onom�zetai sun�rthsh krupto-gr�fhsh   kruptografikì metasqhmatismì.� Gia k�je stoiqe�o d ∈ K, to sÔmbolo Dd kajor�zei mia 1-1 antistoi-q�a apì to C sto M.H Dd onom�zetai sun�rthsh apokruptogr�fhsh  metasqhmatismì apokruoptogr�fhsh.� H diadikas�a efarmog  tou metasqhmatismoÔ Ee p�nw se èna m numa
m ∈ M onom�zetai kruptogr�fhsh tou m.� H diadikas�a efarmog  tou metasqhmatismoÔ Dd se èna kruptogr�fhma
c ∈ C onom�zetai apokruptogr�fhsh tou c.� 'Ena sq ma kruptogr�fhsh apotele�tai apì èna sÔnolo metasqhmati-sm¸n kruptogr�fhsh {Ee : e ∈ K} kai apì èna sÔnolo metasqhmati-sm¸n apokruptogr�fhsh {Dd : d ∈ K} me thn idiìthta ìti gia k�je
e ∈ K up�rqei èna monadikì kleid� d ∈ K ètsi ¸ste Dd = E−1

e .'Etsi,isqÔei ìti Dd(Ee(m)) = m gia k�je m ∈ M .20



� Ta kleidi� e kai d sun jw anafèrontai ¸ zeug�ri kleidi¸n kai sumbo-l�zontai w (e, d).Anafèroume ìti ta e kai d mporoÔn na e�nai �dia.� Gia thn kataskeu  enì sq mato kruptogr�fhsh apaite�tai h epilog enì q¸rou mhnÔmato M , enì q¸rou kruptograf mato C, enì q¸roukleidioÔ K, èna sÔnolo metasqhmatism¸n kruptogr�fhsh {Ee : e ∈ K}kai èna sÔnolo metasqhmatism¸n apokruptogr�fhsh {Dd : d ∈ K}.

Sq ma 2.2: Epikoinwn�a dÔo mel¸n qrhsimopoi¸nta kruptogr�fhsh.Mèlh Epikoinwn�a� 'Ena mèlo   mia ontìthta e�nai k�poio o opo�o apostèlei, lamb�nei  qeir�zetai plhrofor�a.Mia ontìthta mpore� na e�nai èna �njrwpo, ènaupologist  ktl.� O apostolèa e�nai mia ontìthta th epikoinwn�a pou apostèlei nìmimhplhrofor�a.� O paral pth e�nai mia ontìthta th epikoinwn�a pou e�nai o nìmimoapodèkth th plhrofor�a.� O epitijèmeno e�nai mia ontìthta th epikoinwn�a pou den e�nai oÔte oapostolèa oÔte o paral pth.Prospaje� na upernik sei thn uphres�a21



asf�leia th plhrofor�a pou parèqetai an�mesa ston apostolèa kaiton paral pth.Sun¸nume ènnoie e�nai oi ex : ant�palo, eqjrì kaiwtakoust .Suqn�, èna epitijèmeno prospaje� na pa�xei ton rìlo enìèntimou mèlou.Kan�lia Epikoinwn�a� 'Ena kan�li e�nai to mèso met�dosh th plhrofor�a apì m�a ontìthtase mia �llh.� 'Ena fusik� asfalè kan�li e�nai autì sto opo�o èna epitijèmeno denèqei fusik  prìsbash.� 'Ena anasfalè kan�li e�nai autì sto opo�o mh-exousiodothmène on-tìthte mporoÔn na diab�soun, na tropopoi soun kai na eis�goun   nadiagr�youn thn plhrofor�a pou metad�detai.� 'Ena asfalè kan�li e�nai autì sto opo�o èna epitijèmeno den èqeith dunatìthta an�gnwsh, eisagwg    diagraf  th plhrofor�a poumetad�detai.Asf�leiaMia jemeli¸dh upìjesh sthn kruptograf�a e�nai ìti ta sÔnola M, C, K, {Ee :
e ∈ K}, {Dd : d ∈ K} apoteloÔn koin  gn¸sh.'Otan dÔo ontìthte epijumoÔnna epikoinwn soun me asf�leia qrhsimopoi¸nta èna sq ma kruptogr�fhsh,to mìno mustikì pou diathroÔn e�nai to sugkekrimèno zeug�ri kleidi¸n (e, d)pou èqoun epilèxei.Gia thn ep�teuxh epiplèon asfale�a k�poio ja mporo-Ôse na diathr sei mustikoÔ kai tou metasqhmatismoÔ kruptogr�fhsh kaiapokruptogr�fhsh all� h istor�a èqei de�xei ìti k�ti tètoio e�nai arket�dÔskolo.'Ena sq ma kruptogr�fhsh jewre�tai eÔjrausto(breakable), e�n èna tr�tomèlo qwr� gn¸sh tou zeugarioÔ kleidi¸n (e, d), mpore� na anakt sei to akru-ptogr�fhto ke�meno apì to kruptogr�fhma se kat�llhlo qronikì di�sthma.Tokat�llhlo qronikì di�sthma or�zetai se sqèsh me th di�rkeia qrhsimìthta kaizw  th plhrofor�a pou prostateÔetai.'Ena sq ma kruptogr�fhsh mpore�na sp�sei dokim�zonta ìla ta pijan� kleidi� tou q¸rou kleidi¸n(efìson au-tì e�nai koin  gn¸sh).H mèjodo aut  onom�zetai exantlhtik  anaz thshtou q¸rou kleidi¸n.Apì to parap�nw gegonì, sunep�getai ìti o q¸ro klei-di¸n prèpei na èqei tètoio mègejo ¸ste mia ep�jesh autoÔ tou e�dou na e�naiupologistik� adÔnath kai k�je dhmiourgì sqhm�twn kruptogr�fhsh prèpeina to lamb�nei upìyin tou. 22



H asf�leia th plhrofor�a apotele� mia eurÔterh ènnoia h opo�a perilam-b�nei stoiqe�a ìpw akeraiìthta dedomènwn kai aujentikìthta.Mia uphres�aasf�leia th plhrofor�a e�nai mia mèjodo gia thn paroq  sugkekrimènoutÔpou asfale�a.To na sp�sei kane� mia tètoia uphres�a shma�nei na uperni-k sei tou stìqou th.Sto shme�o autì anafèroume ìti up�rqoun duo basiko�tÔpoi epitijèmenwn: o pajhtikì kai o energì.O pajhtikì ant�palo èqei thnikanìthta na diab�zei mìno thn plhrofor�a pou metad�detai mèsw enì kana-lioÔ se ant�jesh me ton energì o opo�o mpore� na thn tropopoi sei, na thdiagr�yei kai na th epanametadìsei.Kruptolog�a� Kruptan�lush e�nai h melèth majhmatik¸n teqnik¸n pou qrhsimopoio-Ôntai gia na upernik soun kruptografikoÔ mhqanismoÔ kai genikìterauphres�e paroq  asf�leia plhrofor�a.� Kruptolog�a e�nai h melèth th kruptograf�a kai th kruptan�lush.� KruptosÔsthma e�nai èna sÔnolo apì kruptografikoÔ mhqanismoÔ pouqrhsimopoioÔntai gia thn paroq  uphresi¸n asfale�a th plhrofor�a.Oi kruptografikè teqnikè qwr�zontai se dÔo meg�le kathgor�e: thnkruptogr�fhsh summetrikoÔ kleidioÔ kai thn kruptogr�fhsh dhmos�ou klei-dioÔ.Oi kathgor�e autè perigr�fontai parak�tw.2.4 Kruptogr�fhsh SummetrikoÔKleidioÔA jewr soume èna sq ma kruptogr�fhsh to opo�o apotele�tai apì ta sÔno-la twn metasqhmatism¸n kruptogr�fhsh kai apokruptogr�fhsh {Ee : e ∈
K} kai {Dd : d ∈ K} ant�stoiqa, ìpou K e�nai o q¸ro kleidioÔ(key spae).Tosq ma kruptogr�fhsh lègetai summetrikoÔ kleidioÔ ean gia k�je zeug�rikleidi¸n (e, d) e�nai upologistik� eÔkolo na breje� to d gnwr�zonta mìno to
e kai antisto�qw na breje� to e gnwr�zonta to d.Sta pio gnwst� kruptosu-st mata summetrikoÔ kleidioÔ isqÔei ìti d = e.'Alloi ìroi pou qrhsimopoio-Ôntai e�nai oi kruptograf�a enì kleidioÔ, kruptograf�a idiwtikoÔ kleidioÔ kaisumbatik  kruptograf�a.To parak�tw sq ma anaparist� thn epikoinwn�a dÔoontot twn pou qrhsimopoioÔn kruptogr�fhsh summetrikoÔ kleidioÔ.'Ena me�zwn jèma sta summetrik� kruptosust mata e�nai na breje� m�a apo-telesmatik  mèjodo gia thn asfal  antallag  twn kleidi¸n metaxÔ twn on-tot twn.To prìblhma autì e�nai gnwstì w prìblhma dianom  kleidi¸n.Sthn23



Sq ma 2.3: Epikoinwn�a dÔo mel¸n qrhsimopoi¸nta summetrik  kruptogr�fh-sh.To kleid� apokruptogr�fhsh d mpore� na upologiste� eÔkola apì to kleid�kruptogr�fhsh e.kruptogr�fhsh summetrikoÔ kleidioÔ upot�jetai ìti ìla ta mèlh gnwr�zounto sÔnolo twn metasqhmatism¸n kruptogr�fhsh/apokruptogr�fhsh.'Opwanafèrame kai prohgoumènw h mình plhrofor�a pou paramènei mustik  e�naito kleid� d kaj¸ kai to e afoÔ to d prokÔptei apì autì.Up�rqoun dÔo basi-kè kathgor�e sqhm�twn summetrik  kruptogr�fhsh: h blok ipher kai hstream ipher.2.4.1 Blok CipherTo blok ipher apotele� èna sq ma kruptogr�fhsh to opo�o katakermat�zeita arqik� mhnÔmata kai ta metad�dei se mplok dedomènou megèjou t p�nw apìèna alf�bhto A.To sq ma autì kruptografe� k�je mplok xeqwrist�.Oi piognwstè teqnikè kruptogr�fhsh summetrikoÔ kleidioÔ an koun sthn kath-gor�a aut  ìpw oi algìrijmoi DES,FEAl kai RC5.Oi basikè upokathgor�eth blok ipher e�nai oi substitution ipher kai transposition ipher.Sthnpr¸th upokathgor�a ta sÔmbola twn mplok dedomènwn antikaj�stantai apì24



�lla sÔmbola   om�de sumbìlwn en¸ sth deÔterh g�netai met�jesh twn sum-bìlwn twn mplok dedomènwn.2.4.2 Stream CipherTa stream ipher apoteloÔn mia shmantik  kathgor�a twn sqhm�twn krupto-gr�fhsh summetrikoÔ kleidioÔ.Upì m�a ènnoia, apoteloÔn apl� blok ipherme mègejo mplok �so me èna.H idiìthta pou ta k�nei idia�tera eÔqrhsta e-�nai ìti o metasqhmatismì kruptogr�fhsh mpore� na all�zei gia k�je dia-foretikì sÔmbolo plhrofor�a pou kruptografe�tai.Se peript¸sei pou tal�jh met�dosh e�nai polÔ suqn�, ta stream ipher èqoun pleonèkthma ka-j¸ den èqoun sf�lma di�dosh.Ep�sh mporoÔn na qrhsimopoihjoÔn apote-lesmatik� ìtan ta dedomèna prèpei na epexerg�zontai èna sÔmbolo th for�ìpw p.q. se peript¸sei pou o exoplismì den diajètei epark  mn mh giaapoj keush dedomènwn.Gia ton orismì twn stream ipher e�nai apara�thth hènnoia tou keystream.Dedomènou tou q¸rou kleidi¸n K kai enì sunìloumetasqhmatism¸n kruptogr�fhsh, mia akolouj�a sumbìlwn e1e2...ei ∈ K, o-nom�zetai keystream.A jewr soume to A w èna alf�bhto sumbìlwn kai Eeèna aplì substitution ipher me mègejo mplok èna, ìpou e ∈ K.H akolou-j�a m1m2m3... e�nai to akruptogr�fhto alfarijmhtikì kai e1e2e3... e�nai ènakeystream apì to K.'Ena stream ipher metatrèpei to akruptogr�fhto alfa-rijmhtikì sto kruptogr�fhma c1c2c3.... ìpou ci = Eei
(mi).E�n to di anapari-st� ton ant�strofo tou ei tìte h sun�rthsh Ddi

(ci) = mi apokruptografe�to kruptografhmèno m numa.'Ena stream ipher ulopoie� apl� sq mata kruptogr�fhsh an�loga me tokeystream pou qrhsimopoie�tai.To keystream mpore� na dhmiourge�tai tuqa-�a, h apì ènan algìrijmo o opo�o genn� nèa keystreams apì èna arqikì pouonom�zetai seed.2.5 Kruptogr�fhsh Dhmos�ou KleidioÔA jewr soume èna sq ma kruptogr�fhsh to opo�o apotele�tai apì ta sÔno-la twn metasqhmatism¸n kruptogr�fhsh kai apokruptogr�fhsh {Ee : e ∈
K} kai {Dd : d ∈ K} ant�stoiqa, ìpou K e�nai o q¸ro kleidioÔ(key spae).Ajewr soume èna tuqa�o zeug�ri metasqhmatism¸n kruptogr�fhsh/apokru-ptogr�fhsh (Ee, Dd) kai a upojèsoume ìti gia k�je zeug�ri e�nai adÔnato,gnwr�zonta to Ee kai dedomènou enì kruptograf mato c ∈ C, na upolo-g�soume to m numa m ∈ M ¸ste Ee(m) = c.Aut  h idiìthta sunep�getai ìtidedomènou tou e e�nai adÔnato na kajor�soume to kleid� apokruptogr�fhsh
d.H sun�rthsh Ee jewre�tai san m�a one-way trapdoor sun�rthsh, me to d25



na apotele� thn trapdoor plhrofor�a h opo�a e�nai apara�thth gia ton upolo-gismì thn ant�strofh sun�rthsh kai na epitrape� h apokruptogr�fhsh.Autìe�nai diaforetikì se sqèsh me thn kruptogr�fhsh summetrikoÔ kleidioÔ pouta kleidi� e kai d e�nai praktik� �dia.Upì autè ti sunj ke, a jewr soume thn epikoinwn�a dÔo ontot twn(Alie-Bob)ìpw aut  fa�netai sto parak�tw sq ma.O Bob epilègei to zeug�rikleidi¸n (e, d) kai stèlnei sthn Alie to kleid� e, pou onom�zetai kai dhmìsiokleid�, mèsw enì opoiod pote kanalioÔ.To kleid� d, pou onom�zetai idiwtikìkleid�, to krat�ei mustikì kai asfalè.H Alie mpore� na ste�lei èna m numa mston Bob efarmìzonta to metasqhmatismì kruptogr�fhsh pou kajor�zetaiapì to dhmìsio kleid� tou Bob, c = Ee(m).O Bob apokruptografe� to m numa
c efarmìzonta ton ant�strofo metasqhmatismì Dd pou kajor�zetai apì to d.

Sq ma 2.4: Kruptogr�fhsh me teqnikè kruptograf�a dhmos�ou kleidioÔ.ParathroÔme ìti h parap�nw eikìna se sqèsh me eke�nh th summetrik kruptogr�fhsh diafèrei.Se aut n thn per�ptwsh to kleid� kruptogr�fhshmetad�detai p�nw apì èna anasfalè kan�li.To kan�li autì mpore� na e�naito �dio me autì p�nw apì to opo�o ja metadojoÔn ta kruptografhmèna dedo-mèna.Apì th stigm  pou to kleid� kruptogr�fhsh e de qrei�zetai na paramèneimustikì g�netai koin¸ gnwstì kai opoiad pote ontìthta mpore� na ste�lei kru-26



ptografhmèna mhnÔmata ston Bob, o opo�o e�nai o mìno pou mpore� na taapokruptograf sei.H parak�tw eikìna apeikon�zei aut n thn idèa, jewr¸ntata A1, A2 kai A3 w diakritè ontìthte.

Sq ma 2.5: Sqhmatik  apeikìnish th kruptograf�a dhmos�ou kleidioÔ.San èna fusikì an�logo th kruptograf�a dhmos�ou kleidioÔ, a jew-r soume èna metallikì kout� tou opo�ou h kleidar�a prostateÔetai apì k�poionmustikì sunduasmì, ton opo�o mìno o Bob gnwr�zei.An h kleidar�a afeje� dh-mos�w anoiqt , opoiosd pote mpore� na topojet sei èna m numa mèsa kaikatìpn na thn kleid¸sei.Mìno o Bob mpore� na l�bei to m numa afoÔ e�nai omìno pou xèrei to mustikì sunduasmì th kleidari� kai mpore� na thn ano-�xei.Akìma kai h ontìthta pou topojèthse to m numa mèsa sto kout� den mpore�na to anakt sei.H kruptograf�a dhmos�ou kleidioÔ proupojètei th gn¸sh enìdhmos�ou kleidioÔ e h opo�a ìmw den epitrèpei ton upologismì tou idiwtikoÔkleidioÔ d.A jewr soume èna sq ma kruptogr�fhsh to opo�o apotele�tai apì tasÔnola twn metasqhmatism¸n kruptogr�fhsh kai apokruptogr�fhsh {Ee :
e ∈ K} kai {Dd : d ∈ K} ant�stoiqa, ìpou K e�nai o q¸ro kleidioÔ(keyspae).H mèjodo kruptogr�fhsh jewre�tai sq ma kruptogr�fhsh dhmo-s�ou kleidioÔ e�n gia k�je zeug�ri (e, d) to kleid� e g�netai dhmos�w gnwstì(dhmìsio kleid�) en¸ to d paramènei mustikì (idiwtikì kleid�).Gia th diat rhshth asf�leia autoÔ tou sq mato, ja prèpei na e�nai adÔnato na upologiste�to d apì to e. 27



2.5.1 H an�gkh gia aujentikìthta sta kruptosu-st mata dhmos�ou kleidioÔUpì k�poie sunj ke, h kruptograf�a dhmos�ou kleidioÔ ja fainìtan w ida-nikì kruptosÔsthma kaj¸ den apaite� èna asfalè kan�li gia th met�dosh toukleidioÔ kruptogr�fhsh.Autì ja sunepagìtan ìti dÔo ontìthte ja mporo-Ôsan na epikoinwn soun p�nw apì èna anasfalè kan�li qwr� na antall�xounkleidi�.Dustuq¸, k�ti tètoio den e�nai al jeia.H parak�tw eikìna parousi-�zei pw èna energì epitijèmeno mpore� na nik sei to kruptosÔsthma qwr�sp�sei to mhqanismì kruptogr�fhsh.To sq ma pou parousi�zetai e�nai ènatÔpo proswpopo�hsh(impersonation) kai e�nai èna par�deigma apotuq�a touprwtokìllou.Sto sen�rio autì o epitijèmeno prospoie�tai ston A ìti e�nai hontìthta B stèlnonta tou èna kleid� e′ to opo�o o A upojètei ìti e�nai todhmìsio kleid� tou B.Me ton trìpo autì o epitijèmeno lamb�nei ta mhnÔmatapou jèlei o A na ste�lei sto B, kruptografhmèna me to dikì tou dhmìsiokleid�.Ta apokruptografe� me to idiwtikì tou kleid� d′ kai sth sunèqeia takruptografe� me to dhmìsio kleid� tou B kai tou ta stèlnei.To gegonì autìton�zei thn an�gkh gia aujentikìthta proèleush twn dedomènwn sta kru-ptosust mata dhmos�ou kleidioÔ.H ontìthta A prèpei na e�nai pepeismènh ìtikruptografe� ta dedomèna th me to èntimo dhmìsio kleid� th ontìthta B.
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Sq ma 2.6: M�a ep�jesh proswpopo�hsh sthn epikoinwn�a dÔo ontot twn.
2.6 Kruptograf�a Summetrikìu KleidioÔ E-nant�on Kruptograf�a Dhmos�ou Klei-dioÔTa sq mata kruptogr�fhsh summetrikoÔ kleidioÔ kai dhmos�ou kleidioÔ pa-rousi�zoun di�fora pleonekt mata kai meionekt mata, k�poia apì ta opo�ae�nai koin� kai sta dÔo.Parak�tw anafèrontai ta basik� jetik� kai arnhtik�twn sqhm�twn aut¸n. 29



2.6.1 Pleonekt mata Kruptograf�aSummetrikoÔ KleidioÔ1. Ta kruptosust mata summetrikoÔ kleidioÔ mporoÔn na sqediastoÔn ètsi¸ste na èqoun uyhloÔ rujmoÔ apìdosh dedomènwn ìpw p.q. ruj-moÔ kruptogr�fhsh dedomènwn th t�xh ekatont�dwn Megabytes todeuterìlepto.2. Ta kleidi� pou qrhsimopoioÔntai sth summetrik  kruptogr�fhsh e�naisqetik� mikr�.3. Ta kruptograf mata summetrikoÔ kleidioÔ mporoÔn na apotelèsoun thb�sh gia th dhmiourg�a diafìrwn kruptografik¸n mhqanism¸n ìpwgenn trie yeudo-tuqa�wn arijm¸n, sunart sei katakermatismoÔ kaisq mata yhfiak  upograf (perigr�fontai parak�tw).4. Ta kruptograf mata summetrikoÔ kleidioÔ mporoÔn na sunjèsoun du-natìtera kruptograf mata me aploÔ metasqhmatismoÔ.5. H kruptograf�a summetrikoÔ kleidioÔ èqei ektetamènh kai ploÔsia isto-r�a.2.6.2 Meionekt mata Kruptograf�aSummetrikoÔ KleidioÔ1. Kat� thn epikoinwn�a dÔo ontot twn, to kleid� prèpei na parame�nei mu-stikì kai sta dÔo �kra epikoinwn�a.2. Se d�ktua meg�lou megèjou, up�rqoun poll� zeug�ria kleidi¸n pouprèpei na diaqeiristoÔn.Autì sunep�getai ìti h apotelesmatik  diaqe�ri-sh kleidi¸n apaite� th qr sh èmpisth tr�th ontìthta (Trusted ThirdParty).3. Kat� thn epikoinwn�a dÔo ontot twn, to kleid� prèpei na all�zei polÔsuqn�, endeqomènw kai prin apì k�je ek nèou epikoinwn�a.4. Oi mhqanismo� yhfiak  upograf  pou prokÔptoun apì thn krupto-gr�fhsh summetrikoÔ kleidioÔ, apaitoÔn megalÔtera kleidi� gia th su-n�rthsh dhmìsia epal jeush kai gia th qr sh èmpisth tr�th ontìth-ta.
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2.6.3 Pleonekt mata Kruptograf�a Dhmos�ou Klei-dioÔ1. Mìno to idiwtikì kleid� prèpei na diathre�tai mustikì.Parìla aut�, prèpeina eggu�tai h aujentikìthta twn dhmos�wn kleidi¸n.2. H diaqe�rish twn kleidi¸n apaite� thn parous�a mia èmpisth tr�th on-tìthta, h opo�a an�loga ton trìpo leitourg�a, mpore� na qrei�zetaimìno gia o�-line qr sh.3. An�loga me ton trìpo leitourg�a, èna zeug�ri idiwtikoÔ/dhmos�ou klei-dioÔ mpore� na parame�nei qwr� allagè gia axioshme�wto qronikì di-�sthma.4. Poll� sq mata dhmos�ou kleidioÔ sunep�gontai apotelesmatikoÔ mh-qanismoÔ yhfiak  upograf .To kleid� pou qrhsimopoie�tai gia thnsun�rthsh dhmìsia epal jeush e�nai polÔ mikrìtero apì to ant�stoi-qo summetrikì kleid�.5. Se èna meg�lo d�ktuo, o arijmì twn apara�thtwn kleidi¸n e�nai shman-tik� mikrìtero apì ton ant�stoiqo enì sen�riou summetrikoÔ kleidioÔ.2.6.4 Meionekt mata Kruptograf�a Dhmos�ou Klei-dioÔ1. H rujmapìdosh twn pio gnwst¸n sqhm�twn kruptograf�a dhmos�oukleidioÔ e�nai t�xei mikrìterh apì aut n twn sqhm�twn summetrikoÔkleidioÔ.2. Ta megèjh twn kleidi¸n e�nai arket� megalÔtera apì ta ant�stoiqa eke-�nwn pou apaitoÔntai sthn kruptograf�a summetrikoÔ kleidioÔ.3. Den èqei breje� sq ma kruptograf�a dhmos�ou kleidioÔ pou na èqeiapodeiqje� asfalè(to �dio isqÔei kai gia ta blok iphers).Ta pio apo-telesmatik� tètoia sq mata kruptogr�fhsh bas�zontai se probl matath jewr�a arijm¸n.4. H kruptograf�a dhmos�ou kleidioÔ den èqei tìso ekten  istor�a ìso hsummetrik  kruptograf�a, afoÔ anakalÔfjhke th dekaet�a tou 1970.
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2.6.5 Per�lhyh th SÔgkrishH summetrik  kruptograf�a kaj¸ kai h kruptograf�a dhmos�ou kleidioÔ èqounsumplhrwmatik� pleonekt mata.Ta trèqonta kruptosust mata prospajoÔnna ekmetaleutoÔn ti dunatìthte th kajem�a kai to skeptikì autì fa�netaime to parak�tw par�deigma.Oi teqnikè kruptograf�a dhmos�ou kleidioÔ mporoÔn na qrhsimopoihjoÔngia th dhmiourg�a enì summetrikoÔ kleidioÔ pou qrhsimopoie�tai apì ti on-tìthte A kai B pou jèloun na epikoinwn soun.Sto sen�rio autì oi ontìthte
A kai B ekmetaleÔontai th makrìqronh di�rkeia zw  twn dhmos�wn/idiwtik¸nkleidi¸n tou sq mato kruptograf�a dhmos�ou kleidioÔ kai thn apodotikìth-ta tou sq mato summetrikoÔ kleidioÔ.Apì th stigm  pou h kruptogr�fhshtwn dedomènwn e�nai sun jw to pio qronobìro komm�ti th sunolik  diadi-kas�a, to sq ma dhmos�ou kleidioÔ gia thn dhmiourg�a kleidioÔ apotele� ènamikrì komm�ti th diadikas�a kruptogr�fhsh metaxÔ twn ontot twn A kai
B. Gia na sunoy�soume, ta dÔo basik� sumper�smata th sÔgkrish aut e�nai:1. h kruptograf�a dhmos�ou kleidioÔ dieukolÔnei ti diadikas�e yhfiak upograf  kai diaqe�rish kleidi¸n2. h kruptograf�a summetrikoÔ kleidioÔ e�nai apotelesmatik  gia krupto-gr�fhsh dedomènwn kai efarmogè pou stoqeÔoun sthn akeraiìthta twndedomènwn.2.7 Gnwst� Ergale�a Basizìmena sthn Kru-ptogr�fhsh Dhmos�ou KleidioÔParak�tw parousi�zontai k�poie ergale�a pou bas�zontai sthn kruptograf�adhmos�ou kleidioÔ h opo�a suqn� anafèretai kai w asÔmmetrh kruptogr�fh-sh.'Opw anafèrame kai prohgoumènw, ta sq mata kruptogr�fhsh dhmos�oukleidioÔ e�nai polÔ pio arg� apì ta ant�stoiqa th summetrik  kruptogr�fh-sh kai gia to lìgo autì sun jw qrhsimopoioÔntai gia th metafor� krupto-grafik¸n kleidi¸n.2.7.1 RSA Kruptogr�fhshTo kruptosÔsthma RSA to opo�o onom�sthke ètsi apì ta arqik� twn dh-miourg¸n tou (Rivest, Shamir kai Adleman), e�nai to pio diadedomèno ergale�okruptogr�fhsh dhmos�ou kleidioÔ.Qrhsimopoie�tai tìso gia mustikìthta ìso32



kai gia dhmiourg�a yhfiak¸n upograf¸n.H asf�leia tou RSA bas�zetai sthduskol�a tou probl mato paragontopo�hsh akera�wn arijm¸n.Perigraf  tou PrwtokìllouMe tou parak�tw algìrijmou perigr�fontai oi diadikas�e gènnhsh klei-dioÔ gia RSA kruptogr�fhsh kai RSA kruptogr�fhsh.Algìrijmo 1 <Gènnhsh KleidioÔ gia RSA kruptogr�fhsh>Per�lhyh: Akolouj¸nta ta parak�tw b mata k�je ontìthta A dhmiourge�èna RSA dhmìsio kleid� kai to ant�stoiqo idiwtikì.1. Gènnhsh dÔo meg�lwn, diakrit¸n, tuqa�wn, pr¸twn akera�wn arijm¸n pkai q.2. Upologismì n = pq kai ϕ = (p − 1)(q − 1).3. Epilog  enì tuqa�ou akera�ou e, 1 < e < ϕ, ètsi ¸ste gcd(e, ϕ) = 1.4. Qr sh tou algor�jmou Extended Eulidean Algorithm gia ton upolo-gismì enì monadikoÔ akera�ou d, 1 < d < ϕ, ètsi ¸ste ed = 1(modϕ).5. To dhmìsio kleid� tou A e�nai to (n, e) kai to idiwtikì to d.Oi akèraioi arijmo� e kai d sto sq ma gènnhsh kleid�ou RSA onom�zontaienryption exponent kai deryption exponent ant�stoiqa en¸ to n onom�zetaimodulus.
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Algìrijmo 2 <RSA kruptogr�fhsh dhmos�ou kleidioÔ>Per�lhyh: H ontìthta B kruptografe� èna m numa m, to opo�o apokrupto-grafe� h ontìthta A.1. Kruptogr�fhsh:H ontìthta B ektele� ta parak�tw b mata:Apokt� to aujentikì dhmìsio kleid� (n, e) th ontìthta A.Anaparist� to m numa w ènan akèraio sto di�sthma [o, n − 1].Upolog�zei to c = me(modn)Stèlnei ston A to kruptogr�fhma c.2. Apokruptogr�fhsh: H ontìthta A ektele� to akìloujo b ma gia naupolog�sei to arqikì m numa m apì to kruptogr�fhma c.Qrhsimopoie� to idiwtikì kleid� d kai upolog�zei to m numa m =
cd(modn).Par�deigma:Gènnhsh KleidioÔ:H ontìthta A epilègei tou pr¸tou arijmoÔ p =

2357, q = 2551 kai upolog�zei to n = pq = 6012707 kai to ϕ = (p−1)(q−1) =
6007800.Sth sunèqeia, epilègei ton arijmì e = 3674911 kai qrhsimopoi¸ntaton eukle�dio algìrijmo br�skei to d = 422191 ètsi ¸ste ed = 1(modϕ).Todhmìsio kleid� tou A e�nai to zeug�ri (n, e) = (6012707, 3674911) kai to idiw-tikì tou e�nai to d = 422191.Kruptogr�fhsh:Gia thn kruptogr�fhsh tou mhnÔmato m = 5234673h ontìthta B upolog�zei:

c = me(modn) = 52346733674911(mod6012707) = 3650502.Apokruptogr�fhsh:Gia thn apokruptogr�fhsh tou c h ontìthta Aupolog�zei:
cd(modn) = 3650502422191(mod6012707) = 5234673.Asf�leia tou RSAH asf�leia tou kruptosust mato RSA bas�zetai se dÔo majhmatik� pro-bl mata: autì th paragontopo�hsh meg�lwn akera�wn kai to RSA prìblh-ma.H pl rh apokruptogr�fhsh enì RSA kruptograf mato jewre�tai a-dÔnath an upojèsei kane� ìti ta dÔo probl mata e�nai dÔskola (den up�rqeialgìrijmo pou na ta lÔnei). 34



To prìblhma RSA or�zetai w h apìpeira eÔresh twn e-ost¸n riz¸n mod-ulo enì sÔnjetou arijmoÔ n, ètsi ¸ste na upologiste� mia tim  m gia thnopo�a c = me(modn), ìpou (n, e) e�nai èna RSA dhmìsio kleid� kai c èna kru-ptogr�fhma.H pio elpidofìro prosèggish ep�lush tou RSA probl matoe�nai aut  th paragontopo�hsh tou modulus n.Me thn ikanìthta na anakt�pr¸tou par�gonte, dhlad  dedomènou tou n na br�skei ta p, q, èna epitijème-no mpore� upolog�zonta to (p− 1)(q − 1) na brei to mustikì kleid� d apì todhmìsio kleid� (n, e) kai sth sunèqeia na apokruptografe� mhnÔmata ektel¸n-ta thn diadikas�a apokruptogr�fhsh.Mèqri stigm  den èqei breje� mèjodopou na paragontopoie� akèraiou arijmoÔ se poluwnumikì qrìno.Bèbaia, oÔteèqei apodeiqje� ìti den up�rqei tètoia mèjodo.Tupik�, ta kleidi� RSA èqoun mègejo 1024-2048 bits.Oi eidiko� ektimoÔnìti ta kleidi� megèjou 1024 bits ja e�nai eÔjrausta sto kontinì mèllon kaiprote�noun th qr sh kleidi¸n megèjou 4096 bits.Genikìtera, to RSA jewre-�tai asfalè e�n to n e�nai arket� meg�lo.Parade�gmato q�rin, anafèroumeìti an to n èqei mègejo 300 bits mpore� na paragontopoihje� se merikè ¸rese ènan proswpikì upologist  me logismikì pou e�nai  dh diajèsimo.Ta klei-di� RSA m kou 512 bits plèon mporoÔn na paragontopoihjoÔn se merikèebdom�de kai mia jewrhtik  mhqan  ulikoÔ pou onom�zetai TWIRL jètei upoamfisb thsh ta kleidi� 1024 bits.S mera, to n sunist�tai na èqei mègejo2048 bits.2.7.2 To sq ma El GamalTo kruptosÔsthma El Gamal bas�zetai sto prwtìkollo sumfwn�a kleidi¸nDi�e Hellman.H asf�leia tou bas�zetai sto prìblhma tou diakritoÔ loga-r�jmou kai sto prìblhma Di�e Hellman.To prìblhma diakritoÔ logar�jmoudiatup¸netai w ex : Dedomènou enì pr¸tou arijmoÔ p, enì genn tora atou Z∗
p kai enì stoiqe�ou b ∈ Z∗

p , na breje� èna akèraio x, me 0 ≤ x ≤ p−2,ètsi ¸ste ax = b(modp).Perigraf  tou PrwtokìllouMe tou parak�tw algìrijmou perigr�fontai oi diadikas�e gènnhsh klei-dioÔ gia El Gamal kruptogr�fhsh kai El Gamal kruptogr�fhsh dhmos�oukleidioÔ.
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Algìrijmo 3 <Gènnhsh KleidioÔ gia El Gamal kruptogr�fhsh>Per�lhyh: Akolouj¸nta ta parak�tw b mata k�je ontìthta A dhmiourge�èna El Gamal dhmìsio kleid� kai to ant�stoiqo idiwtikì.1. Gènnhsh enì meg�lou tuqa�ou pr¸tou arijmoÔ kai enì genn tora g thpollaplasiastik  om�da Z∗
p twn akera�wn arijm¸n modulo p.2. Epilog  enì tuqa�ou akera�ou arijmoÔ a, me 1 ≤ a ≤ p− 2, kai upolo-gismì tou ga(modp).3. To dhmìsio kleid� tou A e�nai to (p, g, ga) kai to idiwtikì e�nai to a.Algìrijmo 4 <El Gamal kruptogr�fhsh dhmos�ou kleidioÔ>Per�lhyh: H ontìthta B kruptografe� èna m numa m, to opo�o apokrupto-grafe� h ontìthta A.1. Kruptogr�fhsh:H ontìthta B ektele� ta parak�tw b mata:Apokt� to dhmìsio kleid� (p, g, ga) th ontìthta A.Anaparist� to m numa w ènan akèraio m sto di�sthma [0, ..., p−1].Dialègei ènan tuqa�o akèraio arijmì k, ìpou 1 ≤ k ≤ p − 2.Upolog�zei γ = gk(modp) kai δ = m(ga)k(modp).Stèlnei ston A to kruptogr�fhma c = (γ, δ).2. Apokruptogr�fhsh: H ontìthta A ektele� to akìloujo b ma gia naupolog�sei to arqikì m numa m apì to kruptogr�fhma c.Qrhsimopoie� to idiwtikì kleid� a kai upolog�zei γp−1−a (γp−1−a =

γ−a = g−ak).Anakt� to m upolog�zonta (γ−a)δ(modp).Par�deigma:Gènnhsh KleidioÔ:H ontìthta A epilègei ton pr¸to arijmì p = 2357kai ton genn tora g = 2 tou Z∗
2357.Dialègei to idiwtikì kleid� a = 1751 kaiupolog�zei:

ga(modp) = 21751(mod2357) = 1185To dhmìsio kleid� tou A e�nai to (p = 2357, g = 2, ga = 1185).Kruptogr�fhsh:Gia thn kruptogr�fhsh tou mhnÔmato m = 2035, o
B upolog�zei ènan tuqa�o akèraio k = 1520 kai upolog�zei:36



γ = 21520(mod2357) = 1430 kai δ = 2035 ∗ 11851520(mod2357) = 697.O B stèlnei ston A, γ = 1430 kai δ = 697.Apokruptogr�fhsh:Gia thn apokruptogr�fhsh o A upolog�zei:
γp−1−a = 1430605(mod2357) = 872kai anakt� to m upolog�zonta:
m = 872 × 697(mod2357) = 2035.Asf�leia tou El GamalH asf�leia tou sq mato kruptogr�fhsh dhmos�ou kleidioÔ El Gamal, ba-s�zetai sth duskol�a ep�lush tou probl mato diakritoÔ logar�jmou sto pe-d�o Z∗

p .H prosp�jeia an�kthsh tou m dedomènwn twn p, a, aa, γ, δ e�nai upo-logistik� isodÔnama dÔskolh me thn ep�lush tou probl mato Di�e-Hellman(analÔetai parak�tw).To sq ma kruptogr�fhsh El Gamal mpore� na jewrh-je� w mia diadikas�a antallag  kleidi¸n Di�e-Hellman gia ton kajorismìtou kleidioÔ aak kai sthn sunèqeia th kruptogr�fhsh tou mhnÔmato polla-plasi�zont� to me autì to kleid�.E�nai polÔ shmantikì na qrhsimopoioÔntaidiaforetiko� tuqa�oi akèraioi k gia thn kruptogr�fhsh diaforetik¸n mhnu-m�twn.Gia par�deigma, a jewr soume ìti o �dio arijmì k qrhsimopoie�taigia thn kruptogr�fhsh dÔo mhnum�twn m1, m2.Sthn per�ptwsh aut  ta kru-ptografhmèna zeug�ria e�nai ta (γ1, δ1) kai (γ2, δ2).'Etsi, δ1/δ2 = m1/m2 kaito m2 ja mporoÔse na upologiste� eÔkola ean to m1 e�nai gnwstì.Dedomènh th proìdou pou èqei g�nei ta teleuta�a qrìnia gia thn ep�lushtou probl mato diakritoÔ logar�jmou sto ped�o Z∗
p , kat�llhla kleidi� giaEl Gamal kruptogr�fhsh jewroÔntai aut� pou èqoun mègejo toul�qiston1024 bits.2.7.3 Prwtìkollo Sumfwn�a Kleidi¸n Di�e-HellmanTo prwtìkollo Di�e-Hellman apotele� thn pr¸th lÔsh sto prìblhma thdianom  kleidi¸n.Epitrèpei se dÔo ontìthte pou den èqoun epikoinwn seiprohgoumènw   pou de moir�zontai kruptografikì ulikì, na dhmiourg sounèna koinì mustikì antall�sonta mhnÔmata p�nw apì èna anasfalè kan�li.Hasf�leia tou sq mato autoÔ bas�zetai sto prìblhma Di�e-Hellman kai stosqetikì prìblhma tou diakritoÔ logar�jmou.To prìblhma Di�e-Hellman o-r�zetai w ex : dedomènou enì pr¸tou arijmoÔ p, enì genn tora a tou pe-d�ou Z∗

p kai twn stoiqe�wn aa(modp) kai ab(modp), na breje� to aab(modp).Tosq ma Di�e-Hellman sun jw qrhsimopoie�tai gia th dhmiourg�a enì musti-koÔ kleidioÔ metaxÔ dÔo ontot twn, to opo�o qrhsimopoioÔn sth sunèqeia gia37



kruptogr�fhsh me k�poio algìrijmo summetrikoÔ kleidioÔ.H basik  morf tou sq mato autoÔ pou parousi�zetai parak�tw, prostateÔei to koinì kleid�pou dhmiourge�tai apì pajhtikoÔ epitijèmenou (wtakoustè) all� ìqi apìenergoÔ.Epiplèon, to sq ma autì den parèqei aujentikìthta w pro ti on-tìthte kai w pro ta kleidi�.Perigraf  tou PrwtokìllouParak�tw parousi�zetai h basik  èkdosh tou prwtokìllou sumfwn�a klei-di¸n Di�e-Hellman.Algìrijmo 5 <Prwtìkollo sumfwn�a kleidi¸n Di�e-Hellman>Per�lhyh: Oi ontìthte A,B antall�soun apì èna m numa p�nw apì ènaanoiqtì kan�li.Apotèlesma: 'Ena koinì mustikì K to opo�o gnwr�zoun kai oi duo ontìthte
A,B.1. F�sh Sumfwn�a Paramètrwn: Dialègontai kai dhmosieÔontai èna ka-t�llhlo pr¸to arijmì p kai èna genn tora a tou Z∗

p me 2 ≤ a ≤
p − 2.2. MhnÔmata Prwtokìllou:

A → B : ax(modp) (1)

B → A : ay(modp) (2)3. Pr�xei Prwtokìllou:Oi ontìthte A, B ekteloÔn ta parak�tw b matak�je for� pou apaite�tai èna diamoirazìmeno kleid�.O A dialègei èna tuqa�o mustikì x, ìpou 1 ≤ x ≤ p− 2, kai stèlneiston B to m numa (1).O B dialègei èna tuqa�o mustikì y, ìpou 1 ≤ y ≤ p− 2, kai stèlneiston A to m numa (2).O B lamb�nei to ax kai upolog�zei to diamoirazìmeno mustikì K =
(ax)y(modp).O A lamb�nei to ay kai upolog�zei to diamoirazìmeno mustikì K =
(ay)x(modp).Par�deigma: 38



1. Oi ontìthte A, B sumfwnoÔn sthn qr sh tou pr¸tou arijmoÔ p = 23kai tou genn tora a = 5.2. H ontìthta A dialègei èna mustikì akèraio x = 6 kai stèlnei sthnontìthta B to m numa MA:
MA = 56(mod23) = 8.3. H ontìthta B dialègei èna mustikì akèraio y = 15 kai stèlnei sthnontìthta A to m numa MB:
MB = 515(mod23) = 19.4. H ontìthta A upolog�zei to koinì mustikì K = (MB)x(modp).
196(mod23) = 2.5. H ontìthta B upolog�zei to koinì mustikì K = (MA)y(modp).
815(mod23) = 2.Asf�leia tou Di�e-HellmanTo prwtìkollo Di�e-Hellman e�nai asfalè apènanti se wtakoustè arke� oipar�metroi p kai a na epileqjoÔn kat�llhla (o arijmì p prèpei na e�nai arke-t� meg�lo).Gia na mporèsei èna wtakoust  na upoklèyei to koinì mustikìja prèpei na lÔsei to prìblhma Di�e-Hellman kai kat� epèktash to prìblhmadiakritoÔ logar�jmou.An oi ontìthte pou epikoinwnoÔn qrhsimopoioÔn gen-n trie tuqa�wn arijm¸n twn opo�wn ta apotelèsmata den e�nai entel¸ tuqa�akai mporoÔn na problefjoÔn se k�poio bajmì, ta pr�mata dieukolÔnontai giaton wtakoust .'Opw parathroÔme ta mustik� x, y sto tèlo th epikoinwn�aparamer�zontai.Gia autì to lìgo, lème ìti to prwtìkollo Di�e-Hellman epi-tugq�nei tèleia pro ta emprì mustikìthta, afoÔ makroprìjesma den up�rqeik�poio mustikì pou mpore� na apokalufje�.O algìrijmo Di�e-Hellman èqei mia basik  adunam�a.Den parèqei pisto-po�hsh metaxÔ twn ontot twn pou epikoinwnoÔn kai ètsi e�nai eu�lwto sthnep�jesh tÔpou man in the middle.Sthn ep�jesh aut , mia ontìthta C mpore�na egkajidrÔsei dÔo epikoinwn�e tÔpou Di�e-Hellman, m�a me thn ontìthta

A kai mia me thn ontìthta B.Sthn epikoinwn�a me thn ontìthta A parousi-�zetai w ontìthta B kai sthn epikoinwn�a me thn ontìthta B parousi�zetaiw ontìthta A.Me ton trìpo autì, lamb�nei ta dedomèna pou antall�sontaimetaxÔ twn ontot twn A, B, ta apokruptografe�, ta diab�zei kai ta epana-kruptografe�.Katalaba�noume loipìn, ìti apaite�tai mia mèjodo pistopo�hshtwn ontot twn pou epikoinwnoÔn gia thn antimet¸pish aut  th ep�jesh.39



Sq ma 2.7: H ep�jesh tÔpou man in the middle.2.8 Yhfiakè UpografèMia kruptografik  idiìthta pou pa�zei jemeli¸dh rìlo sthn aujentikìthta,sthn exousiodìthsh kai sth mh-apopo�hsh e�nai h yhfiak  upograf .O skopìqr sh twn yhfiak¸n upograf¸n e�nai h Ôparxh enì mèsou me to opo�o miaontìthta na desmeÔetai me èna komm�ti plhrofor�a.H diadikas�a upograf perilamb�nei th metatrop  enì mhnÔmato kai k�poiwn mustik¸n plhrofori¸npou katèqei h ontìthta se mia etikèta pou onom�zetai upograf .H perigraf enì genikoÔ sq mato yhfiak  upograf  parousi�zetai parak�tw.2.8.1 Orolog�a� M e�nai to sÔnolo twn mhnum�twn pou mporoÔn na upografoÔn.� S e�nai èna sÔnolo stoiqe�wn pou onom�zontai upografè kai pijanìtatae�nai duadik� alfarijmhtik� stajeroÔ m kou.40



� SA e�nai èna metasqhmatismì apì to sÔnolo mhnum�twn M sto sÔno-lo upograf¸n S kai onom�zetai metasqhmatismì upograf  gia thnontìthta A.O metasqhmatismì SA diathre�tai mustikì apì thn A kaiqrhsimopoie�tai gia th dhmiourg�a upograf¸n twn mhnum�twn tou M .� VA e�nai èna metasqhmatismì apì to sÔnolo M × S sto sÔnolo
{true, false}.O VA onom�zetai metasqhmatismì epal jeush tvn upo-graf¸n th ontìthta A kai e�nai dhmos�w gnwstì ètsi ¸ste �lleontìthte na mporoÔn na epalhjeÔsoun ti upografè pou dhmiourge� hontìthta aut .Oi metasqhmatismo� SA kai VA apoteloÔn èna sq ma yhfiak  upogra-f  gia thn ontìthta A.Suqn� qrhsimopoie�tai o ìro mhqanismì yhfiak upograf .2.8.2 Diadikas�a Upograf H ontìthta A (o upograf¸n) dhmiourge� mia upograf  gia to m numa m ∈ Mk�nonta ta ex :1. Upolog�zei to s = SA(m).2. Metad�dei to zeug�ri (m, s).To s e�nai h upograf  tou mhnÔmato m.2.8.3 Diadikas�a Epal jeushGia na epalhjeÔsei mia ontìthta B (epibebaiwt ) ìti h upograf  s sto m numa

m dhmiourg jhke apì thn ontìthta A ektele� ta akìlouja b mata:1. Apokt� th sun�rthsh epal jeush VA th ontìthta A.2. Upolog�zei to u = VA(m, s).3. Dèqetai to m numa e�n u = true, dhlad  h upograf  dhmiourg jhke apìthn ontìthta A kai to apor�ptei e�n u = false.Oi metasqhmatismo� SA kai VA tupik� qarakthr�zontai apì èna kleid�.Up�rqeim�a kl�sh algor�jmwn upograf  kai epal jeush, oi opo�oi e�nai dhmos�wgnwsto�.K�je algìrijmo mèsa sthn kl�sh aut  anagnwr�zetai apì èna klei-d�.'Etsi o algìrijmo upograf  SA th ontìthta A kajor�zetai apì ènakleid� kA to opo�o paramènei mustikì.Ant�stoiqa, o algìrijmo epal jeush
VA th ontìthta A kajor�zetai apì èna kleid� lA to opo�o e�nai koin¸ gnw-stì. 41



2.8.4 Apara�thte Idiìthte twn Sunart sewn U-pograf  kai Epal jeushOi sunart sei upograf  kai epal jeush prèpei na ikanopoioÔn dÔo basikèidiìthte:1. To s e�nai mia ègkurh upograf  th ontìthta A sto m numa m an kaimìno an VA(m, s) = true.2. E�nai upologistik� adÔnato gia opoiad pote ontìthta plhn th A, nabrei èna s ∈ S, gia opoiod pote m ∈ M , ètsi ¸ste VA(m, s) = true.Mèqri stigm  kanèna den èqei apode�xei ep�shma ìti ta up�rqonta sq ma-ta yhfiak¸n upograf¸n ikanopoioÔn th deÔterh idiìthta.Mia meg�lh poikil�amhqanism¸n yhfiak  upograf  prokÔptei apì ta sq mata kruptogr�fhshdhmos�ou kleidioÔ.2.8.5 Yhfiakè Upografè apì Anastrèyimh Kru-ptograf�a Dhmos�ou KleidioÔA upojèsoume ìti Ee e�nai èna metasqhmatismì kruptogr�fhsh me q¸romhnÔmato M kai q¸ro kruptografhm�twn C, ìpou M = C.E�n Dd e�naio ant�stoiqo metasqhmatismì apokruptogr�fhsh tìte afoÔ ta Ee kai Dde�nai metajèsei isqÔei:
Dd(Ee(m)) = Ee(Dd(m)) = m, gia k�je m ∈ M .'Ena tètoio sq ma kruptogr�fhsh onom�zetai anastrèyimo.Ton�zoume ìtija prèpei na isqÔei M = C ¸ste h parap�nw isìthta na isqÔei gia k�je

m ∈ M .Kataskeu  Sq mato Yhfiak  Upograf 1. M e�nai o q¸ro mhnum�twn gia to sq ma upograf .2. C = M e�nai o q¸ro upograf¸n S.3. (e, d) e�nai èna zeug�ri kleidi¸n gia to sq ma kruptogr�fhsh dhmos�oukleidioÔ.4. W sun�rthsh upograf  or�zetai h Dd dhlad  SA = Dd.'Etsi, h upo-graf  gia èna m numa m ∈ M e�nai h s = Dd(m).5. H sun�rthsh epal jeush or�zetai w ex :42



VA(m, s) =

{

true, ifEe(s) = m

false, otherwiseTo parap�nw sq ma mpore� na aplopoihje� peraitèrw, e�n o A upogr�feimìno mhnÔmata pou èqoun sugkekrimènh dom  (h opo�a e�nai koin¸ gnwst ).Ajewr soume to M ′ w èna uposÔnolo tou M , ìpou ta stoiqe�a tou M ′ èqounk�poia eidik  dom .AfoÔ o A upogr�fei mìno mhnÔmata tou sunìlou M ′, aut�anagnwr�zontai eÔkola apì ènan epalhjeut .H sun�rthsh epal jeush or�ze-tai w ex :
VA(m, s) =

{

true, ifEe(s) ∈ M ′

false, otherwiseSto sen�rio autì o A qrei�zetai na metadìsei mìno thn upograf  s ka-j¸ to m numa m mpore� na anakthje� efarmìzonta th sun�rthsh epal jeu-sh.'Ena tètoio sq ma onom�zetai sq ma yhfiak  upograf  me an�kthshmhnÔmato.H parak�tw eikìna parousi�zei pw qrhsimopoie�tai h sun�rthshupograf .H epilog  mhnum�twn eidik  dom  anafèretai w epilog  mhnu-m�twn me pleonasmì.

Sq ma 2.8: Sq ma yhfiak  upograf  me an�kthsh mhnÔmato.Oi aplopoi sei pou k�name sto parap�nw sq ma èqoun èna basikì meio-nèkthma.A upojèsoume ìti h ontìthta B epilègei èna tuqa�o stoiqe�o s ∈ Ssan upograf  kai efarmìzei to metasqhmatismì Ee gia na upolog�sei to
u = Ee(s), kaj¸ S = M kai o Ee e�nai koin¸ gnwstì.O B mpore� nametadìsei to zeug�ri (m, s) ìpou to m numa m = u.'Etsi, h upograf  s ja43



epalhjeute� ìti dhmiourg jhke apì thn ontìthta A gia to m numa m, k�tipou ìmw de sunèbh sthn pragmatikìthta.Me ton parap�nw trìpo o B èqeiplastograf sei thn upograf  tou A gegonì pou èrqetai se ant�jesh me tiidiìthte twn sunart sewn upograf  kai epal jeush.Par� to gègono ìti ta sq mata yhfiak  upograf  pou bas�zontai sthnantistrèyimh kruptograf�a dhmos�ou kleidioÔ e�nai elkustik�, apaitoÔn sanbasikì stoiqe�o èna mhqanismì kruptogr�fhsh.Se peript¸sei pou h efarmo-g  enì mhqanismoÔ kruptogr�fhsh e�nai qronobìra diadikas�a, tètoia sq ma-ta yhfiak  efarmog  den e�nai kat�llhla.
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Kef�laio 3Oi Elleiptikè KampÔle sthnKruptograf�a
3.1 Jewr�a Elleiptik¸n Kampul¸nOi elleiptikè kampÔle w algebrikè/gewmetrikè ontìthte èqoun meleth-je� ekten¸ ta teleuta�a 150 qrìnia kai apì ti melète autè èqei prokÔyeiploÔsia jewr�a.Poll� kruptosust mata suqn� apaitoÔn th qr sh algebrik¸n om�dwnkai oi elleiptikè kampÔle mporoÔn na qrhsimopoihjoÔn gia th dhmiourg�atètoiwn om�dwn.M�a om�da e�nai èna sÔnolo stoiqe�wn me orismène arijmh-tikè pr�xei p�nw se aut�.Gia ti om�de elleiptik¸n kampul¸n oi pr�xeiautè or�zontai gewmetrik�.Eis�gonta pio austhrè idiìthte sta stoiqe�amia om�da,dhmiourge�tai èna upoke�meno ped�o gia thn om�da th elleiptik kampÔlh.Oi elleiptikè kampÔle exet�zontai pr¸ta p�nw apì to ped�o twnpragmatik¸n arijm¸n ètsi ¸ste na apeikonistoÔn oi gewmetrikè idiìthte twnelleiptik¸n om�dwn.En suneqe�a exet�zontai p�nw apì ta duadik� ped�a F2mkaj¸ kai p�nw apì ta pr¸ta ped�a Fp.3.1.1 Om�de Elleiptik¸n Kampul¸n Orismène P�nwapì to Ped�o twn Pragmatik¸n Arijm¸nM�a elleiptik  kampÔlh p�nw apì to ped�o twn pragmatik¸n arijm¸n or�zetaiw èna sÔnolo shme�wn (x, y) pou ikanopoioÔn thn ex�swsh th morf  y2 =
x3 + ax + b ìpou ta x, y kai a, b e�nai pragmatiko� arijmo�.K�je epilog  twnarijm¸n a, b dhmiourge� kai m�a diaforetik  elleiptik  kampÔlh.Gia par�deigmae�n a = −4 kai b = 0.67 tìte dhmiourge�tai h kampÔlh me ex�swsh y2 =
x3 − 4x + 0.67 th opo�a h grafik  apeikìnish fa�netai parak�tw.45



Sq ma 3.1: H elleiptik  kampÔlh me ex�swsh y2 = x3 − 4x + 0.67.Efìson to x3 + ax + b den perièqei epanalambanìmenou par�gonte  isodÔnama isqÔei ìti 4a3 +27b2 6= 0 tìte h ex�swsh y2 = x3 +ax+ b mpore� naqrhsimopoihje� gia na dhmiourg sei m�a om�da.M�a om�da elleiptik  kampÔlhapotele�tai apì ta shme�a th ant�stoiqh elleiptik  kampÔlh maz� me ènaeidikì shme�o O pou onom�zetai shme�o sto �peiro.To pl jo twn shme�wn miaelleiptik  kampÔlh onom�zetai t�xh th elleiptik  kampÔlh.Prìsjesh Shme�wn mia Elleiptik  KampÔlh (Gewmetrik Prosèggish)Oi om�de elleiptik¸n kampul¸n e�nai prosjetikè om�de dhlad  h basik tou leitourg�a e�nai h prìsjesh.H prìsjesh dÔo shme�wn mia elleiptik kampÔlh or�zetai gewmetrik�.Gia k�je shme�o P (x, y) mia elleiptik  kam-pÔlh to shme�o−P or�zetai w h summetr�a tou P w pro ton �xona x dhlad e�nai to shme�o (x,−y). Anafèroume ìti gia k�je shme�o P mia elleiptik kampÔlh to shme�o −P br�sketai ep�sh p�nw sthn kampÔlh.Gia thn prìsjesh dÔo dedomènwn shme�wn P, Q mia elleiptik  kampÔlh46



sqedi�zetai mia euje�a gramm  metaxÔ twn shme�wn.H gramm  aut  tèmnei thnkampÔlh se èna tr�to shme�o tou opo�ou to summetrikì w pro ton �xona xe�nai to apotèlesma th prìsjesh.'Opw fa�netai kai parak�tw P + Q = R.

Sq ma 3.2: Prìsjesh dÔo shme�wn P, Q mia elleiptik  kampÔlh.H euje�a gramm  pou sqedi�zetai an�mesa sto shme�o P kai sto ant�jetìtou −P den tèmnei thn elleiptik  kampÔlh se k�poio shme�o ìpw prohgou-mènw. Gia to lìgo autì oi om�de elleiptik¸n kampul¸n perièqoun to shme�osto �peiro O.Ex orismoÔ isqÔei ìti P + (−P ) = O.Gia thn prìsjesh enì shme�ou P me ton eautì tou sqedi�zetai mia efa-ptìmenh gramm  sthn kampÔlh apì to shme�o autì.Efìson h y suntetagmènhtou P den e�nai mhdèn h efaptìmenh tèmnei thn kampÔlh se akrib¸ èna shme-�o.To summetrikì tou shme�ou autoÔ w pro ton �xona x e�nai to apotèlesmatou diplasiasmoÔ enì shme�ou.IsqÔei dhlad  P + P = 2P = R.Se per�ptwsh pou h suntetagmènh y tou shme�ou P e�nai mhdèn h efaptìmenhgramm  sthn kampÔlh e�nai p�nta katakìrufh kai den thn tèmnei se kanènashme�o.Ex orismoÔ 2P = O gia k�je tètoio shme�o P .An k�poio epijumoÔse47



Sq ma 3.3: Diplasiasmì tou shme�ou P mia elleiptik  kampÔlh.na upolog�sei to 3P ja to èkane w ex : 3P = 2P +P = O+ P = P .OpìteisqÔei ìti 3P = P .Prìsjesh Shmèiwn mia Elleiptik  KampÔlh (Algebrik Prosèggish)An kai oi prohgoÔmene gewmetrikè perigrafè parèqoun m�a exairetik  mèjo-do apeikìnish th arijmhtik  me elleiptikè kampÔle den e�nai praktikè giaarijmhtikoÔ upologismoÔ kai gia autì qrhsimopoioÔntai algebrikè fìrmou-le.'Estw P = (xP , yP ) kai Q = (xQ, yQ) xeqwrist� shme�a mia elleiptik kampÔlh.H prìsjesh twn dÔo aut¸n shme�wn or�zetai w P + Q = R ìpou:
xR = s2 − xP − xQ ,

yR = −yP + s(xP − xR) kai
s =

yP−yQ

xP−xQAnt�stoiqa gia ton diplasiasmì enì shme�ou P = (xP , yP ) efìson yP 6= 0,èqoume 2P = R ìpou : 48



xR = s2 − 2xP ,
yR = −yP + s(xP − xR) kai

s =
(3x2

P
+a)

2yPJum�zoume ìti a e�nai m�a apì ti paramètrou th elleiptik  kampÔlh.3.1.2 Om�de Elleiptik¸n Kampul¸n OrismèneP�nw apì ta Pr¸ta Ped�a FpOi upologismo� p�nw apì to ped�o twn pragmatik¸n arijm¸n e�nai argo� kai mhakribe� lìgw twn sfalm�twn stroggulopo�hsh.Oi kruptografikè efarmo-gè apaitoÔn gr gorh kai akrib  arijmhtik  ètsi sthn pr�xh qrhsimopoioÔntaioi om�de elleiptik¸n kampul¸n p�nw apì ta duadik� ped�a F2m kaj¸ kaip�nw apì ta pr¸ta ped�a Fp.To ped�o twn pr¸twn arijm¸n Fp qrhsimopoie� tou arijmoÔ apì 0 ew
p−1 kai ìloi oi upologismo� telei¸noun pa�rnonta to upìloipo th dia�reshme to p.Gia par�deigma, to ped�o F23 apotele�tai apì arijmoÔ an�mesa sto
0 kai to 22 kai k�je pr�xh sto ped�o autì ja apotelèsei se ènan akèraioarijmì an�mesa sto 0 kai sto 22.M�a elleiptik  kampÔlh me to upoke�menoped�o Fp dhmiourge�tai dialègonta ti paramètrou a, b mèsa sto ped�o autì.HkampÔlh aut  perilamb�nei ìla eke�na ta shme�a (x, y) pou ikanopoioÔn thnex�swsh y2(modp) = x3 + ax + b(modp).Efìson to x3 + ax + b den perièqeiepanalambanìmenou par�gonte   isodÔnama isqÔei ìti 4a3 + 27b2 6= 0 tìteh ex�swsh y2 = x3 + ax + b mpore� na qrhsimopoihje� gia na dhmiourg seim�a om�da.M�a om�da p�nw apì ta pr¸ta ped�a apotele�tai apì ta shme�a thant�stoiqh kampÔlh maz� me èna eidikì shme�o O pou onom�zetai shme�o sto�peiro.Up�rqoun peperasmèna poll� shme�a se m�a tètoia elleiptik  kampÔlh.Gia par�deigma a jewr soume mia elleiptik  kampÔlh p�nw apì to pr¸toped�o F23.Me a = 1 kai b = 0 èqoume thn kampÔlh me ex�swsh y2 = x3 + x.Toshme�o (9, 5) ikanopoie� thn ex�swsh aut  kaj¸:

y2(modp) = x3 + x(modp) → 25(mod23) = 729 + 9(mod23) →
25(mod23) = 738(mod23) → 2 = 2Up�rqoun 23 shme�a pou ikanopoioÔn thn parap�nw ex�swsh.H grafik  pa-r�stash twn shme�wn aut¸n fa�netai parak�tw:

(0, 0) (1, 5) (1, 18) (9, 5) (9, 18) (11, 10) (11, 13) (13, 5)
(13, 18) (15, 3) (15, 20) (16, 8) (16, 15) (17, 10) (17, 13) (18, 10)
(18, 13) (19, 1) (19, 22) (20, 4) (20, 19) (21, 6) (21, 17).49



Sq ma 3.4: Ta shme�a th elleiptik  kampÔlh me ex�swsh y2 = x3 + x p�nwapì to ped�o F23.Sto parap�nw gr�fhma parathroÔme ìti up�rqoun 2 shme�a gia k�je tim 
x.An kai to gr�fhma fa�netai tuqa�o up�rqei summetr�a gÔrw apì to y =
11.5.P�nw apì to ped�o F23 ta arnhtik� stoiqe�a sti y timè upolog�zontai
modulo23 apotel¸nta se jetikè arijmoÔ diafor� apì to 23.'Etsi sthnprokeimènh per�ptwsh −P = (xp, (−ypmod23)).Up�rqoun merikè diaforè an�mesa sti elleiptikè kampÔle orismènep�nw apì ta pr¸ta ped�a me autè pou e�nai orismène p�nw apì tou prag-matikoÔ arijmoÔ.Oi om�de elleiptik¸n kampul¸n p�nw apì ta pr¸ta ped�aèqoun èna peperasmèno arijmì shme�wn gegonì to opo�o e�nai epijumhtì giakruptografikoÔ skopoÔ.Oi kampÔle autè apoteloÔntai apì diakrit� sh-me�a all� den e�nai xek�jaro pw gewmetrikè sqèsei mporoÔn na efarmosto-Ôn.San apotèlesma h gewmetr�a pou anafèrjhke gia ti elleiptikè kampÔle50



p�nw apo to ped�o twn pragmatik¸n arijm¸n den mpore� na qrhsimopoihje�kai gia ti kampÔle p�nw apo ta pr¸ta ped�a.Parìla aut� oi algebriko� ka-nìne mporoÔn na prosarmostoÔn ètsi ¸ste na isqÔoun kai gia ti elleiptikèkampÔle orismène p�nw apì ta pr¸ta ped�a.Anafèroume ìti oi upologismo�p�nw apì ta pr¸ta ped�a den perièqoun sf�lmata stroggulopo�hsh-m�a ba-sik  proupìjesh enì kruptosust mato.Prìsjesh twn Diakrit¸n Shme�wn P kai QTo arnhtikì enì shme�ou P = (xp, yp) e�nai to shme�o
−P = (xp,−ypmodp).Jewr¸nta ìti ta P kai Q e�nai diakrit� shme�a ètsi¸ste P 6= −Q, èqoume P + Q = R ìpou :

xR = s2 − xP − xQ(modp) ,
yR = −yP + s(xP − xR)(modp) kai

s =
yP−yQ

xP−xQ
(modp)Upenjum�zoume ìti to a e�nai mia apì ti paramètrou th elleiptik  kampÔlhkai to s e�nai h kl�sh th euje�a pou pern�ei apì ta shme�a P, Q.Diplasi�zonta to Shme�o PGia ton diplasiasmì enì shme�ou P = (xP , yP ) efìson yP 6= 0, èqoume 2P =

R ìpou:
xR = s2 − 2xP (modp) ,

yR = −yP + s(xP − xR)(modp) kai
s =

(3x2

P +a)

2yP
(modp)Jum�zoume ìti a e�nai m�a apì ti paramètrou th elleiptik  kampÔlh.3.1.3 Om�de Elleiptik¸n Kampul¸n OrismèneP�nw apì ta Duadik� Ped�a F2mTa stoiqe�a twn duadik¸n ped�wn e�nai m-bit alfarijmhtik�.Oi kanìne giathn arijmhtik  p�nw sta F2m mporoÔn na oristoÔn e�te me poluwnumik  ana-par�stash e�te me anapar�stash bèltisth kanonik  b�sh.Epeid  ta duadik�ped�a F2m ekteloÔn pr�xei p�nw se alfarijmhtik� oi upologistè mporoÔnna ektelèsoun apotelesmatik� arijmhtikè pr�xei p�nw se aut�.M�a elleiptik  kampÔlh orismènh p�nw apì èna duadikì ped�o dhmiourge�taiepilègonta ti paramètrou a kai b mèsa sto F2m (h mình proupìjesh e�nai ìti

b 6= 0).'Etsi h ex�swsh th elleiptik  kampÔlh prosarmìzetai gia duadik 51



anapar�stash ston ex  tÔpo: y2+xy = x3+ax2 +b.H kampÔlh aut  perièqeiìla ta shme�a (x, y) pou ikanopoioÔn thn parap�nw ex�swsh p�nw apì to F2m(arke� ta x, y na e�nai mèlh tou F2m).M�a om�da elleiptik  kampÔlh p�nw apìta duadik� ped�a apotele�tai apì ta shme�a th ant�stoiqh kampÔlh maz� meèna eidikì shme�o O pou onom�zetai shme�o sto �peiro.Up�rqoun peperasmènapoll� shme�a se m�a tètoia elleiptik  kampÔlh.A exet�soume ¸ èna mikrì par�deigma to duadikì ped�o F24 orismèno mepoluwnumik  anapar�stash me to ame�wto polu¸numo f(x) = x4 + x + 1.Tostoiqe�o g = (0010) e�nai èna genn tora tou ped�ou.Oi dun�mei tou g e�nai:
g0 = (0001) g1 = (0010) g2 = (0100) g3 = (1000) g4 = (0011) g5 = (0110)
g6 = (1100) g7 = (1011) g8 = (0101) g9 = (1010) g10 = (0111) g11 =

(1110)
g12 = (1111) g13 = (1101) g14 = (1001) g15 = (0001)Se m�a pragmatik  kruptografik  efarmog , h par�metro m prèpei nae�nai arket� meg�lh ¸ste na apokle�ei thn apotelesmatik  paragwg  enìtètoiou p�naka alli¸ to kruptosÔsthma mpore� na sp�sei.Praktik�, s merato m = 160 jewre�tai kat�llhlh epilog .A jewr soume thn elleiptik  kampÔlh me ex�swsh y2 + xy = x3 + g4x2 +

1.Sthn per�ptwsh aut  èqoume a = g4 kai b = g0 = 1.To shme�o (g5, g3)ikanopoie� thn ex�swsh p�nw apì to duadikì ped�o diìti:
y2 + xy = x3 + g4x2 + 1 → (g3)2 + g5g3 = (g5)3 + g4g10 + 1 → g6 + g8 =

g15+g14+1 → (1100)+(0101) = (0001)+(1001)+(0001) → (1001) = (1001).Ta 15 shme�a pou ikanopoioÔn thn ex�swsh fa�nontai parak�tw:
(1, g13) (g3, g13) (g5, g11) (g6, g14) (g9, g13)
(g10, g8) (g12, g12) (1, g6) (g3, g8) (g5, g3)
(g6, g8) (g9, g10) (g10, g) (g12, 0) (0, 1).
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Sq ma 3.5: Ta shme�a th ex�swsh y2 + xy = x3 + g4x2 + 1 orismènh p�nwapì to duadikì ped�o F24 .
Prìsjesh twn Diakrit¸n Shme�wn P kai QTo arnhtikì tou shme�ou P (xp, yp) e�nai to shme�o −P (xp, xp+yp).E�n ta P, Qe�nai diakrit� shme�a ètsi ¸ste P 6= −Q, èqoume P + Q = R ìpou:

xr = s2 + s + xp + xq + a,
yr = s(xp + xr) + xr + yp kai

s = yp−yq

xp+xq'Opw kai sti elleiptikè kampÔle p�nw apì to ped�o twn pragmatik¸narijm¸n, ètsi ki ed¸ isqÔei ìti P +(−P ) = O kaj¸ kai P +O = P gia k�jeshme�o P th kampÔlh. 53



Diplasi�zonta to Shme�o PE�n xp = 0 tìte 2P = 0.Dedomènou ìti xp 6= 0 èqoume ìti 2P = R me:
xr = s2 + s + a ,

yr = x2
p + (s + 1)xr kai
s = xp+yp

xpUpenjum�zoume ìti to a e�nai m�a apì ti paramètrou th elleiptik  kampÔlhkai to s e�nai h kl�sh th euje�a pou pern�ei apì ta shme�a P, Q.3.2 Oi Elleiptikè KampÔle sthn SÔg-qronh Kruptograf�a3.2.1 Kruptograf�a Dhmos�ou KleidioÔ kai toPrìblhma tou DiakritoÔ Logar�jmouH kruptograf�a e�nai èna polÔ shmantikì kl�do th epist mh twn upologi-st¸n.Kruptogr�fhsh e�nai h diadikas�a metatrop  enì aploÔ mhnÔmato semia �llh morf  pou den g�netai katanoht  se �toma pou den èqoun exousiodìth-sh.H ant�strofh diadikas�a onom�zetai apokruptogr�fhsh.Oi dÔo parap�nwdiadikas�e g�nontai me th qr sh kruptografik¸n kleidi¸n.Sugkekrimèna, sthnkruptograf�a dhmìsiou kleidioÔ(publi key ryptography) h kruptogr�fhshg�netai me èna dhmìsio kleid� to opo�o e�nai gnwstì se ìlou tou qr ste toukruptografikoÔ sust mato, en¸ h apokruptogr�fhsh g�netai me èna idiwtikìkleid�.Epomènw gia na epiteje� kane� epituq¸ sto kruptosÔsthma ja prèpeina brei to idiwtikì kleid� gnwr�zonta mìno to dhmìsio kleid�.Sta kruptosu-st mata elleiptik¸n kampul¸n to dhmìsio kleid� (publi key) e�nai èna shme�op�nw sthn kampÔlh kai to idiwtikì (private key) e�nai èna tuqa�o arijmì.Todhmìsio kleid� dhmiourge�tai pollaplasi�zonta to idiwtikì kleid� me to ar-qikì shme�o G (generator) th kampÔlh.To arqikì shme�o, oi par�metroi a,bkai k�poie akìma stajerè apoteloÔn to ped�o orismoÔ twn paramètrwn thECC.Sta jemèlia k�je kruptosust mato br�sketai èna majhmatikì prìblhmato opo�o e�nai upologistik� akatìrjwto na luje�.To prìblhma tou diakritoÔlogar�jmou e�nai h b�sh gia thn asf�leia poll¸n kruptosusthm�twn sumperi-lambanomènou kai tou kruptosust mato elleiptik¸n kampul¸n (ECC: Ellip-ti Curve Cryptosystem).Pio sugkekrimèna to ECC bas�zetai sth duskol�apou parousi�zei to Prìblhma DiakritoÔ Logar�jmou sti Elleiptikè Kam-pÔle(ECDLP: Ellipti Curve Disrete Logarithm Problem). Prohgoumènwanaferj kame se dÔo gewmetrik� orismène pr�xei p�nw apì sugkekrimène54



om�de elleiptik¸n kampul¸n, thn prìsjesh shme�wn kai to diplasiasmì sh-me�ou.Dialègonta èna shme�o P mia om�da elleiptik¸n kampul¸n, k�poiompore� na to diplasi�sei kai na upolog�sei to shme�o 2P .En suneqe�a mpore� naprosjèsei to shme�o P sto shme�o 2P kai na upolog�sei to shme�o 3P .O kajo-rismì enì shme�ou nP me ton trìpo autì e�nai gnwstì w Bajmwtì Pol-laplasiasmì enì shme�ou mia elleiptik  kampÔlh.To ECDLP bas�zetaisthn duskol�a apotelesmatik  antistrof  tou bajmwtoÔ pollaplasiasmoÔenì shme�ou mia elleiptik  kampÔlh.Sun jw qrhsimopoie�tai prosjetikì sumbolismì gia thn perigraf  miaom�da elleiptik¸n kampul¸n.O bajmwtì pollaplasiasmì enì shme�ou miaelleiptik  kampÔlh me ènan akèraio arijmì me ton prosjetikì sumbolismìe�nai w ex : gia ton upologismì tou kP qrei�zontai k prosjèsei tou shme-�ou P me ton eautì tou.Qrhsimopoi¸nta ton pollaplasiastikì sumbolismì hpr�xh aut  apotele�tai apo k pollaplasiasmoÔ tou shme�ou P me ton eautìtou: kP = P ∗ P ∗ P ∗ .... ∗ P .O pio aplì algìrijmo upologismoÔ tou pol-laplasiasmoÔ enì shme�ou mia elleiptik  kampÔlh me ènan akèraio k ba-s�zetai sthn duadik  anapar�stash tou k kai èqei poluplokìthta O(log2 k).Oalgìrijmo fa�netai parak�tw:Algìrijmo 6 <Mèjodo upologismoÔ tou pollaplasiasmoÔ enì shme�oumia elleiptik  kampÔlh me ènan akèraio>E�sodo: 'Ena shme�o P th elleiptik  kampÔlh kai èna akèraio k.'Exodo: To shme�o Q = kP .
Q = Owhile k > 0 doif (k(mod2) == 1) then

Q = Q + Pend if
P = P + P
k = k/2end whileTo prìblhma tou diakritoÔ logar�jmou p�nw apì pollaplasiastikè o-m�de Zp∗ e�nai to ex : dedomènwn dÔo stoiqe�wn r, q th om�da kai enìpr¸tou arijmoÔ p na breje� èna arijmì k ètsi ¸ste r = qk(modp).Anexart twsumbolismoÔ th om�da elleiptik  kampÔlh to ECDLP or�zetai w ex :dedomènwn twn shme�wn P, Q th elleiptik  kampÔlh na breje� èna arijmì

k ètsi ¸ste Q = kP .To k onom�zetai o diakritì log�rijmo tou Q sthn b�sh
P . Par�deigma: 55



A jewr soume thn elleiptik  kampÔlh me ex�swsh y2 = x3 + 9x + 17orismènh sto ped�o F23.Y�qnoume na broÔme poiì e�nai o diakritì log�rijmo k tou shme�ou
Q = (4, 5) sthn b�sh P = (16, 5).'Ena aploikì trìpo na breje� to k e�nai na upolog�soume ta pollapl�siatou P mèqri na breje� to Q.Ta pr¸ta pollapl�sia tou P e�nai:

P = (16, 5) 2P = (20, 20) 3P = (14, 14) 4P = (19, 20) 5P = (13, 10)
6P = (7, 3) 7P = (8, 7) 8P = (12, 17) 9P = (4, 5)ParathroÔme ìti to 9P = (4, 5) = Q �ra o diakritì log�rijmo tou Qsth b�sh P e�nai k = 9.Se m�a pragmatik  efarmog  to k ja e�nai tìso meg�lo ¸ste na kajist�adÔnato ton upologismì tou me autìn ton trìpo.'Opw anafèrjhke kai prohgoumènw sta kruptografik� sust mata el-leiptik¸n kampul¸n to dhmìsio kleid� e�nai to shme�o Q kai to idiwtikì e-�nai o akèraio k.Lìgw th �mesh antistoiq�a pou up�rqei metaxÔ twn pro-blhm�twn DLP kai ECDLP basik� kruptografik� prwtìkolla pou bas�zon-tai sto DLP mporoÔn na efarmostoÔn kai se sust mata elleiptik¸n kampu-l¸n(p.q. to prwtìkollo antallag  kleidi¸n Di�e-Hellman kai h krupto-gr�fhsh El Gamal).H duskol�a wstìso pou up�rqei sta sust mata ellei-ptik¸n kampul¸n e�nai ìti prèpei na g�noun epilogè w pro ton tÔpo thelleiptik  kampÔlh pou ja qrhsimopoihje�, ton tÔpo th peperasmènh o-m�da sto opo�o ja oriste� kai tou algor�jmou pou ja qrhsimopoihjoÔn giati basikè pr�xei.'Ena diaforetikì sunduasmì aut¸n twn epilog¸n jad¸sei kai diaforetik  apìdosh sto kruptosÔsthma.3.2.2 Di�fora Prwtìkolla me Qr sh Elleiptik¸nKampul¸nTo prwtìkollo Di�e-Hellman e�nai to pio gnwstì kruptosÔsthma antalla-g  kleidi¸n.To ECDH: Ellipti Curve Di�e-Hellman e�nai to an�logo prw-tìkollo antallag  kleidi¸n me qr sh elleiptik¸n kampul¸n.K�je mèlo poupa�rnei mèro se autì katèqei èna dhmìsio kai èna idiwtikì kleid�.Arqik�, g�ne-tai antallag  twn dhmos�wn kleidi¸n kai me b�sh aut� dhmiourge�tai to koinìdiamoirazìmeno mustikì.Sugkekrimèna, k�je mèlo ìtan lamb�nei to dhmìsiokleid� tou �llou, to pollaplasi�zei me to idiwtikì tou katal gonta ètsi stokoinì mustikì.Gia par�deigma a jewr soume thn Alie kai ton Bob pou e-pijumoÔn na epikoinwn soun.Ta dÔo aut� mèlh èqoun pro-sumfwn sei se miaelleiptik  kampÔlh E kai se èna shme�o genn tora G p�nw se aut n.Arqik�,h Alie genn� èna idiwtikì kleid� kA pou e�nai èna tuqa�o akèraio arijmìkai katìpin upolog�zei to dhmìsio kleid� th pollaplasi�zonta to idiwtikì56



me to shme�o G th kampÔlh.Stèlnei to dhmìsio th kleid� kAG ston Bob oopo�o èqei upolog�sei to idiwtikì tou kleid� kB kai to dhmìsio tou kBG.OBob stèlnei to dhmosiì tou kleid� sthn Alie.O kajèna pollaplasi�zei toidiwtikì tou kleid� me to dhmìsio pou èlabe apì ton �llo katal gonta stokoinì mustikì kAkBG.To prwtìkollo autì fa�netai kai sto parak�tw sq ma.

Sq ma 3.6: To prwtìkollo Ellipti Curve Di�e Hellman.To aploÔstero prwtìkollo kruptogr�fhsh pou mpore� na ulopoihje� meqr sh elleiptik¸n kampul¸n e�nai to akìloujo.Arqik�, to prwtìkollo pro-�pojètei ìti oi dÔo qr ste pou epijumoÔn na epikoinwn soun, diamoir�zontaito �dio kleid�.Autì mpore� na g�nei gia par�deigma me qr sh tou prwtokìl-lou antallag  kleidioÔ twn Di�e-Hellman.'Estw ìti to kleid� pou diamoi-r�zontai oi dÔo qr ste e�nai to S.Sthn per�ptwsh twn kruptografik¸n su-sthm�twn elleiptik¸n kampul¸n autì e�nai èna shme�o p�nw sthn elleiptik kampÔlh.Autì pou qrei�zontai kai oi dÔo qr ste e�nai h suntetagmènh x toushme�ou S.H suntetagmènh aut  mpa�nei w e�sodo se mia sun�rthsh h opo�aepistrèfei mia m�ska(mask) pou èqei mègejo se bytes ìso kai to m numa poujèlei o k�je qr sth na kruptograf sei.Gia na kruptografhje� to m numa,ektele�tai h leitourg�a XOR metaxÔ tou mhnÔmato kai th m�ska.Gia thn a-pokruptogr�fhsh qrhsimopoie�tai h �dia diadikas�a, all� t¸ra g�netai XOR toperieqìmeno tou kruptografhmènou mhnÔmato me thn m�ska.Gia th dhmiourg�ath m�ska qrei�zetai mia sun�rthsh katakermatismoÔ.'Ena deÔtero prwtìkollo pou qrhsimopoie�tai suqn� se kruptosust mataelleiptik¸n kampul¸n e�nai to ECES (Ellipti Curve Enryption Sheme) kai57



bas�zetai ston algìrijmo kruptogr�fhsh El Gamal.H kruptogr�fhsh stoprwtìkollo autì g�netai apì m�a majhmatik  sun�rthsh kai gia to lìgo autìta arqik� mhnÔmata prèpei na anaparastajoÔn w majhmatik� antike�mena.Hkruptogr�fhsh enì mhnÔmato pou epijume� na ste�lei o qr sth A se ènaqr sth B g�netai w ex :1. Epilègetai èna arijmì 0 < k < n − 1 ìpou n e�nai o megalÔteropr¸to par�gonta th t�xh m th elleiptik  kampÔlh.2. O qr sth A upolog�zei to shme�o R = kP , ìpou P e�nai to shme�ob�sh me to opo�o kataskeu�sthke kai to dhmìsio kleid� tou qr sthB.Dhlad , QB = kBP , ìpou QB e�nai to dhmìsio kleid� tou B kai kB toidiwtikì tou.3. Upolog�zetai to shme�o Q = kQB (koinì diamoirazìmeno mustikì).4. Upolog�zetai o akèraio c = zx(modp), ìpou z e�nai h anapar�stashtou mhnÔmato pou kruptografe�tai se morf  akera�ou arijmoÔ, x e�naih x suntetagmènh tou shme�ou Q kai p e�nai h t�xh th peperasmènhom�da p�nw apì thn opo�a or�zetai h elleiptik  kampÔlh.To zeug�ri (R, c) apotele� thn kruptografhmènh morf  tou arqikoÔ mh-nÔmato.Ta b mata th apokruptogr�fhsh pou akolouje� o qr sth B ana-fèrontai parak�tw:1. Upolog�zetai to shme�o Q = kBR, ìpou kB e�nai to idiwtikì kleid� touB.2. Upolog�zetai o akèraio z = c
x
(modp), ìpou x e�nai h x suntetagmènhtou shme�ou Q kai p e�nai h t�xh th peperasmènh om�da p�nw apì thnopo�a or�zetai h elleiptik  kampÔlh.O akèraio z e�nai h anapar�stash tou arqikoÔ mhnÔmato se morf  ake-ra�ou arijmoÔ kai akolouj¸nta thn ant�strofh diadikas�a me thn opo�a tamhnÔmata metatrèpontai se akèraiou, prokÔptei to arqikì m numa pou epiju-moÔse o A na ste�lei ston B.Oi elleiptikè kampÔle mporoÔn na qrhsimopoihjoÔn ep�sh gia th dh-miourg�a yhfiak¸n upograf¸n sta mhnÔmata.Ta sq mata yhfiak¸n upogra-f¸n sqedi�zontai gia na parèqoun èna yhfiakì isodÔnamo twn pragmatik¸nupograf¸n.Mia yhfiak  upograf  e�nai èna arijmì pou exart�tai apì tomustikì kleid� tou atìmou pou upogr�fei epiprìsjeta apì to m numa to opo�oupogr�fei.Oi yhfiakè upografè prèpei na e�nai epalhjeÔsime, dhlad , ank�poia stigm  up�rxei amfibol�a gia thn proèleush th upograf , na fa�netai58



apì poion pragmatik� pro lje.Gia par�deigma mpore� k�poio na plastogra-f sei thn upograf  enì �llou   mpore� na upogr�yei èna m numa kai met�na arnhje� ìti to èkane.Me thn epal jeush th upograf  ta probl mata au-t� lÔnontai.O gnwstìtero algìrijmo dhmiourg�a yhfiak¸n upograf¸n sekruptografik� sust mata elleiptik¸n kampul¸n e�nai o ECDSA tou opo�outa b mata perigr�fontai parak�tw.1. Epilègetai èna tuqa�o arijmì k me 0 ≤ k ≤ n − 1 ìpou n e�nai omegalÔtero pr¸to par�gonta th t�xh m th elleiptik  kampÔlh.2. Upolog�zetai to ginìmeno kG = (x1, y1) ìpou G e�nai to shme�o b�shth elleiptik  kampÔlh.En suneqe�a upolog�zetai to r = x1(modn).An
r = 0 g�netai epistrof  sto pr¸to b ma.3. Upolog�zetai h tim  k−1(modn).4. Efarmìzetai m�a sun�rthsh katakermatismoÔ p�nw sto m numa pouprìkeitai na upografe�.Dhlad  e = HASH(message).5. Upolog�zetai to s = k−1(e + dr)(modn) ìpou d e�nai to idiwtikì kleid�tou upogr�fonta.An s = 0 g�netai epistrof  sto pr¸to b ma.6. Epistrèfetai to zeug�ri (r, s) pou e�nai kai h yhfiak  upograf .Ta b mata epikÔrwsh th upograf  (r, s) e�nai ta ex :1. Upolog�zetai to e = HASH(message) ìpw ègine kai sto komm�ti thdhmiourg�a th upograf .2. Upolog�zetai to w = s−1(modn) .3. Upolog�zontai ta u1 = ew(modn) kai u2 = rw(modn).4. Upolog�zetai to shme�o Q = u1G + u2Q, ìpou Q e�nai to dhmìsio kleid�tou upogr�fonta.An to Q isoÔtai me to shme�o sto �peiro tìte h upo-graf  apor�ptetai.Alli¸, upolog�zetai to u = x1(modn) ìpou x1 e�naih x suntetagmènh tou shme�ou Q.5. H upograf  epikur¸netai an kai mìno an u = r.
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3.2.3 Pleonekt mata Elleiptik¸n Kampul¸nTo basikì pleonèkthma twn kruptosusthm�twn pou bas�zontai se elleipti-kè kampÔle e�nai h qr sh polÔ mikrìterou mègejou kleidioÔ, se sqèsh mek�poio �llo sÔsthma kruptograf�a dhmos�ou kleidioÔ (pq. RSA), gia thnparoq  �diou epipèdou asf�leia.To mikrìtero mègejo kleidioÔ gia asf�leiasugkekrimènou epipèdou, sunep�getai grhgorìtere kruptografikè leitour-g�e, mikrìtere apait sei se mn mh kaj¸ kai ligìterh katan�lwsh enèr-geia gegonì pou kajist� thn kruptograf�a elleiptik¸n kampul¸n bi¸simhsti suskeuè aisjht rwn.Gia par�deigma, mia elleiptik  kampÔlh orismènhp�nw apì èna 163-bit ped�o prosfèrei thn �dia asf�leia me èna 1024-bit RSAsÔsthma.H diafor� g�netai akìma pio shmantik  kaj¸ to ep�pedo asf�leiaaux�nei.M�a elleiptik  kampÔlh orismènh p�nw apì èna 512-bit ped�o e�nai i-sodÔnamh se asf�leia me èna sÔsthma 15.360-bit RSA.To prìsfato prìtupokruptogr�fhsh AES: Advaned Enryption Standard prosfèrei kalÔterhasf�leia apì ton prìgono tou kai ta m kh kleidi¸n pou prote�nei(128,192kai 256 bits) k�noun ta kruptosust mata elleiptik¸n kampul¸n akìma piokat�llhla gia qr sh.P�naka 3.1: Mègejo kleidi¸n se bits gia isodÔnamo ep�pedo asf�leia.Symmetri Key Cipher Algorithm ECC Key Length RSA Key Length80 SkipJak 163 1024112 Triple DES 224 2048128 128-bit AES 256 3072192 192-bit AES 384 7680256 256-bit AES 512 153603.2.4 Basikè Epijèsei se Kruptosust mata El-leiptik¸n Kampul¸nTa kruptografik� sust mata elleiptik¸n kampul¸n bas�zontai ìpw proa-nafèrjhke sto prìblhma ECDLP.Gia na mporèsei k�poio na brei to idiwti-kì kleid� pou qrhsimopoie�tai sto sÔsthma, ja prèpei na epilÔsei èna tètoioprìblhma.Oi shmantikìtere mèjodoi gia thn ep�lush autoÔ tou probl mato  me �lla lìgia, oi shmantikìtere epijèsei e�nai:1. H ep�jeshMOV(MOV attak):H ep�jesh aut  bas�zetai se mia anagwg tou probl mato ECDLP se m�a elleiptik  kampÔlh orismènh p�nw apìto ped�o twn pr¸twn arijm¸n Fp, sto prìblhma DLP sto s¸ma Fpl,ìpou l e�nai o mikrìtero akèraio gia ton opo�o isqÔei h ex�swsh pl ≡60



1(modm) me m thn t�xh th kampÔlh.Gia na e�nai apodotik  h ep�jeshja prèpei o l na e�nai èna mikrì arijmì.2. H ep�jesh se mh omalè kampÔle (anomalous attak): Oi mh omalèkampÔle e�qan protaje� apì thn Miyaji kai e�nai polÔ anjektikè sthnep�jesh MOV.Wstìso, oi sugkekrimène kampÔle den prèpei na qrh-simopoioÔntai se kruptosust mata elleiptik¸n kampul¸n afoÔ èqounbreje� mèjodoi pou epilÔoun to ECDLP se grammikì qrìno.3. H mèjodo el�qistou b mato - gigantia�ou b mato (Baby Step GiantStep): H mèjodo aut  apaite� q¸ro kai qrìno th t�xh tou O(
√

m).4. Me th qr sh tuqa�wn perip�twn (random walks), o q¸ro pou apaite� hparap�nw mèjodo mpore� na meiwje� shmantik� en¸ o qrìno ep�lushtou probl mato na parame�nei sto O(
√

m).Autì g�netai me ti mejìdour-method kai l-method tou Pollard.5. H mèjodo twn Pohlig kai Hellman den apotele� ènan algìrijmo ep�lushtou ECDLP all� mia aplopo�hsh pou mpore� na g�nei p�nw sto prìblh-ma.Oi Pohlig kai Hellman parat rhsan ìti gia thn ep�lush tou ECDLPse mia elleiptik  kampÔlh me t�xh m =
∏

i m
ki

i arke� na epilujoÔn poll�ECDLP sti elleiptikè kampÔle me t�xei mi.Ton�zetai ìti kam�a apì ti parap�nw epijèsei den mpore� na e�nai apo-telesmatik  an g�nei swst  epilog  th elleiptik  kampÔlh.O kalÔteroqrìno ep�lush tou ECDLP e�nai ekjetikì gia ti mejìdou 3 kai 4, en¸ oiupìloipe epijèsei mporoÔn na apofeuqjoÔn me thn kat�llhlh epilog  tht�xh th kampÔlh.Oi sunj ke pou kajistoÔn kat�llhlh thn t�xh m miaelleiptik  kampÔlh e�nai oi parak�tw:1. H m èqei w par�gonta ènan arket� meg�lo pr¸to arijmì(sun jw me-galÔtero apì 2160).2. H m den e�nai �sh me ton pr¸to arijmì p.3. Gia k�je 1 ≤ k ≤ 20, isqÔei ìti pk 6= 1(modm).Me thn pr¸th sunj kh apofeÔgetai h apodotik  qr sh tou algor�jmoutwn Pohlig kai Hellman, h deÔterh sunj kh k�nei adÔnath thn efarmog  twnepijèsewn p�nw se mh omalè kampÔle en¸ h tr�th e�nai apara�thth gia thnapofug  twn epijèsewn MOV.SÔmfwna me ti  dh up�rqouse epijèsei kaithn isqÔ twn sÔgqronwn upologistik¸n susthm�twn, èna kleid� prèpei na èqeimègejo toul�qiston 160 bits gia na jewre�tai asfalè.61



Kef�laio 4Asf�leia Se AsÔrmataD�ktua Aisjht rwn
4.1 Eisagwg 'Ena asÔrmato d�ktuo aisjht rwn apotele�tai apì qwrik� katanemhmène au-tìnome suskeuè, oi opo�e qrhsimopoioÔn aisjht re gia thn sunergatik parakoloÔjhsh fusik¸n kai periballontik¸n sunjhk¸n.Ektì apì ènan   pe-rissìterou aisjht re, èna kìmbo enì diktÔou aisjht rwn sun jw apo-tele�tai apì èna radio-pompodèkth, èna mikroelegkt  kai mia phg  enèrgeia,h opo�a suqn� e�nai mia mpatar�a.Ta asÔrmata d�ktua aisjht rwn prosfèroun oikonomik� bi¸sime lÔseise poik�le efarmogè.D�ktua tètoiou tÔpou drasthriopoioÔntai se bioiatri-kè, stratiwtikè, biomhqanikè efarmogè kaj¸ kai efarmogè parakolo-Ôjhsh tou perib�llonto.Ta d�ktua aisjht rwn e�nai kleid� gia th dhmiour-g�a èxupnwn q¸rwn pou enjètoun teqnolog�a plhrofor�a sta kajhmerin�perib�lonta ergas�a kai katoik�a.Parìla aut� arket� jèmata asf�leia kaimustikìthta dhmiourgoÔntai se tètoia d�ktua kai apoteloÔn ènan ploÔsio to-mèa èreuna.H suneq  belt�wsh tou ulikoÔ kai tou logismikoÔ antimetwp�zeiarket� apì ta probl mata all� prèpei na doje� èmfash kai se nèe uposthri-zìmene apì ti suskeuè teqnolog�e.An kai h asf�leia diktÔwn kai upologistik¸n susthm�twn e�nai mia kal�edraiwmènh episthmonik  perioq ,me prwtìkolla kai prìtupa ta opo�a tug-q�noun eure�a anagn¸rish,h prosarmog  kai qrhsimopo�hsh aut¸n se asÔr-mata d�ktua aisjht rwn, e�nai ti perissìtere forè, an ìqi adÔnath, p�rapolÔ dÔskolh.Autì sumba�nei lìgw twn idia�terwn qarakthristik¸n twn di-ktÔwn aut¸n kai twn kìmbwn pou ta apart�zoun ìpw qamhl  upologistik isqÔ, periorismène ikanìthte apoj keush kai periorismènh diajèsimh enèr-62



Sq ma 4.1: 'Ena tupikì d�ktuo aisjht rwn.geia.Epiplèon,k�poia idia�tera qarakthristik� twn diafìrwn efarmog¸n ìpwleitourg�a se ant�xoa perib�llonta, ellip  gn¸sh th topolog�a tou di-ktÔou, dunatìthte auto-org�nwsh kai autìmath diìrjwsh leitourgi¸n kaileitourg�a qwr� anjr¸pinh epit rhsh kajistoÔn th diat rhsh th asf�leiamia meg�lh prìklhsh.4.2 Apeilè kai Arqè Asf�leia4.2.1 ApeilèOi kuriìtere apeilè en�ntia sta asfal  d�ktua aisjht rwn e�nai:� Mh exousiodothmènh akrìash - Eavesdropping: Onom�zetai h me mh e-nerghtikoÔ trìpou apìkthsh plhrofori¸n apì èna d�ktuo.H fÔsh thepikoinwn�a sta d�ktua aisjht rwn, h opo�a bas�zetai sthn qrhsimopo-�hsh radiofwnik¸n suqnot twn gia thn diexagwg  th, thn kajist� eu-paj  se upoklopè apì opoiond pote dèkth br�sketai entì th akt�naekpomp  twn kìmbwn tou diktÔou.Se k�poie peript¸sei up�rqei h du-natìthta upoklop¸n kai apì dèkte pou br�skontai èxw apì thn akt�naekpomp  twn diktÔwn,arke� na diajètoun kera�e uyhloÔ kèrdou.TomegalÔtero prìblhma pou prokale�tai apì thn apeil  aut  sqet�zetaime thn dunatìthta pou èqei o upoklopèa na epexerg�zetai ta mhnÔmatapou upoklèptei kai na ta qrhsimopoie� gia thn ektìxeush epijèsewn proto asÔrmato d�ktuo ìpw ja doÔme kai parak�tw.63



� Ekpomp  Lajemènwn   Epanekpomp  Etereqronismènwn PalaiìterwnMhnum�twn -Message Injetion or Replay Attak:h eisagwg  lajemènwn  palai¸n mhnum�twn sto d�ktuo apo mh-exousiodothmènou kìmbou e-�nai m�a p�gia apeil  tìso w pro tou kìmbou diìti prokale� thntaqe�a apofìrtish tou exait�a th entatik  qr sh tou pompodèkthtou ìso kai w pro thn axiopist�a tou diktÔou exait�a twn lajemènwn  eteroqronismènwn plhrofori¸n pou metad�dontai mèsa se autì.Tètoioue�dou taktikè e�nai tupikè sti epijèsei tÔpou Denial of Servie.� Antipo�hsh kai Mh Exousiodothmènh Metabol  Mhnum�twn - Imperson-ation and Message Modi�ation: H antipo�hsh lamb�nei q¸ra ìtan ènamh exousiodothmèno kìmbo prospoie�tai th sumperifor� enì kìmboutou diktÔou.H mh exousiodothmènh metabol  enì mhnÔmato sumba�neiìtan k�poio epitijèmeno katafèrei na sullèxei èna m numa ,na to meta-b�lei kai sth sunèqeia na to epanekpèmyei sto d�ktuo.H diadikas�a aut e�nai tupik  sti epijèsei tou tÔpou Man In the Middle.� An�lush K�nhsh kai Ekmet�lleush Par�pleurwn Plhrofori¸n Kana-lioÔ - Tra� - Side Channel Analysis: An�lush k�nhsh sumba�nei ìtanèna epitijèmeno e�nai se jèsh na katagr�fei ìlh thn k�nhsh se mia pe-rioq  tou diktÔou.H an�lush th k�nhsh mpore� na apodeiqje� èna polÔshmantikì ergale�o sta qèria enì epitijèmenou kaj¸ mpore� me ka-t�llhlh epexergas�a na anakalÔyei thn topolog�a tou diktÔou,prìtupakai sun jeie epikoinwn�a,sqèsei metax¸ kìmbwn tou diktÔou kaj¸kai kìmbou tou diktÔou shmantikoÔ gia th leitourg�a tou(p.q. staj-mì b�sh).H an�lush tÔpou Side Channel bas�zetai sti par�pleureplhrofor�e pou mporoÔn na exaqjoÔn apì autì.W par�pleurh qara-kthr�zetai opoiad pote plhrofor�a anakt�tai apì ton kìmbo, kai h opo�aden e�nai to �dio to m numa, ìpw apaitoÔmeno qrìno gia ektèlesh kru-ptografik¸n algor�jmwn, katan�lwsh isqÔo,mhnÔmata l�jou ktl.

Sq ma 4.2: Apeilè En�ntia se AsÔrmata D�ktua Aisjht rwn64



Gia na mporèsei èna sÔsthma na antimetwp�sei ti parap�nw apeilè japrèpei na e�nai sÔmfwno me ti arqè asf�leia pou parousi�zontai parak�tw.4.2.2 Arqè Asf�leiaOi basikè arqè asf�leia se asÔrmata d�ktua aisjht rwn parousi�zontaiparak�tw:� Empisteutikìthta: Oi plhrofor�e pou diakinoÔntai se èna d�ktuo,ja prèpei na apokalÔptontai stou apodèkte stou opo�ou apeujÔnon-tai kai mìno se autoÔ.Opoiosd pote �llo den prèpei, akìma kai ank�poio m numa katal xei se autìn apì l�jo, na e�nai se jèsh na ana-kt sei ti plhrofor�e pou perièqontai se autì.� Mh Apopo�hsh: H mh apopo�hsh sun�statai sthn ikanìthta tou di-ktÔou na tautopoie� monadik� opoiad pote drasthriìthta sto d�ktuo,¸ste na mpore� na entopiste� opoiad pote mh epijumht  drasthriìthtase autì.� Aujentikìthta: Oi plhrofor�e oi opo�e diakinoÔntai sto d�ktuoja prèpei na proèrqontai apo ta stoiqe�a pou to apoteloÔn kai apìtuqìn tr�te saf¸ kajorismène ontìthte.Opoiosd pote �llo den japrèpei na e�nai ikanì na anakt sei plhrofor�e apì to d�ktuo, e�te melajra�a akrìash twn diakinoÔmenwn mhnum�twn e�te met� apì katagraf kai epexergas�a aut¸n,   na to qrhsimopoi sei gia apostol  dik¸n toumhnum�twn.� Akeraiìthta: To d�ktuo prèpei na parèqei eggu sei tètoie ¸ste nadiasfal�zetai h epikoinwn�a metaxÔ twn kìmbwn, qwr� na e�nai efikt  hmetabol  tou mhnÔmato, kat� th di�rkeia th dromolìghsh tou apì tonapostolèa ston paral pth, apì k�poion kakìboulo tr�to   apì l�jomet�dosh.Se per�ptwsh pou k�ti tètoio sumbe� o apodèkth ja prèpeina e�nai se jèsh na entop�sei th metabol  aut .� Diajesimìthta: Oi uphres�e tou diktÔou ja prèpei na e�nai diajèsi-me pro qr sh, apì opoiond pote exousiodothmèno qr sth tou, opote-d pote eke�no ti qreiaste�.� Elegqìmenh Prìsbash: H prìsbash sti uphres�e kai tou pìroutou diktÔou ja prèpei na g�netai me elegqìmeno trìpo, ètsi ¸ste k�jestoiqe�o tou na èqei prìsbash mìno sti uphres�e kai pìrou gia touopo�e èqei to dika�wma. 65



� Fresk�da DiakinoÔmenwn Plhrofori¸n: To d�ktuo prèpei naexasfal�zei th fresk�da, w pro to qrìno, twn plhrofori¸n pou dia-kinoÔntai se autì.Me ton trìpo autì exasfal�zetai h prostas�a twnstoiqe�wn tou apì ti epijèsei epanekpomp  mhnum�twn, kaj¸ ep�shkai apì thn �skoph katan�lwsh energeiak¸n pìrwn stou kìmbou apìmhnÔmata ta opo�a gia k�poiou lìgou kukloforoÔn diark¸ (atèrmo-ne brìqou) sto d�ktuo.4.3 Epijèsei-Ant�metraSe èna d�ktuo, èna epitijèmeno e�nai mia kakìboulh ontìthta pou èqei wbasikì skopì na upoklèyei ti plhrofor�e pou antall�sontai mèsa se au-tì.Sta asÔrmata d�ktua aisjht rwn, èna epitijèmeno mpore� na èqei sthnkatoq  tou k�poie suskeuè aisjht rwn parìmoie me autè tou diktÔou(mote-lass attaker)   èna laptop me kera�a asÔrmath met�dosh (laptop-lass attaker).Sth deÔterh per�ptwsh o epitijèmeno èqei shmantikì pleo-nèkthma ènanti twn èntimwn kìmbwn tou diktÔou diìti èna laptop èqei polÔ du-natìterh upologistik  isqÔ kai pijanìtata dunatìterh kera�a met�dosh apìti suskeuè tou diktÔou.Ep�sh, oi epijèsei se asÔrmata d�ktua aisjht rwnqwr�zontai se eswterikè (insider attaks) kai exwterikè epijèsei (outsiderattaks).Sto pr¸to e�do, o epitijèmeno èqei upo thn katoq  tou k�poie e-xousiodothmène suskeuè tou diktÔou (p.q. èqei upoklèyei ta kruptografik�kleidi� tou) en¸ sto deÔtero o epitijèmeno den èqei prìsbash sto d�ktuo.Parak�tw anafèrontai oi pio shmantikè epijèsei se asÔrmata d�ktua ai-sjht rwn kai ta pijan� ant�metra se autè an� ep�pedo tou montèlouOSI(OpenSystems Interonnetion Referene Model) .Oi epijèsei autè stoqeÔoun sediaforetikè leitourg�e tou diktÔou kai gia autì to lìgo ta ant�metra kai hsunolik  politik  asf�leia prèpei na sqedi�zontai ìqi memonwmèna kai ane-x�rthta, all� me mia poluep�pedh prooptik  kai arqitektonik .4.3.1 Epijèsei sto Fusikì Ep�pedoOi epijèsei sto fusikì ep�pedo mporoÔn na stoqeÔoun e�te sto mèso met�do-sh e�te ston �dio ton kìmbo w suskeu .Sti pr¸te, o epitijèmeno stoqeÔeisthn paÔsh leitourg�a tou diktÔou, mèsw th apagìreush qr sh tou RFf�smato ekpomp  se autì(jamming attak).H apagìreush epitugq�netai meth qr sh isqur¸n parembol¸n oi opo�e kataklÔzoun thn perioq  tou radio-fwnikoÔ f�smato suqnot twn pou qrhsimopoie� to d�ktuo me jìrubo, ètsi¸ste na e�nai adÔnath h antallag  opoioud pote mhnÔmato an�mesa stokìmbou.'Ena ant�metro to opo�o antimetwp�zei ikanopoihtik� thn parap�nw66



apeil  e�nai h qr sh teqnik¸n diamìrfwsh eÔrou f�smato sto s ma kaisth suqnìthta gia th met�dosh.Oi teqnikè autè epitrèpoun thn epikoinwn�amìno se kìmbou oi opo�oi gnwr�zoun ek twn protèrwn to qrhsimopoioÔmenomontèlo epikoinwn�a, apokrÔptonta thn Ôparxh kai leitourg�a twn kìmbwnsthn perioq  an�ptuxh tou.Sti epijèsei en�ntia stou kìmbou w suskeuè (tampering attak),èna epitijèmeno ekmetaleÔetai th leitourg�a twn kìmbwn se perioqè qwr�anjr¸pinh epit rhsh kai stoqeÔei me thn an�kthsh tou sth fusik  katastro-f  tou all� kai sthn apìkthsh tuqìn polÔtimwn dedomènwn (p.q. krupto-grafik� kleidi�) pou e�nai apojhkeumèna se autoÔ.H kÔria prostas�a ènantise autoÔ tou e�dou thn ep�jesh e�nai h qr sh mhqanism¸n prostas�a en�ntiasthn parab�ash, h qr sh kìmbwn ìso to dÔnaton mikrìterou megèjou kaj¸kai h qr sh teqnik¸n fusik  apìkruyh tou(qr¸ma,sq ma suskeu¸n).4.3.2 Epijèsei sto Ep�pedo ZeÔxh twn DedomènwnSto ep�pedo zeÔxh twn dedomènwn mporoÔme na entop�soume dÔo e�dh epijèse-wn:� ti epijèsei oi opo�e prokaloÔn sÔgkroush twn metadidìmenwn pa-kètwn dedomènwn� ti epijèsei oi opo�e stoqeÔoun sthn ex�ntlhsh twn apojem�twn twnsusswreut¸n kìmbwnOi pr¸te stoqeÔoun se d�ktua ta opo�a qrhsimopoioÔn MAC prwtìkollata opo�a leitourgoÔn me to sq ma Ready-to-Send/Clear-to-Send(RTS/CTS).Sta d�ktua aut� o epitijèmeno topojete� sthn perioq  leitourg�a tou d�ktoukìmbou oi opo�oi sullamb�noun ta mhnÔmata (RTS/CTS), upodÔontai ìti e-�nai oi nìmimoi apodèkte tou ait mato kai sthn per�ptwsh tou RTS den apo-stèloun potè to CTS me apotèlesma na exanagk�zetai o kìmbo na ekpèmpeisuneq¸ RTS pakèta, katarg¸nta ousiastik� th dunatìthta epikoinwn�a meto upìloipo d�ktuo.H basikìterh mèjodo antimet¸pish th parap�nw ep�je-sh, e�nai h qr sh prwtokìllwnMAC ta opo�a den epitrèpoun ti sugkroÔseipakètwn dedomènwn kaj¸ kai h qr sh kwd�kwn diìrjwsh laj¸n.Oi deÔtere stoqeÔoun sthn ex�ntlhsh twn energeiak¸n apojem�twn twnkìmbwn, thn opo�a epitugq�noun me ti suneqe� ait sei dromolìghsh me-g�lwn se mègejo mhnum�twn qrhsimopoi¸nta to uposÔsthma met�dosh toopo�o katanal¸nei th megalÔterh enèrgeia apì ìla ta uposust mata enìkìmbou.H kÔria �muna se autoÔ tou e�dou thn ep�jesh e�nai h dromolìghshtwn mhnum�twn mìno met� thn aujentikopo�hsh tou apostolèa kaj¸ kai hfrag  twn mhnum�twn me mègejo megalÔtero apì to mègejo twn tupik¸nmhnum�twn th efarmog  pou exuphrete� to d�ktuo.67



4.3.3 Epijèsei sta Ep�peda DiktÔou kai Metafo-r�Sto ep�pedo diktÔou mporoÔn na ektoxeutoÔn mia seir� apì epijèsei oi opo�estoqeÔoun sthn ekmet�lleush adunami¸n twn prwtokìllwn dromolìghsh.Oibasikè epijèsei anafèrontai parak�tw:� Tropopo�hsh   Epanekpomp  Plhrofori¸n Dromolìghsh: H pio �me-sh ep�jesh se èna prwtìkollo dromolìghsh stoqeÔei sthn plhrofor�adromolìghsh pou antal�setai metaxÔ kìmbwn tou diktÔou.Tropopoi¸nta  epanekpèmponta thn plhrofor�a aut , èna epitijèmeno mpore� na dh-miourg sei atèrmone brìqou dromolìghsh,na epekte�nei   na mikrÔneidiadromè pro kai apì thn phg ,na proselkÔei   na apwje� thn k�nh-sh tou diktÔou se perioqè pou èqei ìfelo kaj¸ kai na aux sei thnsunolik  apì �kro se �kro kajustèrhsh.� Epilektik  Pro¸jhsh Lambanìmenwn Mhnum�twn: Ta asÔrmata d�ktuasun jw bas�zontai sthn upìjesh ìti oi summetèqonte kìmboi ja pro-wjoÔn pist� ta mhnÔmata pou lamb�noun.Sthn ep�jesh tÔpou epilekti-k  pro¸jhsh èna kakìboulo kìmbo arne�tai na prowj sei sug-kekrimèna mhnÔmata kai ta apor�ptei, exasfal�zonta ètsi ìti aut� denmetad�dontai pio pèra mèsa sto d�ktuo.Mia apl  morf  aut  th ep�je-sh e�nai ìtan èna kakìboulo kìmbo sumperifèretai san m�a maÔrhtrÔpa (Blak Hole Attak) apor�ptonta ìpoio pakèto ft�nei sthn kato-q  tou.Bèbaia, me thn ep�jesh aut  oi ge�tone tou kakìboulou kìmboumpore� na jewr soun ìti autì apètuqe kai na anazht soun �lle dia-dromè.� Ep�jesh tÔpou Sinkhole (Sinkhole Attak): Sthn ep�jesh tÔpou Sink-hole stìqo tou epitijèmenou e�nai na parasÔrei sqedìn ìlh thn k�nhshmia sugkekrimènh perioq  diamèsou enì kakìboulou kìmbou.Epeid oi kìmboi pou br�skontai p�nw   kont� sto monop�ti pou akoloujoÔn tapakèta èqoun th dunatìthta alloi¸soun ta dedomèna th efarmog , oiepijèsei tÔpou Sinkhole mporoÔn na energopoi soun kai �lle epijèsei(p.q. epilektik  pro¸jhsh).Oi epijèsei tÔpou Sinkhole epitugq�nounton skopì tou k�nonta ton kakìboulo kìmbo na fa�netai idia�teraelkustikì pro tou �llou kìmbou se sqèsh me ton algìrijmo dro-molìghsh.Gia par�deigma, èna epitijèmeno ja mporoÔse na ekpèmpeisuneq¸ mia diaf mish gia mia diadrom  uyhl  poiìthta diamèsou enìkakìboulou kìmbou pro to stajmì b�sh.Ton�zoume ìti ta asÔrmatad�ktua aisjht rwn e�nai idia�tera eupaj  se autoÔ tou e�dou ep�jesh68



lìgw th eidikoÔ mot�bou epikoinwn�a pou akoloujoÔn(p.q. ìla ta pa-kèta èqoun ton �dio proorismì se èna d�ktuo me èna stajmì b�sh).� Ep�jesh tÔpou Sybil (Sybil Attak): Sthn ep�jesh tÔpou Sybil ènakakìboulo kìmbo parousi�zetai me pollè diaforetikè tautìthtestou geitonè tou.Me ton trìpo autì parousi�zontai shmantik� pro-bl mata se sq mata ta opo�a e�nai anektik� sta sf�lmata, ìpw h kata-nemhmènh apoj keush, h gewgrafik  dromolìghsh kai h sunt rhsh thtopolog�a tou diktÔou.� Ep�jesh tÔpou Wormhole (Wormhole Attak): Se autì ton tÔpo ep�je-sh, èna epitijèmeno kajodhge� ta mhnÔmata pou èlabe apì èna mèrotou diktÔou mèsw enì mikr  kajustèrhsh sundèsmou kai ta epanek-pèmpei se èna �llo mèro tou diktÔou.H pio apl  ep�jesh tètoiou e�doue�nai h topojèthsh enì kakìboulou kìmbou an�mesa se dÔo kanoniko-Ô, me ton kakìboulo na prowje� suneq¸ mhnÔmata metaxÔ twn dÔokìmbwn.Akìma èna kakìboulo kìmbo topojethmèno kont� se ènastajmì b�sh mpore� na diatar�xei th dromolìghsh, pe�jwnta kìmboupou fusiologik� br�skontai arket� b mata makri� apì to stajmì b�shìti br�skontai èna b ma makri� apì autìn.'Etsi dhmiourge�tai èna sink-hole kai ìlh h k�nhsh sthn kontin  perioq  ja pern�ei apì ton kakìboulokìmbo.� Ep�jesh tÔpou Hello Flood: Poll� prwtìkolla apaitoÔn ,kat� thn ek-k�nhsh tou, apì tou kìmbou na anakoin¸soun tou eautoÔ tou stouge�tone tou stèlnonta èna HELLO m numa.'Etsi èna kìmbo poulamb�nei èna tètoio m numa apì k�poion �llo jewre� ìti br�sketai mèsasthn akt�na ekpomp  tou apostolèa.Aut  h je¸rhsh mpore� na mhn e�naialhj  kaj¸ èna epitijèmeno pou èqei sthn katoq  tou èna laptopmpore� na ekpèmpei plhrofor�a me tìso isqurì s ma met�dosh ¸ste nape�sei k�je kìmbo tou diktÔou ìti e�nai ge�tona tou.Oi epijèsei tÔpouHello Flood mporoÔn na jewrhjoÔn w mia kateÔjunsh metadidìmenewormholes.
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Sq ma 4.3: H ep�jesh tÔpou wormhole se èna d�ktuo aisjht rwn.Gia thn prostas�a twn prwtokìllwn dromolìghsh se asÔrmata d�ktua ai-sjht rwn apì wtakoustè, lanjasmènh plhrofor�a dromolìghsh, epijèseitÔpou Sybil kai epijèsei tÔpou Hello Flood apaite�tai kruptogr�fhsh se e-p�pedo sundèsmou kai aujentikìthta apì kìmbo se kìmbo, dromolìghsh mèswpollapl¸n monopati¸n, exakr�bwsh tautìthta twn kìmbwn kaj¸ kai exa-kr�bwsh th dipl  kateÔjunsh twn sundèsmwn.Oi epijèsei tÔpouWormholekai Sinkhole jètoun shmantikè prokl sei ston sqediasmì asfal¸n prwto-kìllwn dromolìghsh.Den up�rqoun sugkekrimèna antimètra gia ti epijèseiautè all� mporoÔn na oristoÔn met� ton sqediasmì tou ek�stote prwto-kìllou dromolìghsh.Genikìtera, ta prwtìkolla dromolìghsh ja prèpei nasqedi�zontai ètsi ¸ste na parakoloujoÔn suneq¸ th leitourg�a tou diktÔou,na apomon¸noun mh fusiologikè sumperiforè, na parèqoun enallaktik� mo-nop�tia dromolìghsh kai na epitrèpoun th summetoq  sth dromolìghsh mìnose exousiodothmènou kìmbou.
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Sq ma 4.4: H ep�jesh tÔpou HELLO �ood se èna d�ktuo aisjht rwn.4.4 Kathgoriopo�hsh twn Prwtokìllwn A-sfale�aOi basikè kathgor�e sti opo�e diakr�nontai ta prwtìkolla asf�leia seasÔrmata d�ktua aisjht rwn anafèrontai parak�tw:� Prwtìkolla pou qrhsimopoioÔn tr�th èmpisth ontìthta: Ta prwtìkollath kathgor�a aut  apaitoÔn gia thn antallag  mhnum�twn thn Ôparxhmia tr�th èmpisth ontìthta h opo�a pa�zei to rìlo tou dianomèa kleidi-¸n an�mesa stou kìmbou pou epijumoÔn na epikoinwn soun.Epiplèon,h ontìthta aut  analamb�nei me k�poio trìpo na pistopoie� tou dÔokìmbou pou jèloun na epikoinwn soun kaj¸ kai na enhmer¸nei tonkajèna gia thn pistopo�hsh tou �llou.'Ena par�deigma tètoiou prwtokìllou e�nai to SPINS: Seurity Protoolsfor Sensor Networks.Aut  h arqitektonik  asf�leia pou anaptÔqjhkeapì ton Adrian Perrig apotele�tai apì mia seir� apì prwtìkolla giathn paroq  asf�leia kai aujentikopoihmènh ekpomp , sthrizìmenasti arqè th summetrik  kruptograf�a.H arqitektonik  SPINS sth-r�zetai se dÔo domik� stoiqe�a,to SNEP,èna prwtìkollo to opo�o pa-rèqei empisteutikìthta,aujentikopo�hsh kai fresk�da dedomènwn, kai tomTesla, to opo�o exasfal�zei thn aujentikìthta twn ekpomp¸n.H basik idèa p�sw apì thn arqitektonik  aut  e�nai ìti k�je kìmbo katèqei ènamustikì kleid�,thn gn¸sh tou opo�ou moir�zetai me ènan èmpisto staj-mì b�sh o opo�o e�nai diark¸ diajèsimo kai ikanì na epikoinwne�71



me opoiond pote kìmbo tou diktÔou.'Otan dÔo kìmboi epijumoÔn na e-pikoinwn soun metaxÔ tou me asf�leia,o stajmì b�sh analamb�neina paremblhje� an�mesa tou kai na leitourg sei w kèntro dianom kruptografik¸n kleidi¸n.Ta prwtìkolla aut  th kathgor�a parousi�zoun shmantik� probl ma-ta idia�tera sta d�ktua me meg�lh k�luyh sto q¸ro, me shmantikìteroautì th topojèthsh tou èmpistou stajmoÔ b�sh sto q¸ro ètsi ¸stena e�nai prospel�simo suneq¸ kai apeuje�a apì opoiond pote kìmbotou diktÔou.Akìma, o ad-ho trìpo an�ptuxh kai katanom  th topo-log�a tou diktÔou sto q¸ro,kajist� ta prwtìkolla th kathgor�a au-t  dÔskola sth qr sh gia efarmogè asurm�twn diktÔwn aisjht rwn.� Prwtìkolla me Qr sh Kruptograf�a Dhmìsiou-IdiwtikoÔ KleidioÔ:Aut  h kathgor�a prwtokìllwn perilamb�nei eke�na ta opo�a qrhsimo-poioÔn gia thn antallag  mhnum�twn kruptograf�a dhmìsiou-idiwtikoÔkleidioÔ.'Ena par�deigma tètoiou prwtokìllou e�nai to LEAP: Loalized Enryp-tion and Authentiation Protool kai parousi�sthke apì ton Zhu.Toprwtìkollo autì uposthr�zei tèssera e�dh kleidi¸n se k�je kìmbo: ènaatomikì kleid� moirazìmeno me to stajmì b�sh, èna kleid� moirazìmenome ènan �llo kìmbo,èna kleid� tomèa (luster key) moirazìmeno me pol-laploÔ geitonikoÔ kìmbou kai èna kleid� om�da (group key) to opo�okatèqoun ìloi oi kìmboi tou diktÔou.To prwtìkollo autì apotrèpei thnektìxeush arket¸n epijèsewn pou e�nai sun jei sta asÔrmata d�ktuaaisjht rwn.ApodeiknÔetai ìti ta prwtìkolla aut  th kathgor�a den e�nai kat�l-lhla gia qr sh se asÔrmata d�ktua aisjht rwn exait�a th meg�lhkatan�lwsh enèrgeia gia thn ektèlesh twn apaitoÔmenwn apì to prw-tìkollo bhm�twn (handshaking,antallag  kleidi¸n).� Prwtìkolla me Qr sh Proupologismènwn kai Protopojethmènwn Kru-ptografik¸n Kleidi¸n: H kathgor�a aut  perilamb�nei prwtìkolla pouqrhsimopoioÔn teqnikè summetrik  kruptograf�a,me kleidi� ta opo�aèqoun pro-upologiste� kai topojethje� stou kìmbou, prin apì thn a-n�ptuxh tou diktÔou.Oi kìmboi mporoÔn na qrhsimopoi soun ta kleidi�aut� gia asfal  epikoinwn�a all� kai gia th dhmiourg�a nèwn kleidi¸n.'Ena dhmofilè prwtìkollo aut  th kathgor�a e�nai to TinySe pouprot�jhke apì tonKarlof.E�nai to pr¸to pl rw-ulopoihmèno prwtìkol-lo pou uposthr�zei kruptograf�a se ep�pedo sundèsmou se asÔrmata72



d�ktua aisjht rwn.To TinySe bas�zetai sthn idèa ìti o entopismì mh-exousiodothmènwn pakètwn e�nai pio eÔkolo sto ep�pedo zeÔxh twndedomènwn.Me ton trìpo autì, mpore� na apofeuqje� h �skoph dromo-lìghsh pakètwn, exoikonom¸nta enèrgeia kai bandwidth.Parèqei mh-qanismoÔ aujentikopo�hsh kai akeraiìthta twn mhnum�twn (me qr shMessage Authentiation Code , CBC-MAC), empisteutikìthta(mèswkruptogr�fhsh SkipJak),shmasiologik  asf�leia (me qr sh Initial-ization Vetor) kai prostas�a apì epan�lhyh mhnum�twn.Akìma mia polÔ shmantik  ergas�a ston q¸ro th asf�leia twn di-ktÔwn aisjht rwn e�nai aut  twn Eshenauer kai Gligor oi opo�oi  tanoi pr¸toi pou parous�asan èna sÔsthma asfaloÔ leitourg�a to opo-�o bas�zetai sthn Ôparxh mia dexamen  kruptografik¸n kleidi¸n.Takleidi� aut� upolog�zontai kai topojetoÔntai stou kìmbou prin apìthn an�ptuxh tou sthn perioq  parat rhsh, exasfal�zonta thn a-sfal  dianom ,ananèwsh kai kat�rghsh kruptografik¸n kleidi¸n kata-nal¸nonta ìso to dunatìn ligìterh enèrgeia exait�a th me�wsh twnapaitoÔmenwn upologism¸n.To meionèkthma th parap�nw ergas�a e�naioi uyhlè apait sei se mn mh gia thn proapoj keush twn kleidi¸n, seper�ptwsh meg�lou arijmoÔ kìmbwn.Ta qarakthristik� twn prwtokìllwn asf�leia pou perigr�yame para-p�nw, sunoy�zontai ston parak�tw p�naka.
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P�naka 4.1: Qarakthristik� twn prwtokìllwn asf�leiaPrwtìkollo Kruptogr�fhsh Qarakthristik� Meionekt mataPerrig(SPINS)Zhu (LEAP) summetrik  Apaite� thnÔparxh tr�thèmpisth ontìth-ta Probl mata pousqet�zontai methn Ôparxh tr�thèmpisth ontìthtaEshenauer,Gligor summetrik  Bas�zontai sthdianom  twnkruptografik¸nkleidi¸n prin a-pì thn an�ptuxhtou diktÔou
Uyhlè apait seise mn mh gia thnapoj keush twnkleidi¸n se pe-r�ptwsh meg�louarijmoÔ kìmbwnKarlof (Tiny-Se) summetrik  Aujentikopo�hshsto ep�pedozeÔxh twndedomènwn K�nei qr sh enìkajolikoÔ kleidioÔ
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Kef�laio 5iSense: Mia PlatfìrmaUlikoÔ kai LogismikoÔ giaAsÔrmata D�ktua Aisjht rwn
5.1 Eisagwg To iSense apotele� mia platfìrma ulikoÔ kai logismikoÔ gia asÔrmata d�ktuaaisjht rwn.H basizìmenh sta prìtupa prosèggish pou uposthr�zei, epitrèpeisto ulikì kai sto logismikì na summorf¸nontai pl rw me ti apait sei thek�stote efarmog .O sqediasmì th platfìrma pou sthr�zetai sthn qamh-l  katan�lwsh, epitrèpei thn ektèlesh mia meg�lh autìnomh leitourg�a,h opo�a se sunduasmì me thn ikanìthta gia asÔrmato epanaprogrammatismì,katal gei sthn eÔkolh diaqe�rish tou diktÔou.O pur na e�nai sumbatì meto prìtupo IEEE 802.15.4 kai uposthr�zei ZigBee r�dio, kruptogr�fhsh stoep�pedo tou ulikoÔ kai uyhloÔ rujmoÔ met�dosh dedomènwn.H diepaf  toulogismikoÔ e�nai arket� euèlikth kai parèqei ploÔsia poikil�a protÔpwn kaignwst¸n ergalei¸n gia thn gr gorh an�ptuxh efargmog¸n.5.2 Episkìphsh tou UlikoÔH platfìrma tou ulikoÔ apotele�tai apì di�fora stoiqe�a (modules) ta opo�amporoÔn na sunduastoÔn me di�forou trìpou an�loga me ti apait sei twnefarmog¸n.Me ton trìpo autì h leitourgikìthta th k�je efarmog  mpo-re� na epanaprosdioriste� kaj¸ nèa qarakthristik� mporoÔn na prostejoÔnpros�ptonta nèa stoiqe�a ulikoÔ.Kat� thn trèqousa per�odo, ta ex  stoiqe�a ulikoÔ e�nai diajèsima:75



Sq ma 5.1: Mia suskeu  iSense.� ore module (upeÔjuno gia upologismoÔ kai asÔrmath epikoinwn�a)� power module� gateway module (gia sÔndesh me upologistè)� GPS module (gia eÔresh th jèsh twn suskeu¸n)� vehile detetion module (gia an�qneush meg�lwn metallik¸n antikei-mènwn)� solar power system (gia self powered d�ktua)Ta stoiqe�a aut� fa�nontai sthn parak�tw eikìna.H kard�a th platfìrma ulikoÔ e�nai to ore module.To stoiqe�o autì dia-qeir�zetai ton mikro-elegkt  Jenni JN5139, èna hip sto opo�o perièqontaio elegkt  kai o pompodèkth asÔrmath epikoinwn�a.O elegkt  uposth-r�zei 32-bit RISC upologismoÔ kai trèqei sta 16 MHz.Apotele�tai apì 96Kb mn mh ta opo�a moir�zontai metaxÔ tou k¸dika tou progr�mmato kai twndedomènwn.To pleonèkthma aut  th idèa e�nai ìti h katan�lwsh mn mh mpo-re� na exisorrope�tai an�mesa sta dedomèna kai ton k¸dika tou progr�mmatose ant�jesh me �llou elegktè pou o qr sth perior�zetai se sugkekrimènomègejo mn mh gia dedomèna kai sugkekrimèno gia k¸dika.O pompodèkth a-sÔrmath epikoinwn�a e�nai sumbatì me to prìtupo asÔrmath epikoinwn�aIEEE 802.15.4.Uposthr�zei rujmoÔ met�dosh dedomènwn 250 KBits/s ka-j¸ kai kruptogr�fhsh sto ep�pedo tou ulikoÔ me to b�sh prìtupo AES :Advaned Enryption Standard.To eÔro epikoinwn�a ft�nei mèqri ta 500m,76



Sq ma 5.2: Ta stoiqe�a ulikoÔ th platfìrma iSense.dedomènwn th euaisjhs�a l yh per�pou -97 dBm kai th isqÔ met�do-sh an�mesa se -60 dBm kai +3 dBm.Ektì apì th basik  èkdosh h opo�ae�nai exoplismènh me SMA sÔndesmo kera�a, up�rqoun suskeuè me eswteri-k  kera�a gia pio sumpag  sust mata kai suskeuè me epiprìsjeto enisqut s mato gia eÔrh epikoinwn�a mèqri 2 Km.'Ena sÔnhje d�lhmma kat� to sqediasmì e�nai h qr sh   ìqi enì rujmist t�sh.H qr sh enì rujmist  t�sh èqei to pleonèkthma th swst  leitour-g�a mia suskeu  me t�sh qamhlìterh apì thn apaitoÔmenh.To meionèkthmae�nai ìti o rujmist  spatal�ei enèrgeia kai reÔma.Eidikìtera sthn per�ptwshpou h t�sh e�nai megalÔterh apì thn apaitoÔmenh, o rujmist  spatal�ei e-nèrgeia qwr� h qr sh tou na e�nai apara�thth.Gia thn antimet¸pish autoÔ touprobl mato, d�netai h dunatìthta energopo�hsh tou rujmist  t�sh mèswtou logismikoÔ.Me ton trìpo autì o rujmist  t�sh apofeÔgetai ìtan denqrei�zetai kai mpore� na energopoie�tai ìtan h t�sh e�nai qamhl .Gia thn upost rixh sugqronismoÔ, to stoiqe�o autì e�nai exoplismèno me77



èna rolìi meg�lh akr�beia.'Ena sÔndesmo 34-pin br�sketai kai sti dÔopleurè tou ore module ètsi ¸ste �lla stoiqe�a tou ulikoÔ na mporoÔnna sundejoÔn me autì.To ore module mpore� na parèqei mèqri 500 mA stastoiqe�a ulikoÔ pou sundèontai me autì.O elegkt  mpore� na programmatiste� me di�forou trìpou.O basikìe�nai o OTAP : Over The Air Programming, all� ep�sh to prìgramma mpore�na metaferje� mèsw tou gateway module(pou parousi�zetai parak�tw)   mèswenì eidikoÔ programmatistikoÔ adapter pou sundèetai me to ore module.To ore module se pl rh leitourg�a katanal¸nei per�pou 9mA kai to r�diotou per�pou 29mA.Sthn per�ptwsh pou mia suskeu  br�sketai se kat�stashadr�neia h katan�lwsh mpore� na pèsei mèqri 10mA.To stoiqe�o autì mpore�na dèqetai trofodos�a apì thn pr�za, apì klasikè mpatar�e, apì ta powermodules kai apì th USB diepaf  tou gateway module.

Sq ma 5.3: iSense Core Module.Di�fora power modules e�nai diajèsima sthn platfìrma iSense.To lithium-ion module e�nai èna sunduasmì mia epanafortizìmenh mpatar�a meg�lhqwrhtikìthta, me èna elegkt  katan�lwsh kai èna yhfiakì ìrgano parako-loÔjhsh th t�sh.To module autì epitrèpei thn fìrtish th mpatar�a twnsuskeu¸n me thn sÔndesh tou sust mato sthn pr�za me eidikì epafèa kaj¸kai thn paroq  th plhrofor�a th trèqousa enèrgeia pou èqei parame�neisthn mpatar�a.To oin ell module e�nai sqediasmèno gia sugkekrimèna sum-pag  sust mata.Apotele�tai apì m�a mpatar�a CR2477 kai èna ìrgano para-koloÔjhsh th akrib  katan�lwsh th mpatar�a.Tèlo, to module iSense1/2AA Battery apotele�tai apì m�a b�sh mpatar�a 1/2AA kai mia mikr  ojìnhgia thn paroq  plhrofori¸n ìpw enèrgeia pou èqei katanalwje� kai enèrgeiapou èqei apome�nei.To gateway module epitrèpei th sÔndesh se upologistè kaj¸ kai se�lla d�ktua.Exousiodote� thn antallag  dedomènwn kaj¸ kai ton program-matismì twn sundedemènwn ore modules.Ektì apì di�fora LEDS, koumpi�78



Sq ma 5.4: To power module 1/2AA Battery th platfìrma iSense.

Sq ma 5.5: Ta power modules th platfìrma iSense.kai èna potensiìmetro parèqei diepafè USB kai RS232.5.3 Episkìphsh tou LogismikoÔTo logismikì pou ektele�tai se k�je kìmbo tou diktÔou apaite� thn �dia eueli-x�a sqediasmoÔ me thn ant�stoiqh tou ulikoÔ th platfìrma iSense.'Ena apìtou basikoÔ stìqou sqediasmoÔ logismikoÔ e�nai h qr sh programmatisti-k¸n mejìdwn pou e�nai eurèw diadedomène kai antilhptè apì thn ereunhtik koinìthta.Prohgmène teqnikè, ìpw o antikeimenostraf  C++ program-matismì kai h dunamik  an�jesh mn mh, epitrèpoun th gr gorh kai swst an�ptuxh efarmog¸n.Tètoie teqnikè sun jw den e�nai diajèsime se d�ktua79



Sq ma 5.6: iSense Gateway Module me USB kal¸dio.aisjht rwn.H platfìrma iSense uposthr�zei mia parìmoia me STL ulopo�h-sh h opo�a parèqei mejìdou gia qr sh lists,sets kai maps.'Etsi h an�ptuxhefarmog¸n sthn platfìrma iSense bas�zetai pl rw se gnwstè teqnolog�e.'Opw kai to ulikì, ant�stoiqa kai to logismikì th platfìrma iSenseorgan¸netai se èna sÔnolo apì stoiqe�a (modules) kajèna apì ta opo�aprosfèrei mia exeidikeumènh uphres�a sthn efarmog .'Otan èna qr sth a-naptÔsei mia efarmog , sunajro�zei ta stoiqe�a se èna leitourgikì sÔsthmapou parèqei ti epijumhtè leitourg�e.H epilog  aut¸n twn leitourgi¸n ìpwh upost rixh sugkekrimènwn modules, upost rixh diafìrwn prwtokìllwn kaiarijm¸n kinht  upodiastol  mpore� na g�nei apì ton k�je qr sth kat� toweb-on�guration.H parak�tw eikìna parousi�zei thn arqitektonik  tou logi-smikoÔ th platfìrma iSense h opo�a apotele�tai apì tèsera diakrit� ep�peda:to afairetikì ep�pedo tou ulikoÔ, to ep�pedo tou leitourgikoÔ sust mato, toep�pedo diktuak  upost rixh kai to ep�pedo twn efarmog¸n twn qrhst¸n.

Sq ma 5.7: H dom  tou logismikoÔ th platfìrma iSense.80



To afairetikì ep�pedo tou ulikoÔ (HAL: Hardware Abstration Layer)sumperilamb�nei ti leitourg�e tou kai apokrÔptei apì tou programmatistèti per�ploke leptomèreie tou, parèqonta tou mia diepaf  gia ta parap�nwep�peda.To ep�pedo autì parèqei afairèsei gia allhlep�drash me metatrope�A/D kai D/A, me I/O diepafè(p.q. UARTs,SPI ), me timers kaj¸ kai meton pompodèkth asÔrmath epikoinwn�a.'Ena tupikì sen�rio qr sh tou HALperilamb�nei thn enswm�twsh twn stoiqe�wn ulikoÔ, ta opo�a e�nai sun jwsundedemèna se èna apì ta I/O pins, ìpw kai thn qr sh tou mèsw twnleitourgi¸n autoÔ tou epipèdou.Me thn arqitektonik  aut , ìla ta modulesp�nw apì to HAL e�nai anex�rthta th sugkekrimènh platfìrma ulikoÔ.Ok¸dika efarmog  pou anaptÔsetai se autì to pla�sio e�nai ètoimo na trèxeise opoiad pote platfìrma parèqei ulopo�hsh th iSense diepaf .Th dedomènhqronik  stigm , èna programmatist  mpore� na trèxei thn efarmog  tou sthnplatfìrma ulikoÔ iSense   sto ergale�o exomo�wsh Shawn.Me ton trìpo autìmpore� na exet�ste� h apìdosh kai h leitourgikìthta th efarmog  se ep�pedoexomo�wsh prin thn an�ptuxh th se pragmatikè suskeuè.P�nw apì to afairetikì ep�pedo tou ulikoÔ br�sketai to leitourgikì sÔsth-ma to opo�o dieukolÔnei thn an�ptuxh efarmog¸n mèsw enì prosanatoli-smènou sta gegonìta montèlou.Mia efarmog  eidopoie�tai katall lw ìtanlamb�nei q¸ra èna gegonì gia to opo�o endiafèretai.'Ena gegonì mpore� nasumbe� mèsw th efarmog  (p.q. parèrqetai èna timer)   mèsw tou ulikoÔ(p.q. l yh dedomènwn sta I/O sust mata, allag  tou s mato sthn e�so-do enì A/D metatropèa).Gia ta gegonìta pou lamb�noun q¸ra mèsw thefarmog  to leitourgikì sÔsthma parèqei dÔo epilogè: se leitourg�e pouapaite�tai uyhl  akr�beia qrìnou, mia qronì-uphres�a epitrèpei sti eidopoi- sei na g�noun amèsw en¸ se leitourg�e pou den apaite�tai akr�beia qrìnouoi eidopoi sei mporoÔn na g�noun kai argìtera.Tèlo, to leitourgikì sÔsth-ma e�nai upeÔjuno gia thn diat rhsh twn energeiak¸n pìrwn twn kìmbwn toudiktÔou, ìtan autì e�nai dunatì.Ean e�nai epijumhtì apì ton qr sth, h upodo-m  gia thn diaqe�rish th enèrgeia mpore� na jèsei ti suskeuè se leitourg�aqamhl  katan�lwsh.Ektì apì thn leitourgikìthta tou k�je kìmbou, èna basikì sustatikìtwn diktÔwn aisjht rwn e�nai h asÔrmath epikoinwn�a.To ep�pedo HAL pa-rèqei kat�llhle afairèsei th asÔrmath diepaf  p�nw apì thn opo�a, toep�pedo diktuak  upost rixh parèqei dunamikè uphres�e ìpw dromolìgh-sh(routing), sugqronismì (time synhronization) kai over the air programma-tistik� modules.H platfìrma iSense parèqei dÔo ulopoi sei dromolìghshpou kalÔptoun to megalÔtero komm�ti tou q¸rou sqed�ash efarmog¸n giad�ktua aisjht rwn.H pr¸th e�nai h ulopo�hsh elegqìmenh plhmmÔra (�ood-ing), h opo�a apotele� mia stajer  kai anjektik  sta l�jh mèjodo gia thmetab�bash dedomènwn, se èna sÔnolo kìmbwn, oi opo�oi br�skontai se gei-81



toni� n bhm�twn apì ton kìmbo-apostolèa.H deÔterh apotele� mia ulopo�hshenì dèntrou dromolìghsh to opo�o epitrèpei th metafor� twn dedomènwn toudiktÔou se ènan   perissìterou stajmoÔ b�sh.Sto sq ma autì to basikìmètro gia thn epilog  twn sundèsmwn e�nai o rujmì ap¸leia pakètwn ètsi¸ste na diathroÔntai monop�tia me uyhloÔ rujmoÔ par�dosh mhnum�twnkai na aux�netai h axiopist�a tou diktÔou.Sti efarmogè twn diktÔwn aisjht rwn o sugqronismì twn rologi¸ntwn kìmbwn e�nai zwtik  shmas�a ètsi ¸ste leitourg�e ìpw sun�jroishdedomènwn (data aggregation) na ekteloÔntai omal�.To qarakthristikì autìenswmat¸netai san module sto iSense kai parèqetai stou programmatistèpou qrhsimopoioÔn aut  th leitourg�a, akrib  sugqronismì twn rologi¸ntwn kìmbwn me apìklish ligìterh apì 1ms an� dèka b mata.Akìma èna polÔshmantikì module parèqei th dunatìthta tou asÔrmatou epanaprogrammati-smoÔ enì  dh aneptugmènou diktÔou.Aut  h diadikas�a pou onom�zetai OTAP(Over the Air Programming) diasfal�zei thn euèlikth an�ptuxh kai leitour-g�a twn diktÔwn aisjht rwn kaj¸ peritteÔoun oi ensÔrmate sundèsei kaiden apaite�tai mazikì programmatismì twn suskeu¸n.Ektì apì ta qarakthristik� pou parèqei h platfìrma iSense èna dia-dedomèno kai eurèw apodektì perib�llon an�ptuxh e�nai apara�thto gia thndhmiourg�a epituq¸n efarmog¸n.To logismikì tou iSense qrhsimopoie� di�shmaergale�a an�ptuxh ìpw o GCC: GNU Compiler Colletion kai to ergale�oan�ptuxh Elipse.Epiplèon, to iSense parèqei to iShell, èna kat�llhlo mèsogia thn allhlep�drash me to d�ktuo aisjht rwn.To ergale�o autì sundu�zei thleitourgikìthta enì seiriakoÔ termatikoÔ me programmatismì OTAP (Overthe Air Programming) twn aisjht rwn.Epiprosjètw, parèqei euèlikta plug-in sust mata gia thn enswm�twsh leitourgi¸n orismènwn apì ton qr sthìpw an�lush dedomènwn kai parakoloÔjhsh th asÔrmath epikoinwn�a stod�ktuo.Tèlo, to iSense kai to iShell parèqoun proairetik� poluplegmène u-phres�e ètsi ¸ste oi efarmogè na mporoÔn na qrhsimopoioÔn anex�rthteroè dedomènwn.5.4 Pleonekt mata th Platfìrma iSenseMe b�sh ìsa anafèrame parap�nw sunoy�zoume ta pleonekt mata th plat-fìrma iSense se sqèsh me �lle platfìrme asurm�twn diktÔwn aisjht rwn.� H platfìrma iSense uposthr�zei mia prìtuph programmatistik  gl¸ssa(C++ like) h opo�a e�nai prosanatolismènh sta antike�mena.� H platfìrma iSense uposthr�zei dunamik  an�jesh mn mh.82



� To leitourgikì sÔsthma th platfìrma iSense parèqei ploÔsie lei-tourgikìthte.� Up�rqoun arket� ètoima ulopoihmèna prwtìkolla, ìpw prwtìkolladromolìghsh, metafor�, sugqronismoÔ kai entopismoÔ.� Up�rqei diajèsimo logismikì gia ta di�fora modules tou ulikoÔ.� O k¸dika twn efarmog¸n th platfìrma iSense mpore� na ekteleste-� ston exomoiwt  diktÔwn aisjht rwn Shawn.Autì bohj�ei shmantik�sthn exètash th leitourgikìthta twn efarmog¸n kai thn aposfal-m�twsh prin thn an�ptuxh tou se pragmatikè suskeuè.
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Kef�laio 6An�ptuxh PrwtokìllouDiaqe�rish Dhmos�ouKleidioÔ me ElleiptikèKampÔle sthn PlatfìrmaiSense
6.1 Eisagwg Skopì aut  th diplwmatik  ergas�a e�nai h an�ptuxh enì kruptografi-koÔ prwtokìllou me qr sh th kruptogr�fhsh elleiptik¸n kampul¸n (ECC:Ellipti Curve Cryptography) se asÔrmata d�ktua aisjht rwn.H an�ptuxh touprwtokìllou ègine sthn platfìrma iSense h opo�a prosfèrei èna enarmoni-smèno perib�llon ulikoÔ kai logismikoÔ gia an�ptuxh efarmog¸n se d�ktuaaisjht rwn.Gia thn ulopo�hsh th kruptogr�fhsh elleiptik¸n kampul¸n ar-qik� èginan prosp�jeie enswm�twsh th biblioj kh ECC-LIB sthn plat-fìrma iSense oi opo�e den e�qan apotèlesma gia lìgou pou ja anafèrou-me sth sunèqeia.Lìgw tou gegonìto autoÔ, basist kame sthn ergas�a touDavid J.Malan h opo�a apotele� mia apì ti pr¸te ulopoi sei ston tomèaautì kai thn epekte�name anaptÔsonta mhqanismoÔ kruptogr�fhsh/apokru-ptogr�fhsh dedomènwn.Sugkekrimèna, sto prwtìkollo pou ulopoi same oisuskeuè tou diktÔou arqik� ekteloÔn th diadikas�a sumfwn�a kleidioÔ Di�e-Hellman me elleiptikè kampÔle, sth sunèqeia antall�soun mplok dedomènwnkruptografhmèna me to kleid� autì kai tèlo ta apokruptografoÔn.H leitour-gikìthta tou prwtokìllou kat� th di�rkeia an�ptuxh tou, dokim�sthke me thqr sh tou ergale�ou Shawn pou apotele� ènan exomoiwt  asurm�twn diktÔwn84



aisjht rwn.H apìdosh tou exet�sthke w pro to par�gonta th qronik kajustèrhsh se pragmatikè suskeuè th seir� iSense kai sugkr�jhke meaut  prohgoÔmenwn ergasi¸n.6.2 H biblioj kh ECC-LIBH ECC-LIB apotele� mia metaferìmenh biblioj kh logismikoÔ pou apotele�taiapì prìtupa stoiqe�a kai stoqeÔei sthn ulopo�hsh kruptograf�a elleiptik¸nkampul¸n.H biblioj kh aut  dieukolÔnei thn an�ptuxh kruptografik¸n prw-tokìllwn basizìmena sti elleiptikè kampÔle kaj¸ parèqei ti basikèalgebrikè pr�xei me elleiptikè kampÔle kai ti pio gnwstè mejìdou giagènnhsh asfal¸n kampul¸n.Oi dhmiourgo� th, Kwnstant�nou E., Stamat�ouG. kai Zaroli�gkh Q., thn ulopo�hsan se ANSI C kai bas�sthkan sthn GMP(GNU Multiple Preission Library) gia arijmhtik  auja�reth akr�beia p�nwse akèraiou kai arijmoÔ kinht  upodiastol .O phga�o k¸dika th bi-blioj kh parèqetai kai dianèmetai upì thn �deia logismikoÔ GPL (GeneralPubli Liense).6.2.1 GNUMP (GNU Multiple Preission): Arijmh-tik  Qwr� 'OriaTi e�nai h GNUMPH GMP e�nai mia eleÔjerh biblioj kh h opo�a prosfèrei arijmhtik  auja-�reth akr�beia p�nw se proshmasmènou akèraiou, logikoÔ arijmoÔ kaiarijmoÔ kinht  upodiastol .Ta mìna praktik� ìria pou up�rqoun gia thnakr�beia me thn opo�a pragmatopoioÔntai oi pr�xei, e�nai aut� pou t�jentaiapì thn diajèsimh mn mh th mhqan  p�nw sthn opo�a ektele�tai h GMP.HGNUMP parèqei èna ploÔsio sÔnolo sunart sewn oi opo�e èqoun kat�l-lhle diepafè.H biblioj kh aut  br�skei efarmog  se di�fora ereunhtik�ped�a ìpw kruptograf�a, asf�leia sto diad�ktuo kai di�fora algebrik� su-st mata.DÔo gnwstè krÔpto-biblioj ke pou qrhsimopoioÔn th GMP e�naioi LiDIA, mia C++ biblioj kh gÔrw apì th jewr�a arijm¸n kai h ECC-LIBpou ja perigr�youme parak�tw.H GMP e�nai prosektik� sqediasmènh ètsi¸ste na e�nai ìso pio gr gorh g�netai tìso gia mikr� ìso kai gia meg�la o-r�smata.H taqÔthta epitugq�netai qrhsimopoi¸nta lèxei (fullwords) w ba-sikì arijmhtikì tÔpo kai gr gorou algor�jmou me enswmatwmèno k¸dika segl¸ssa mhqan  (assembly) gia thn bèltisth ektèlesh eswterik¸n brìqwnse poik�le arqitektonikè.H GMP e�nai grhgorìterh apì k�je �llh biblio-j kh meg�lwn arijm¸n kai èqei to pleonèkthma ìti e�nai akìma pio gr gorh (se85



sqèsh me ti �lle biblioj ke) ìso to mègejo twn orism�twn aux�nei, kaj¸qrhsimopoie� asumptwtik� pio apodotikoÔ algìrijmou.H pr¸th dianom  thbiblioj kh GMP ègine to 1991 kai èktote anaptÔsetai kai belti¸netai sune-q¸ parèqonta mia nèa èkdosh k�je qrìno.Oi qr ste th èqoun to dika�wmaeleÔjerh qr sh ìpw kai to dika�wma belt�wsh kai diamoirasmoÔ kaj¸dianèmetai upì thn �deia logismikoÔ GNU LGPL.Oi basikè platfìrme p�nwsti opo�e mpore� na ekteleste� h GNUMP e�nai ta sust mata tÔpou UNIXìpw GNU/Linux, Solaris, HP-UX, Ma OS, BSD, AIX ktl.Akìma leitourge�kai se 32-bit Windows platfìrme.Kathgor�e Sunart sewn pou Prosfèrei h GNUMPUp�rqoun poik�le kathgor�e sunart sewn pou uposthr�zei h biblioj khGMP.Autè anafèrontai parak�tw:� Arijmhtikè Sunart sei Proshmasmènwn Akera�wn Arijm¸n UyhloÔEpipèdou (mpz): Up�rqoun p�nw apì 140 logikè (xor,and) kai arijmh-tikè (prìsjesh, dia�resh, eÔresh mègistou koinoÔ diairèth) sunart seise aut n thn kathgor�a.� Arijmhtikè Sunart sei Logik¸n Arijm¸n (mpq): H kathgor�a aut apotele�tai apì 35 sunart sei gia thn upost rixh arijmhtik  p�nw selogikoÔ arijmoÔ.� Arijmhtikè Sunart sei Arijm¸n Kinht  Upodiastol  (mpf): H ka-thgor�a aut  parèqei 65 sunart sei gia arijmhtik  p�nw se arijmoÔkinht  upodiastol  kai e�nai kat�llhlh gia efarmogè pou o tÔpodouble th gl¸ssa C den parèqei ikanopoihtik  akr�beia.� C++ Diepaf  : H GMP parèqei mia diepaf  basismènh se kl�sei giathn upost rixh ìlwn twn parap�nw sunart sewn.� Arijmhtikè Sunart sei Jetik¸n Akera�wn QamhloÔ Epipèdou (mpn):Oi sunart sei th kathgor�a aut  den ekteloÔn diaqe�rish mn mhopìte o qr sth prèpei na diabebai¸netai ìti to mègejo th diajèsimhmn mh e�nai eparkè.Oi sunart sei mpn dèqontai or�smata sth mor-f  zeugari¸n.To k�je zeug�ri apotele�tai apì èna de�kth sth ligìteroshmantik  lèxh tou or�smato kai ènan arijmì pou dhl¸nei apì pìselèxei apotele�tai to ìrisma.Oi sunart sei twn parap�nw kathgor�wnkaloÔn ti sunart sei mpn sqedìn gia k�je upologismì pou ekteloÔn.� Sunart sei sumbatè me autè th arijmhtik  auja�reth akr�beiapou èftiaxe om�da tou panepisthm�ou Berkeley.86



� Exwterik  upost rixh arijmhtik¸n sunart sewn stoggulopo�hsh (mpfr)twn arijm¸n kinht  upodiastol .6.2.2 Jèmata SqediasmoÔ th Biblioj kh ECC-LIB'Opw anafèrjhke parap�nw, basikì stìqo th biblioj kh ECC-LIB e�naih metafersimìthta kai h eukol�a qr sh.Kat� thn an�ptux  th, oi dhmiourgo�th Q.Zaroli�gkh, G.Stamat�ou kai E.Kwnstant�nou, p ran apof�sei sqeti-k� me to ped�o twn elleiptik¸n kampul¸n, me to mègejo tou, me ti mejìdougènnhsh elleiptik¸n kampul¸n kai me ti biblioj ke pou ja qrhsimopoio-Ôsan gia arijmhtik  p�nw se meg�lou arijmoÔ.Gia thn antimet¸pish th metafersimìthta, h biblioj kh gr�fthke seANSI C qrhsimopoi¸nta th GMP (GNU Multiple Preission Library) giaarijmhtik  meg�lh akr�beia.'Oson afor� sthn ulopo�hsh twn elleiptik¸nkampul¸n epilèqthke to ped�o pr¸twn arijm¸n Fp lìgw th aplìthta tousthn anapar�stash kai sti algebrikè pr�xei.Gia thn anapar�stash twn a-rijm¸n sto ped�o pr¸twn arijm¸n Fp qrhsimopoi jhkan oi meg�loi arijmo� pouprosfèrei h GMP.H biblioj kh aut  anaparist� tou akèraiou kai tou arij-moÔ kinht  upodiastol  qrhsimopoi¸nta mia mon�da pou onom�zetai limbkai apotele�tai apì 32-bits.Ektì apì ti sunart sei pou prosfèrei h GMPulopoi jhkan basikè algebrikè pr�xei twn migadik¸n arijm¸n (prìsjesh,pollaplasiasmì, dÔnamh) kaj¸ kai k�poie sunart sei gia tou arijmoÔkinht  upodiastol  ìpw cos(x), sin(x), ln(x), √x kai arctan(x).Oi sunar-t sei autè e�nai apara�thte gia mejìdou ìpw h Complex Multipliationh opo�a genn� mia kampÔlh kat�llhlh t�xh kai upolog�zei ti metablhtè akai b.H arqitektonik  th biblioj kh ECC-LIB apotele�tai apì tèssera basi-k� ep�peda: ton pur na (kernel), to ep�pedo pr�xewn elleiptik¸n kampul¸n(EC operations module), to ep�pedo gènnhsh elleiptik¸n kampul¸n (EC gen-eration module) kai to ep�pedo efarmog¸n (appliations module).Ta basik�stoiqe�a th arqitektonik  th biblioj kh fa�nontai sthn parak�tw eikìna.O pur na apotele�tai apì di�fora stoiqe�a pou ulopoioÔn basikè alge-brikè kai trigwnometikè pr�xei p�nw se akèraiou kai arijmoÔ kinht  u-podiastol .Epiplèon, parèqei kai k�poie pio exeidikeumène sunart sei poudhmiourg jhkan apì thn arq , ìpw qeirismì akera�wn suntelest¸n poluw-nÔmwn kai eÔresh twn riz¸n enì poluwnÔmou modulo enì pr¸tou arijmo-Ô.'Ola ta stoiqe�a pou apoteloÔn ton pur na e�nai anex�rthta apì ta stoiqe�atwn anwtèrwn epipèdwn pou ta qrhsimopoioÔne, ètsi ¸ste na up�rqei h duna-tìthta anex�rthth belt�wsh tou gia kalÔterh apìdosh th biblioj kh.87



Sq ma 6.1: H arqitektonik  th biblioj kh ECC-LIB.To EC operations module apotele�tai apì stoiqe�a pou ulopoioÔn ti ba-sikè algebrikè pr�xei p�nw se elleiptikè kampÔle.'Ena stoiqe�o or�zeiton tÔpo dedomènwn th elleiptik  kampÔlh (èna p�naka pou apotele�taiapo dÔo arijmoÔ �peirh akr�beia oi opo�oi anaparistoÔn ti metablhtè akai b th kampÔlh) kai m�a dom  anaparist� èna shme�o p�nw se mia kampÔlhw èna zeug�ri akera�wn �peirh akr�beia.Tèlo, up�rqoun stoiqe�a ta opo�adhmiourgoÔn tuqa�a shme�a p�nw se mia kampÔlh, ekteloÔn thn prìsjesh dÔoshme�wn p�nw sthn elleiptik  kampÔlh, ton bajmwtì pollaplasiasmì enìshme�ou me ènan akèraio kaj¸ kai th gènnhsh enì shme�ou genn tora p�nwsthn kampÔlh.To EC generation module e�nai to pio shmantikì stoiqe�o th biblioj khECC-LIB.Apotele�tai apì di�fora stoiqe�a pou ulopoioÔn mejìdou ìpwton algìrijmo tou Cornahia gia thn ep�lush diofantik¸n exis¸sewn kaithn Complex Multipliation gia th gènnhsh asfal¸n kampul¸n me qr shpoluwnÔmwn Weber kai Hilbert.Tèlo, to appliations module perièqei di�fora kruptografik� prwtìkol-la uyhloÔ epipèdou kai mejìdou pou bas�zontai sti elleiptikè kampÔle.Merik�apì aut� e�nai to prwtìkollo antallag  kleidioÔ Di�e-Hellman, oi mèjodoigènnhsh idiwtikoÔ kai dhmìsiou kleidioÔ, kruptogr�fhsh/apokruptogr�fh-sh dedomènwn kai o algìrijmo yhfiak¸n upograf¸n ECDSA.'Etsi, up�rqeih dunatìthta dhmiourg�a plousiìterwn kruptografik¸n prwtokìllwn basi-zìmeno sta stoiqe�a pou tou parèqei h biblioj kh ECC-LIB.88



6.2.3 Peiramatik� ApotelèsmataGia thn exètash th apìdosh th biblioj kh ECC-LIB ègine peiramatik  me-lèth p�nw sta basik� th stoiqe�a.Ta peir�mata ektelèsthkan se upologist Pentium III (933 Mhz) me kÔria mn mh 256Mb.'Opw proanafèrjhke qrhsi-mopoi jhke h biblioj kh GNUMP gia arijmhtik  auja�reth akr�beia kai ometafrast  th ANSI-C g-2.95.2.Parak�tw parousi�zontai oi epexergasti-ko� qrìnoi tou bajmwtoÔ pollaplasiasmoÔ kai twn basik¸n kruptografik¸nprwtokìllwn pou ulopoi jhkan me qr sh th biblioj kh.H metablht  p a-potele� ènan pr¸to arijmì, h |p| apotele� to mègejo tou kai h p|p| anaparist�ènan pr¸to arijmì megèjou |p|.Ta peir�mata èginan se tr�a diaforetik� ped�ame diaforetik� megèjh : Fp175
, Fp192

kai Fp224
.P�naka 6.1: Epexergastikì qrìno se mse twn diafìrwn stoiqe�wn thbiblioj kh ECC-LIB.

|p| 175bits 192bits 224bitsSalar Multipliation 13.6 15.7 19.5Key Generation 19.6 23.9 30.8ECDH protool 27.2 31.4 39ECES enryption 28.8 36.5 46ECES deryption 13.5 16.3 19.1ECDSA Signature 19.1 22.7 30.6ECDSA Verify 24.5 28.3 36.8Ja prèpei na epishm�noume ìti den ègine k�poia prosp�jeia gia belti-stopo�hsh tou k¸dika gr�fonta p.q komm�tia th biblioj kh se gl¸ssamhqan .'Opw parathre�tai kai ston parap�nw p�naka oi qrìnoi ektèleshaux�noun ìso aux�nei to mègejo tou ped�ou.Sta pla�sia aut  th ergas�a èginan prosp�jeie enswm�twsh th bi-blioj kh ECC-LIB sthn platfìrma iSense.Oi prosp�jeie autè apètuqangia dÔo basikoÔ lìgou.O pr¸to e�nai h periorismènh diajèsimh mn mh pouparèqoun oi suskeuè aisjht rwn.Sugkekrimèna, oi suskeuè iSense parèqoun96Kb mn mh pou moir�zontai metaxÔ twn dedomènwn kai tou k¸dika tou pro-gr�mmato to opo�o ekteloÔn.To gegonì ìti h biblioj kh ECC-LIB bas�ze-tai sth biblioj kh GNUMP gia thn upost rixh arijmhtik  �peirh akr�beiaden epitrèpei thn enswm�twsh th sth suskeu  iSense ki autì diìti oi apai-t sei se mn mh e�nai ter�stie (se sqèsh me th mn mh pou parèqei h su-skeu ).O deÔtero, afor� sto leitourgikì susthma pou parèqei h platfìrmaiSense.Sugkekrimèna, to leitourgikì sÔsthma th platfìrma den uposth-r�zei k�poia standard qarakthristik� th gl¸ssa C ta opo�a qrhsimopoie� hGMP ìpw p.q. stdout kai mallo .Antijètw uposthr�zei ta ant�stoiqa dik�89



tou ìpw p.q. Os::debug kai isense::mallo.To gegonì autì sunduazìmenome to gegonì ìti h GMP mpore� na ekteleste� se sugkekrimène platfìr-me kajist� adÔnath th qr sh th se suskeuè iSense.Mia pijan  lÔsh stopr¸to prìblhma ja  tan h apomìnwsh twn sunart sewn twn bibliojhk¸nECC-LIB kai GMP pou ma endiafèroun gia thn me�wsh th apaitoÔmenhmn mh.'Omw kai p�li lìgw tou deÔterou prìblhmato se sunduasmì me togegonì th ulopo�hsh k�poiwn GNUMP leitourgi¸n se gl¸ssa mhqan ,apaitoÔntai arketè allagè sti sunart sei autè gia thn swst  ektèleshtou sthn platfìrma iSense.'Etsi, telik� gia thn ulopo�hsh kruptograf�a dh-mos�ou kleidioÔ me elleiptikè kampÔle basist kame sthn ergas�a tou DavidJ.Malan pou perigr�fetai sth sunèqeia.6.3 H Ergas�a tou David J.MalanTo 2004 oi David Malan, Matt Welsh kai Mihael Smith parous�asan thnpr¸th ulopo�hsh kruptograf�a me elleiptikè kampÔle, orismène p�nw a-pì ta duadik� ped�a F2p , se asÔrmata d�ktua aisjht rwn.Sugkekrimèna, hulopo�hsh aut  ègine gia ti suskeuè MICA 2 oi opo�e perièqoun 8-bit epe-xergast  pou trèqei sta 7.3828 MHz.O basikì stìqo th ergas�a aut  tan na kalÔyei thn an�gkh Ôparxh enì asfaloÔ mhqanismoÔ gia th diano-m  kleidi¸n an�mesa stou kìmbou, par� to gegonì ìti h upodom  dhmìsioukleidioÔ jewroÔntan mh-praktik  thn epoq  eke�nh.Apèdeixan ìti h summetrik kruptograf�a e�nai bi¸simh sti suskeuè MICA 2 kai uposthr�xane me thnulopo�hsh pollaplasiasmoÔ shme�wn p�nw se mia elleiptik  kampÔlh ìti hupodom  dhmos�ou kleidioÔ e�nai ikanopoihtik  gia th dianom  twn mustik¸nkleidi¸n stou kìmbou.To TinyOS prosfèrei sti suskeuè MICA 2 èlegqo prìsbash, pisto-po�hsh, akeraiìthta kai empisteutikìthta mèsw tou TinySe.To TinySe apo-tele� èna mhqanismì asf�leia sto ep�pedo sundèsmou o opo�o bas�zetai stoSkipjak.O Skipjak e�nai èna algìrijmo kruptogr�fhsh pou anaptÔqjhkeapì to NIST : National Institute for Standards and Tehnology kai qrhsi-mopoie� èna kleid� m kou 80-bit gia thn kruptogr�fhsh 64-bit mplok dedo-mènwn.Gia ton kat�llhlo diamoirasmì twn 80-bit kleidi¸n tou TinySe qrei-�zetai èna mhqanismì ant�stoiqh asf�leia.'Eqoume anafèrei kai se proh-goÔmena kef�laia ìti me to prwtìkollo Di�e-Hellman dÔo kìmboi mporoÔnna sumfwn soun se èna koinì mustikì.SÔmfwna me to NIST gia ton asfal diamoirasmì kleidi¸n 80-bit mèsw tou prwtokìllou Di�e-Hellman apaite�taièna pr¸to arijmì toul�qiston 1024-bits kai èna ekjèth megèjou 160-bits.'Opw e�nai antilhptì, se mia arqitektonik  8-bit ìpw to MICA 2 oiupologismo� arijm¸n m kou 160 kai 1024 bit e�nai arket� apaithtiko�.90



Oi suggrafe� kat�feran na lÔsoun to parap�nw prìblhma me qr sh twnelleiptik¸n kampul¸n.H asfal  dianom  80-bit kleidi¸n mpore� na g�nei mekleidi� pou bas�zontai sti elleiptikè kampÔle m kou mìli 163-bit.Oi el-leiptikè kampÔle prosfèroun mia diaforetik  b�sh gia thn antallag  koin¸nmustik¸n an�mesa se epitijèmenou me apìluth pro ta emprì asf�leia.Toprìblhma ECDLP: Ellipti Curve Disrete Logarithm Problem sto opo�o ba-s�zetai h kruptograf�a me elleiptikè kampÔle ECC, perilamb�nei thn epana-for� enì arijmoÔ k p�nw apì èna peperasmèno ped�o Galois F , dedomènwn touginomènou kG, tou shme�ou G kai th ex�swsh E th elleiptik  kampÔlhse morf  Weierstrass h opo�a fa�netai parak�tw:
y2 + a1xy + a3y = x3 + a2x

2 + a4x + a6ìpou ai ∈ F .Oi kruptogr�foi de�qnoun endiafèron sti elleiptikè kampÔle pou e�naiorismène p�nw apì ta ped�a Fp kai F2p ìpou to p e�nai èna pr¸to arij-mì.Eidikìtera, oi elleiptikè kampÔle orismène p�nw apì ta duadik� ped�ae�nai idia�tera dhmofile� kaj¸ prosfèroun apodotikoÔ se q¸ro kai qrìnoalgìrijmou.6.3.1 Kruptograf�a Elleiptik¸n Kampul¸n sto F2pH kruptograf�a elleiptik¸n kampul¸n p�nw apì to ped�o F2p arqik� apaite�thn epilog  mia b�sh gia thn anapar�stash twn shme�wn ètsi ¸ste k�je
a ∈ F2p na mpore� na grafte� sth morf 

a =
∑m−1

i=0 aiaiìpou ai ∈ {0, 1}.Orismèno me ton trìpo autì to a mpore� na anaparastaje�w èna duadikì di�nusma, {a0, a1, ..., ap−1}, ìpou to {a0, a1, ..., ap−1} apotele�th b�sh p�nw apì to ped�o F2.Oi pio koinè b�sei e�nai oi poluwnumikè kai oikanonikè.'Otan k�je ai ∈ F2p anapar�statai me poluwnumik  b�sh, antistoiqe�se èna duadikì polu¸numo bajmoÔ mikrìterou tou p, ìpw:
a = ap−1x

p−1 + ap−2x
p−2 + ... + a0x

0ìpou kai p�li ai ∈ {0, 1}.Me ton trìpo autì k�je a ∈ F2p mpore� naapeikoniste� sth mn mh th suskeu  MICA 2 san mia akolouj�a apì bit,
ap−1ap−2...a0.'Ole oi pr�xei twn stoiqe�wn aut¸n g�nontai modulo enì a-plopoihmènou poluwnÔmou, f , bajmoÔ p p�nw apì to ped�o F2, ètsi ¸ste
f(x) = xp +

∑p−1
i=0 fixi, me fi ∈ {0, 1} kai i ∈ {0, 1, ..., p − 1}.Tupik�, ean91



up�rqei sto F2 èna mh meioÔmeno tri¸numo xp + xk + 1, to f(x) epilège-tai ètsi ¸ste na e�nai autì me to mikrìtero k.Sthn per�ptwsh pou tètoiopolu¸numo den up�rqei, h f(x) epilègetai na e�nai polu¸numo 5ou bajmoÔ,
xp + xk3 + xk2 + xk1 + 1, ètsi ¸ste to k1 na e�nai el�qisto, to k2 na e�naiel�qisto w pro to k1 kai to k3 na e�nai el�qisto w pro ta k1 kai k2.Se mia poluwnumik  b�sh, h prìsjesh dÔo stoiqe�wn a, b or�zetai w a+b =
c, ìpou ci = ai + bi(mod2).O pollaplasiasmì twn a, b or�zetai w a ∗ b = c,ìpou c(x) = (

∑p−1
i=0 aix

i)(
∑p−1

i=0 bix
i)(modf(x)).Oi suggrafe� epèlexan miapoluwnumik  b�sh gia thn ulopo�hsh tou bajmwtoÔ pollaplasiasmoÔ kaj¸prosfèrei pio apodotikè ulopoi sei.6.3.2 Pr¸th Ulopo�hsh EM 1.0H pr¸th ulopo�hsh pou epiqe�rhsan oi suggrafe� gia ti suskeuè MICA2 onomazìtan EM 1.0.To EM 1.0 pou apotele� èna module gia to lei-tourgikì sÔsthma TinyOS, arqik� epilègei mia tuqa�a kampÔlh sth morf  thex�swsh pou anafèrame parap�nw ètsi ¸ste a = 0 kai b ∈ F2p .En suneqe�a,upolog�zei èna tuqa�o shme�o G ∈ F2p × F2p p�nw sthn kampÔlh kaj¸ kaièna tuqa�o arijmì k ∈ F2p pou apotele� to idiwtikì kleid� tou kìmbou.Tèlo,upolog�zei to ginìmeno kG pou e�nai to dhmìsio kleid� tou kìmbou.Ta pr¸ta a-potelèsmata th ulopo�hsh aut   tan enjaruntik� kaj¸ h dhmiourg�a enìkleidioÔ m kou 33-bit apaitoÔse mìli 1.776 deuterìlepta.Par� to gegonìautì, to prwtìkollo apètuqe na dhmiourg sei kleidi� megalÔterou m kou(p.q. 63 bit) anagk�zonta ton kìmbo na epanekkin sei lìgw uperqe�lishth sto�ba.Ta apotelèsmata th ulopo�hsh aut  fa�nontai sti parak�twgrafikè parast�sei.
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Sq ma 6.2: Qrìnoi dhmiourg�a kleidioÔ sto EM 1.0.Gia kleidi� m kou63-bit to prwtìkollo den apèfere apotelèsmata.

Sq ma 6.3: Katan�lwsh mn mh sto EM 1.0. Kleidi� m kou 63-bit exan-tloÔn th RAM twn suskeu¸n MICA 2.93



6.3.3 DeÔterh Ulopo�hsh EM 2.0Lìgw th apotuq�a th pr¸th ulopo�hsh sth dhmiourg�a kleidi¸n 63-bit,oi suggrafe� proq¸rhsan sth deÔterh pou onom�zetai EM 2.0.H EM 2.0dialègei ènan kìmbo A kai dhmiourge� to idiwtikì tou kleid� kA qrhsimopoi¸n-ta mia poluwnumik  b�sh sto F2p .Sth sunèqeia afoÔ brei èna shme�o b�sh
G p�nw se mia kampÔlh Koblitz, upolog�zei to dhmìsio kleid� tou kìmbou
TA = KAG.To dhmìsio kleid� tou A g�netai gnwstì se k�je kìmbo B me tonopo�o epijume�tai asfal  epikoinwn�a.O A lamb�nei me ant�stoiqo trìpo todhmìsio kleid� tou B kai ètsi o kajèna tou mpore� na upolog�sei to koinìmustikì kAkBG, ìpou kB e�nai to idiwtikì kleid� tou B.H ulopo�hsh EM 2.0 den kat�fere mìno th dhmiourg�a dhmos�wn kleidi¸n163-bit all� èdwse lÔsei kai se èna �llo shmantikì prìblhma.Sthn EM1.0 oi elleiptikè kampÔle epilègontan tuqa�a me k�nduno na e�nai eu�lwtese epijèsei MOV.Ant�jeta, sthn EM 2.0 epilègetai mia kampÔlh pou i-kanopoie� ti apait sei tou NIST gia ECC p�nw apì to ped�o F2p.'Etsi, hex�swsh th kampÔlh e�nai h:

y2 + xy = x3 + x2 + 1san aplopoihmèno polu¸numo qrhsimopoie�tai to:
f(x) = x163 + x7 + x6 + x3 + 1h t�xh th kampÔlh ( o arijmì twn shme�wn p�nw se aut ) e�nai:

0x4000000000000000000020108a2e0cc0d99f8a5efkai to shme�o b�sh e�nai to G = (Gx, Gy) me :
Gx = 0x2fe13c0537bbc11acaa07d793de4e6d5e5c94eee8kai

Gy = 0x289070fb05d38ff58321f2e800536d538ccdaa3d9Autì pou kat�feran oi suggrafe� me thn ulopo�hsh EM -2.0  tanh dhmiourg�a megalÔterwn kai pio asfal¸n kleidi¸n se sqèsh me aut� thEM-1.0 kaj¸ kai h polÔ mikrìterh katan�lwsh mn mh.O bajmwtì pol-laplasiasmì shme�ou th elleiptik  kampÔlh qronometr jhke gÔrw sta 34deuterìlepta me apìklish 0.9 deuterìlepta.Ston parak�tw pr¸to p�naka fa-�netai h sÔgkrish th katan�lwsh mn mh an�mesa sti dÔo ulopoi sei kaiston deÔtero parousi�zontai ta apotelèsmata twn peiram�twn mètrhsh thapìdosh tou EM 2.0 sti suskeuè MICA 2.94



P�naka 6.2: SÔgkrish th katan�lwsh mn mh an�mesa sti ulopoi seiEM-1.0 kai EM-2.0.EM-1.0 (32-bit key) EM-2.0 (163-bit key).bss 826B 1,055B.data 6B 4B.text 17,544B 34,342Bstak 976B 81BP�naka 6.3: Apìdosh th ulopo�hsh EM-2.0.Private Key Generation Publi Key GenerationTotal Time 0.229 se 34.161 seCPU Utilization 1.690 × 106 yles 2.512 × 108 ylesTotal Energy 0.00549 Joules 0.816 Joules6.4 H Ergas�a TinyECCTo 2007, oi An Liu kai Peng Ning exèdwsan thn pr¸th èkdosh th erga-s�a tou me ìnoma TinyECC.To TinyECC e�nai èna pakèto logismikoÔ toopo�o parèqei leitourg�e kruptogr�fhsh me elleiptikè kampÔle oi opo�emporoÔn eÔkola na enswmatwjoÔn se efarmogè asurm�twn diktÔwn aisjh-t rwn.Oi leitourg�e pou parèqei e�nai oi ex : èna sq ma yhfiak  upo-graf  (ECDSA), èna sq ma antallag  kleidi¸n (ECDH) kai èna sq makruptogr�fhsh dhmos�ou kleidioÔ (ECIES).Epipleìn, parèqei th dunatìthtaenergopo�hsh diafìrwn teqnik¸n beltistopo�hsh oi opo�e mporoÔn na qrh-simopoihjoÔn an�loga me ti an�gke th ek�stote efarmog .To TinyECCproor�zetai gia platfìrme aisjht rwn pou trèqoun to leitourgikì sÔsthmaTinyOS.E�nai ulopoihmèno sth gl¸ssa nesC kai gia beltistopoi sei ana-lìgw me thn platfìrma sthn opo�a ektele�tai, komm�tia tou k¸dika e�naigrammèna se gl¸ssa mhqan  gia ti ant�stoiqe platfìrme.H axiolìghshth apìdosh tou TinyECC ègine sti suskeuè MICAz, TelosB, Tmote Skykai Imote2 oi opo�e trèqoun to leitourgikì TinyOS.6.4.1 Arqè Sqed�ash tou TinyECC'Opw proanafèrame, basikì stìqo tou TinyECC e�nai na parèqei èna ètoi-mo gia qr sh pakèto logismikoÔ to opo�o ulopoie� leitourg�e kruptogra-f�a dhmos�ou kleidioÔ me elleiptikè kampÔle.Oi basikè arqè sqed�ashtou TinyECC fa�nontai parak�tw. 95



� Asf�leia: To TinyECC parèqei sq mata kruptogr�fhsh me ellei-ptikè kampÔle ta opo�a èqoun apodeiqje� asfal .Aut� e�nai: to sq mayhfiak  upograf  (ECDSA), to sq ma antallag  kleidi¸n (ECDH)kai to sq ma kruptogr�fhsh dhmos�ou kleidioÔ (ECIES).Epiplèon, qrh-simopoie� ti paramètrou elleiptik¸n kampul¸n pou prote�nontai apì toSECG: Standards for E�ient Cryptography Group.� Metafersimìthta: Gia th dunatìthta ektèlesh tou TinyECC sedi�fore platfìrme, ulopoi jhke sth gl¸ssa nesC tou leitourgikoÔsust mato TinyOS.K�poia komm�tia tou k¸dika gr�fthkan se gl¸s-sa mhqan  gia beltistopoi sei an�loga thn platfìrma ektèlesh.Hleitourgikìthta tou TinyECC èqei exetaste� me epituq�a sti suskeuèMICAz, TelosB, Tmote Sky kai Imote2.� Apotelesmatikìthta: Oi dhmiourgo� tou TinyECC p ran k�poiesqediastikè apof�sei ètsi ¸ste oi kruptografikè tou leitourg�e naekteloÔntai swst�, gr gora kai na katanal¸noun ligìterh enèrgeia.Giato stìqo autì ulopo�hsan thn kruptograf�a me elleiptikè kampÔlep�nw apì ta pr¸ta ped�a Fp, jewr¸nta ìti oi arijmhtikè pr�xei p�nwapì ta duadik� ped�a F2p den ekteloÔntai apodotik� stou mikroeleg-ktè.Ep�sh, ìpw anafèrame kai prohgoumènw k�poia kr�sima komm�tiatou k¸dika ulopoi jhkan se gl¸ssa mhqan  gia ti di�fore platfìr-me.Me ton trìpo autì k�poie upologistik� apaithtikè arijmhtikèpr�xei ekteloÔntai polÔ pio gr gora.� Leitourgikìthta: Me ta kruptografik� sq mata pou parèqei toTinyECC, dhlad  ta ECSDA,ECIES kai ECDH, kalÔptei ti basikèan�gke gia kruptogr�fhsh me elleiptikè kampÔle.6.4.2 Teqnikè Beltistopo�sh tou TinyECCGia thn paroq  kalÔterh apìdosh, oi dhmiourgo� tou TinyECC qrhsimopo�h-san k�poie teqnikè beltistopo�hsh oi opo�e parousi�zontai sth sunèqeia.Teqnikè Beltistopo�hsh gia Pr�xei me Meg�lou Akera-�ou AijmoÔ� Barrett Redution : 'Ena aplì trìpo gia thn ektèlesh modulo ana-gwg  meg�lwn akera�wn arijm¸n e�nai h qr sh th dia�resh.H teqnik Barrett Redution e�nai èna ennalaktikì trìpo gia ektèlesh moduloanagwg .H teqnik  aut  metatrèpei thn anagwg  enì tuqa�ou akera-�ou se dÔo pollaplasiasmoÔ kai merikè anagwgè modulo akera�wn96



th morf  2n.'Otan qrhsimopoie�tai gia thn anagwg  meg�lwn akera�wnmodulo tou �diou arijmoÔ pollè forè e�nai arket� pio gr gorh apì tianagwgè me qr sh dia�resh.� Hybrid Multipliation : Oi pr�xei pollaplasiasmoÔ meg�lwn akera�wnapojhkeÔoun tou telestè kai ta apotelèsmata se p�nake.'Otan tètoiepr�xei ulopoioÔntai se gl¸sse uyhloÔ epipèdou, o metaglwttist de qrhsimopoie� apodotik� tou kataqwrhtè tou mikro-elegkt .Gia tolìgo autì qrhsimopoi jhke h teqnik  Hybrid Multipliation h opo�aulopoi jhke se gl¸ssa mhqan .H teqnik  aut  megistopoie� th qr shkataqwrht¸n kai mei¸nei ton arijmì twn leitourgi¸n th mn mh.Teqnikè Beltistopo�hsh gia Pr�xei me Elleiptikè Kam-pÔle� Projetive Coordinate Systems : O mikro-elegkt  ATmega128 den èqeientol  gia dia�resh me apotèlesma h diadikas�a antistrof  enì akera-�ou sto ped�o th elleiptik  kampÔlh na e�nai pio akrib  apì ton pol-laplasiasmì.Gia to lìgo autì, h ektèlesh twn pr�xewn twn elleiptik¸nkampul¸n se suntetagmène probol  ant� gia ti sqetikè suntetag-mène e�nai pio apodotik .Oi dhmiourgo� tou TinyECC qrhsimopo�hsanthn Jaobian anapar�stash gia thn epit�qunsh th prìsjesh shme�ou,tou diplasiasmoÔ shme�ou kai tou bajmwtoÔ pollaplasiasmoÔ shme�ouelleiptik  kampÔlh.� Sliding Window Method : H mèjodo aut  ulopoi jhke gia thn epi-t�qunsh tou bajmwtoÔ pollaplasiasmoÔ shme�ou elleiptik  kampÔlh.Hklasik  mèjodo upologismoÔ tou bajmwtoÔ pollaplasiasmoÔ e�nai hduadik .H mèjodo aut  sar¸nei ta bits tou arijmoÔ n apì arister� prota dexi�, èna bit k�je for�.Se k�je b ma ektele�tai èna diplasiasmìshme�ou kai analìgw tou ek�stote bit ektele�tai kai mia prìsjesh sh-me�ou.H mèjodo SlidingWindow sar¸nei k bits th for�.O diplasiasmìshme�ou g�netai k forè se k�je b ma kai analìgw ta k bits ektele�taikai mia prìsjesh shme�ou.H mèjodo aut  epitugq�nei thn epit�qunshtou bajmwtoÔ pollaplasiasmoÔ mei¸nonta ton arijmì twn sunolik¸nprosjèsewn shme�ou.Bèbaia, èqei megalÔtere apait sei se mn mh.� Shamir's Trik : H mèjodo aut  qrhsimopoie�tai gia th beltistopo�hshth taqÔthta tou sq mato yhfiak  upograf  ECDSA.� Curve Spei� Optimization : Oi perissìtere elleiptikè kampÔlepou prote�nontai apì to NIST kai to SECG qrhsimopoioÔn tou yeudo-Mersenne pr¸tou arijmoÔ.'Ena yeudo-Mersenne pr¸to arijmì e�nai97



th morf  p = 2n−c, ìpou c ≪ 2n.H pr�xh th anagwg  modulo enìyeudo-Mersenne pr¸tou arijmoÔ pragmatopoie�tai me l�gou pollapla-siasmoÔ kai prosjèsei, qwr� na g�nei qr sh dia�resh.Me ton trìpoautì h anagwg  g�netai pio gr gora kai h qr sh tètoiwn elleiptik¸nkampul¸n belti¸nei th genikìterh apìdosh tou sust mato.6.4.3 Apìdosh tou TinyECCH apìdosh th ulopo�hsh TinyECC exet�sthke sti suskeuè MICAz (8MHz), TelosB (4 MHz), Tmote Sky (8 MHz) kai Imote2 (13, 104, 208, 416Mhz) oi opo�e bas�zontai sto leitourgikì sÔsthma TinyOS.Qrhsimopoie�taito prìtupo sep160r1 to opo�o prote�netai apì to SECG kai or�zei para-mètrou gia kruptogr�fhsh me elleiptikè kampÔle p�nw apì ta pr¸ta ped�a
Fp.Parak�tw fa�nontai ta apotelèsmata th apìdosh tou TinyECC se dÔopeript¸sei: ìtan ìle oi teqnikè beltistopo�hsh e�nai energopoihmène kaiìtan e�nai apenergopoihmène.Energopoihmène Teqnikè Beltistopo�hshSto parak�tw sq ma fa�netai h apìdosh tou TinyECC me ìle ti teqnikèbeltistopo�hsh energopoihmène.'Opw fa�netai se autì to sq ma oi suskeuèTelosB (4 MHz) e�nai oi pio argè kai oi suskeuè Imote2 (416 Mhz) e�nai oipio gr gore.
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Sq ma 6.4: Qrìnoi ektèlesh twn leitourgi¸n tou TinyECC sti di�foreplatfìrme ìtan ìle oi teqnikè beltistopo�hsh e�nai energopoihmène.Sthn parak�tw eikìna fa�netai h katan�lwsh mn mh tou kwdika tou TinyECC.Hsuskeu  Imote2 èqei ti megalÔtere apait sei se RAM lìgw twn 32-bitwords pou qrhsimopoie�.H suskeu MICAz èqei ti megalÔtere apait sei seROM lìgw tou k¸dika se gl¸ssa mhqan  pou qrhsimopoie�tai gia beltisto-po�hsh twn leitourgi¸n me elleiptikè kampÔle.
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Sq ma 6.5: Katan�lwsh mn mh RAM tou TinyECC ìtan ìle oi teqnikèbeltistopo�hsh e�nai energopoihmène.

Sq ma 6.6: Katan�lwsh mn mh ROM tou TinyECC ìtan ìle oi teqnikèbeltistopo�hsh e�nai energopoihmène.Apenergopoihmène Teqnikè Beltistopo�hshGia thn enswm�twsh tou TinyECC se �lle efarmogè tou TinyOS, qrei-�zetai me�wsh tou megèjou tou k¸dika tou.Autì isqÔei eidik� sti suskeuèMICAz kai TelosB pou e�nai qamhlìterwn pìrwn se sqèsh me ti �lle.Gia to100



lìgo autì metr jhke h apìdosh tou TinyECC ìtan ìle oi teqnikè belti-stopo�hsh e�nai apenergopoihmène.Ta apotelèsmata fa�nontai sta parak�twsq mata.

Sq ma 6.7: Qrìnoi ektèlesh twn leitourgi¸n tou TinyECC sti di�foreplatfìrme ìtan ìle oi teqnikè beltistopo�hsh e�nai apenergopoihmène.'Opw parathroÔme apì thn parap�nw grafik  par�stash oi qrìnoi ektèle-sh twn kruptografik¸n leitourgi¸n tou TinyECC aux�nontai arket� ìtanoi teqnikè beltistopo�hsh e�nai apenergopoihmène.To mègejo tou k¸dika,se ant�jesh, mei¸netai dramatik� ìpw fa�netai sti parak�tw grafikè para-st�sei.Gia par�deigma, oi apait sei se RAM gia ti suskeuè MICAz e�naiper�pou 150 bytes kai to mègejo ROM tou ECIES mei¸netai apì ta 20,768bytes sta 12,442 bytes (≃ 40%).
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Sq ma 6.8: Katan�lwsh mn mh RAM tou TinyECC ìtan ìle oi teqnikèbeltistopo�hsh e�nai energopoihmène.

Sq ma 6.9: Katan�lwsh mn mh ROM tou TinyECC ìtan ìle oi teqnikèbeltistopo�hsh e�nai energopoihmène.6.5 Perigraf  tou Prwtokìllou ma'Opw anafèrame kai prohgoumènw, h ergas�a ma bas�sthke sthn ulopo-�hsh upodom  dhmos�ou kleidioÔ gia dianom  kleidi¸n me elleiptikè kam-pÔle tou David Malan.Apì thn ergas�a aut , metafèrame sthn platfìrma102



iSense, k�nonta ti apara�thte allagè (p.q. data types), ti sunart seipou sqet�zontai me pr�xei meg�lwn akera�wn (big interger routines), ti su-nart sei ped�wn (�eld routines) kaj¸ kai ti sunart sei gia pr�xei p�nwse elleiptik  kampÔlh ìpw prìsjesh shme�wn kai pollaplasiasmì shme�oume akèraio arijmì.Oi sunart sei autè, apotèlesan th b�sh gia na ulopoi- soume kat�llhlou mhqanismoÔ kruptogr�fhsh kai apokruptogr�fhshmplok dedomènwn kaj¸ kai èna prwtìkollo asfaloÔ epikoinwn�a, to e-xet�sthke se èna d�ktuo qamhl¸n pìrwn apoteloÔmeno apì dÔo suskeuèiSense.Sthn arq  tou prwtokìllou, oi kìmboi fort¸noun sth mn mh touti paramètrou gia kruptogr�fhsh me elleiptikè kampÔle (shme�o b�sh,ex�swsh kampÔlh ktl).Sth sunèqeia, dhmiourgoÔn ta idiwtik� kai dhmìsiakleidi� tou kai katìpin ekteloÔn to sq ma sumfwn�a kleidioÔ Ellipti CurveDi�e Hellman.'Etsi dhmiourgoÔn èna koinì diamoirazìmeno mustikì to opo�oe�nai èna nèo shme�o p�nw sthn kampÔlh.Tèlo, antall�soun mplok dedomènwnkruptografhmèna me to koinì diamoirazìmeno mustikì, ta opo�a ant�stoiqa a-pokruptografoÔn.H apìdosh tou prwtokìllou pou anaptÔxame, sugkr�jhkew pro th qronik  kajustèrhsh me ti ant�stoiqe ergas�e tou Malan kaiTinyECC.Analutik�, to prwtìkollo perigr�fetai sth sunèqeia.6.5.1 Fìrtwsh th Elleiptik  KampÔlh kai touShme�ou B�sh stou Kìmbou'Opw kai sthn ergas�a tou David Malan, ètsi kai sth diki� ma up�rqeimia dom  (C strut) pou onom�zetai Params kai perièqei ti kat�llhle me-tablhtè gia ton orismì twn paramètrwn th kruptrogr�fhsh elleiptik¸nkampul¸n.Oi par�metroi autè e�nai h ex�swsh th kampÔlh, h t�xh th, toaplopoihmèno polu¸numo kai to shme�o b�sh G.M�a kat�llhlh sun�rthshpou onom�zetai init() arqikopoie� thn elleiptik  kampÔlh kai ti paramètrouth se k�je kìmbo.'Etsi, h ex�swsh th kampÔlh e�nai h
y2 + xy = x3 + x2 + 1san aplopoihmèno polu¸numo qrhsimopoie�tai to:

f(x) = x163 + x7 + x6 + x3 + 1h t�xh th kampÔlh ( o arijmì twn shme�wn p�nw se aut ) e�nai:
0x4000000000000000000020108a2e0cc0d99f8a5efkai to shme�o b�sh e�nai to G = (Gx, Gy) me :

Gx = 0x2fe13c0537bbc11acaa07d793de4e6d5e5c94eee8kai
Gy = 0x289070fb05d38ff58321f2e800536d538ccdaa3d9103



6.5.2 Dhmiourg�a IdiwtikoÔ KleidioÔK�je kìmbo dhmiourge� ènan tuqa�o arijmì (m kou 21 bytes) o opo�o a-potele� to idiwtikì tou kleid�.H kat�llhlh dom  PrivKey arqikopoie�tai mekl sh th sun�rthsh gen_private_key().H sun�rthsh aut  qrhsimopoie�ti sunart sei srand() kai rand() pou parèqei h kl�sh PseudoRandomNum-berGenerator th platfìrma iSense kai epistrèfei to idiwtikì kleid� tou k�jekìmbou.Gia th gènnhsh yeudotuqa�wn arijm¸n, h sun�rthsh isense:: Pseudo-RandomNumberGenerator:: rand dèqetai mia arqikopoihmènh seed tim  apìth sun�rthsh isense:: PseudoRandomNumberGenerator:: srand(), h opo�akale�tai me ìrisma thn ek�stote tautìthta (os().id()) tou k�je kìmbou.6.5.3 Prìsjesh, Bajmwtì Pollaplasiasmì Sh-me�wn Elleiptik  KampÔlh kai Dhmiourg�aDhmos�ou KleidioÔGia thn prìsjesh dÔo shme�wn p�nw sthn elleiptik  kampÔlh qrhsimopoie�taih sun�rthsh _add() h opo�a dèqetai w or�smata dÔo shme�a th kampÔlhkai epistrèfei to apotèlesma th prìsjesh.Gia ton pollaplasiasmì enìshme�ou th elleiptik  kampÔlh me ènan akèraio arijmì qrhsimopoie�tai hsun�rthsh _mul() h opo�a dèqetai gia or�smata èna shme�o th kampÔlhkai ènan arijmì kai epistrèfei to nèo shme�o p�nw sthn kampÔlh.H sun�r-thsh aut  ulopoie� th duadik  mèjodo gia ton bajmwtì pollaplasiasmì sh-me�ou elleiptik  kampÔlh.Me b�sh th sun�rthsh _mul() dhmiourg sameth sun�rthsh gen_publi_key() h opo�a dhmiourge� to dhmìsio kleid� touk�je kìmbou.Autì g�netai pollaplasi�zonta to idiwtikì tou kleid� tou meto shme�o b�sh G th kampÔlh pou èqei arqikopoihje� apì th sun�rthshinit().Antisto�qw, leitourge� kai h sun�rthsh gen_shared_seret() h o-po�a dhmiourge� to koinì diamoirazìmeno mustikì, dhlad  èna shme�o p�nw sthnkampÔlh, an�mesa se dÔo kìmbou.To shme�o autì prokÔptei pollaplasi�zon-ta to idiwtikì kleid� enì kìmbou me to ant�stoiqo dhmìsio kleid� tou kìmboume ton opo�o epijume� na epikoinwn sei.6.5.4 Ellipti Curve Di�e-Hellman'Opw anafèrame kai prohgoumènw, sthn arq  tou prwtokìllou ma ektele-�tai h diadikas�a sumfwn�a kleidioÔ Di�e-Hellman ètsi ¸ste oi dÔo suskeuètou diktÔou na sumfwn soun se èna koinì mustikì.To mustikì autì e�nai ènanèo shme�o p�nw sthn elleiptik  kampÔlh.Kat� thn diadikas�a aut , oi kìmboiupolog�zoun to proswpikì kai dhmìsio kleid� tou me th qr sh twn sunar-t sewn gen_private_key() kai gen_publi_key().Sth sunèqeia antall�soun104



mhnÔmata pou perièqoun ta dhmìsia kleidi� tou me qr sh th sun�rthshsend() pou parèqei h kl�sh Radio th platfìrma iSense.H paralab  twnmhnum�twn g�netai me qr sh th sun�rthsh reeive() pou parèqei h kl�shReeiver th platfìrma iSense.AfoÔ h k�je suskeu  paral�bei to dhmìsiokleid� th �llh, upolog�zei to koinì diamoirazìmeno mustikì pollaplasi�zon-ta to idiwtikì th kleid� me to kleid� pou èlabe.Autì g�netai me th bo jeiath sun�rthsh gen_shared_seret().Met� apì th diadikas�a aut , oi kìm-boi èqoun sthn katoq  tou èna koinì kleid� me b�sh to opo�o mporoÔn nakruptografoÔn kai na apokruptografoÔn ta mhnÔmata pou epijumoÔn na an-tall�xoun.6.5.5 Mhqanismo� Kruptogr�fhsh kai Apokrupto-gr�fhsh DedomènwnSta pla�sia aut  th ergas�a anaptÔxame trei diaforetikoÔ mhqanismo-Ô kruptogr�fhsh/apokruptogr�fhsh dedomènwn oi opo�oi parousi�zontaiparak�tw.Provably Seure Ellipti Curve Enryption ShemeO pr¸to mhqanismì bas�zetai sto sq ma PSEC : Provably Seure ElliptiCurve Enryption Sheme pou parousi�zetai sto prìtupo IEEE P1363 giakruptograf�a dhmos�ou kleidioÔ.AfoÔ èqei g�nei sumfwn�a twn paramètrwnth kruptogr�fhsh elleiptik¸n kampul¸n(ex�swsh kampÔlh, shme�o b�sh
G ktl) kai mia sun�rthsh MAC(Message Authentiation Code), o qr sth
A kruptografe� to m numa M m kou length me to dhmìsio kleid� Q touqr sth B w ex :1. Upolog�zei to idiwtikì tou kleid� k kai katìpin to dhmìsio tou kleid�

R = kG = (xR, yR).2. Upolog�zei to koinì diamoirazìmeno mustikì P pollaplasi�zonta toidiwtikì tou kleid� k me to dhmìsio kleid� Q tou qr sth B.Dhlad ,
P = kQ = (xP , yP ).3. Qrhsimopoie� th x suntetagmènh tou koinoÔ mustikoÔ me mia sun�rth-sh paragwg  kleidioÔ (KDF: Key Derivation Funtion) ètsi ¸ste napar�gei èna kleid� K m kou length + 20.Ta pr¸ta length bytes toukleidioÔ K qrhsimopoioÔntai w kleid� kruptogr�fhsh EK kai ta u-pìloipa 20 bytes qrhsimopoioÔntai w kleid� aujentikìthta MK(MAC:Message Authentiation Code).105



4. An�mesa sto m numa M kai to kleid� kruptogr�fhsh EK ektele�tai hleitourg�a XOR, dhlad  EncData = M ⊕ EK.5. Sth sunèqeia qrhsimopoie�tai èna sq ma MAC p�nw sta kruptografh-mèna dedomèna kai to kleid� MK ètsi ¸ste na paraqje� èna tag D giato m numa.6. H èxodo tou algìrijmou kruptogr�fhsh e�nai h sunènwsh tou dhmo-s�ou kleidioÔ R me ta kruptografhmèna dedomèna EncData kai to tag Dpou qrhsimopoie�tai gia aujentikopo�hsh.Dhlad , C = R‖EncData‖D.Sto shme�o autì anafèroume ìti w sq maMAC (Message AuthentiationCode) qrhsimopoi same autì pou parousi�zetai sto prìtupo RFC 2104.Tosq ma autì qrhsimopoie� ton algìrijmo SHA-1 (Seure Hashing Algorithm)w sun�rthsh katakermatismoÔ.O SHA-1 epistrèfei èna 160-bit hash gia k�jemhnÔma mègistou megèjou (264 − 1)bits.H ant�stoiqh diadikas�a apokruptogr�fhsh tou kruptografhmènou mh-nÔmato C apì ton qr sth B perigr�fetai parak�tw.1. Arqik�, apì to kruptografhmèno m numa diab�zei to shme�o R pou e�naito dhmìsio kleid� tou qr sth A.Katìpin, upolog�zei to koinì diamoi-razìmeno mustikì P pollaplasi�zonta to idiwtikì tou kleid� q me tokleid� R tou qr sth A.Dhlad , P = qR = (xP , yP ).2. Qrhsimopoie� th x suntetagmènh tou koinoÔ mustikoÔ me th sun�rthshKDF kai par�gei èna kleid� K m kou length + 20.Ta pr¸ta lengthbytes tou kleidioÔ K qrhsimopoioÔntai w kleid� apokruptogr�fhsh
DK kai ta upìloipa 20 bytes qrhsimopoioÔntai w kleid� aujentikìthta
MK(MAC: Message Authentiation Code).3. Qrhsimopoie� to sq ma MAC p�nw sto kleid� MK kai ta kruptogra-fhmèna dedomèna ètsi ¸ste na epibebai¸sei to tag D.An to apotèlesmath sun�rthsh MAC den e�nai �dio me to tag apor�ptei to m numa.Meton trìpo autì, o qr sth B e�nai s�gouro ìti ta kruptografhmènadedomèna pou èlabe, dhmiourg jhkan apì to qr sth A.4. AfoÔ epibebai¸sei to tag D ektele� th leitourg�a XOR an�mesa stakruptografhmèna dedomèna kai to kleid� apokruptogr�fhsh DK kailamb�nei to arqikì m numa M .Oi sunart sei pou ulopoioÔn autìn to mhqanismì e�nai oi pse_enrypt()kai pse_derypt(). 106



Ellipti Curve Enryption ShemeO deÔtero mhqanismì kruptogr�fhsh bas�zetai ston algìrijmo ECES: El-lipti Curve Enryption Sheme.AfoÔ èqei g�nei sumfwn�a twn paramètrwnth kruptogr�fhsh elleiptik¸n kampul¸n(ex�swsh kampÔlh, shme�o b�sh
G ktl), o qr sth A kruptografe� to m numa M m kou length me to dhmìsiokleid� Q tou qr sth B w ex :1. Upolog�zei to idiwtikì tou kleid� k kai katìpin to dhmìsio tou kleid�

R = kG = (xR, yR).2. Upolog�zei to koinì diamoirazìmeno mustikì P pollaplasi�zonta toidiwtikì tou kleid� k me to dhmìsio kleid� Q tou qr sth B.Dhlad ,
P = kQ = (xP , yP ).3. Pollaplasi�zei to m numa M me th x suntetagmènh tou koinoÔ diamoira-zìmenou mustikou.Dhlad , EncData = MxP (modp), ìpou p h t�xh thkampÔlh.Prèpei na anafèroume sto shme�o autì ìti o pollaplasiasmìg�netai p�nw apì to ped�o th elleiptik  kampÔlh kai gia thn ektèles tou qrhsimopoie�tai h kat�llhlh sun�rthsh f_mul().4. H èxodo tou algìrijmou kruptogr�fhsh e�nai h sunènwsh tou dhmo-s�ou kleidioÔ R me ta kruptografhmèna dedomèna EncData .Dhlad ,
C = R‖EncData.Gia thn apokruptogr�fhsh tou mhnÔmato C, o paral pth B akolouje�ta ex  b mata:1. Arqik�, apì to kruptografhmèno m numa diab�zei to shme�o R pou e�naito dhmìsio kleid� tou qr sth A.Katìpin, upolog�zei to koinì diamoi-razìmeno mustikì P pollaplasi�zonta to idiwtikì tou kleid� q me tokleid� R tou qr sth A.Dhlad , P = qR = (xP , yP ).2. Antistrèfei thn x suntetagmènh tou koinoÔ mustikoÔ sto ped�o th el-leiptik  kampÔlh me qr sh th kat�llhlh sun�rthsh f_inv().3. Pollaplasi�zei to kruptografhmèno m numa me thn anestramènh sunte-tagmènh x kai lamb�nei to arqikì m numa.Oi sunart sei pou ulopoioÔn autìn to mhqanismì e�nai oi ees_enrypt()kai ees_derypt().
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Ellipti Curve El GamalTèlo, ègine ulopo�hsh kai tou ant�stoiqou mhqanismoÔ kruptogr�fhsh ElGamal gia elleiptikè kampÔle.Sto sq ma autì, o apostolèa èqei kwdi-kopoi sei to m numa tou se k�poio shme�o pou perièqetai sto ped�o th el-leiptik  kampÔlh.Gia thn kruptogr�fhsh tou shme�ou M o apostolèa Aakolouje� thn parak�tw diadikas�a.1. Upolog�zei to idiwtikì tou kleid� k kai katìpin to dhmìsio tou kleid�
R = kG = (xR, yR).2. Upolog�zei to koinì diamoirazìmeno mustikì P pollaplasi�zonta toidiwtikì tou kleid� k me to dhmìsio kleid� Q tou qr sth B.Dhlad ,
P = kQ = (xP , yP ).3. Prosjètei to shme�o M me to koinì diamoirazìmeno mustikì, dhlad 
EncPoint = P + M .Gia thn prìsjesh tou shme�ou M me to koinìdiamoirazìmeno mustikì p�nw sthn kampÔlh qrhsimopoie�tai h kat�llhlhsun�rthsh _add().4. H èxodo tou algìrijmou kruptogr�fhsh e�nai èna zeug�ri shme�wn thkampÔlh.To zeug�ri apotele�tai apì to dhmìsio kleid� R tou qr sth Akai ta kruptografhmèno shme�o EncPoint .Dhlad , C = (R, EncPoint).O paral pth ant�stoiqa akolouje� thn parak�tw diadikas�a gia thn apo-kruptogr�fhsh tou shme�ou M pou tou èsteile o A.1. Arqik�, apì to kruptografhmèno m numa diab�zei to shme�o R pou e�naito dhmìsio kleid� tou qr sth A kai upolog�zei to koinì diamoirazìmenomustikì P , pollaplasi�zonta to idiwtikì tou kleid� q me to kleid� Rtou qr sth A.Dhlad , P = qR = (xP , yP ).2. Afaire� apì to kruptografhmèno shme�o EncPoint to koinì diamoira-zìmeno mustikì kai lamb�nei to arqikì shme�o pou epijumoÔse na touste�lei o apostolèa A.Gia thn afa�resh tou koinoÔ diamoirazìmenou mu-stikoÔ apì to kruptografhmèno m numa, upolog�zetai to ant�jeto shme�otou koinoÔ diamoirazìmenou mustikoÔ p�nw sthn kampÔlh kai prost�je-tai sto kruptografhmèno m numa.Oi sunart sei pou ulopoioÔn ton parap�nw mhqanismì e�nai oi elga-mal_enrypt() kai elgamal_derypt().Anafèroume sto shme�o autì ìtito sq ma kruptogr�fhsh El Gamal mpore� na qrhsimopoihje� kai gia thnasfal  metafor� kleidi¸n an�mesa stou kìmbou.108



6.6 Apìdosh tou Prwtokìllou kai Sum-per�smataParak�tw exet�zoume thn apìdosh tou prwtokìllou ma w pro thn qronik kajustèrhsh kai th sugkr�noume me prohgoÔmene ergas�e.6.6.1 Apìdosh tou PrwtokìllouGia thn mètrhsh th apìdosh th kruptogr�fhsh me elleiptikè kampÔle u-polog�same ti qronikè di�rkeie gènnhsh idiwtikoÔ/dhmìsiou kleidioÔ, kru-ptogr�fhsh/apokruptogr�fhsh dedomènwn kai th diadikas�a sumfwn�akleidioÔ Di�e-Hellman sti suskeuè iSense.Oi qrìnoi auto� metr jhkan sanmèso ìro 100 epanal yewn th k�je leitourg�a kai fa�nontai ston para-k�tw p�naka.'Opw e�dame apì ta parap�nw sq mata kruptogr�fhsh/apokru-ptogr�fhsh, h kruptogr�fhsh dedomènwn proupojètei duo pollaplasiasmo-Ô p�nw sthn kampÔlh en¸ h apokruptogr�fhsh mìno èna.Ep�sh, o qrìnoth diadikas�a antallag  kleidi¸n Di�e-Hellman metr jhke san to qrìnodhmiourg�a twn idiwtik¸n/dhmos�wn kleidi¸n twn kìmbwn, sun to qrìno thapostol  twn mhnum�twn pou perièqoun ta dhmìdia kleidi�, sun to qrìnodhmiourg�a tou koinoÔ diamoirazìmenou kleidioÔ sthn k�je suskeu .P�naka 6.4: Qrìno ektèlesh se se twn di�forwn leitourgi¸n sti suskeu-è iSense.Leitourg�a QrìnoPrivate Key Generation 0.0924 sePubli Key Generation 11.6941 seECES Enrypt 22.5482 seECES Derypt 11.9986 sePSEC Enrypt 22.9369 sePSEC Derypt 11.8483 seEl Gamal Enrypt 22.6698 seEl Gamal Derypt 12.1214 seEllipti Curve Di�e-Hellman Key Agreement 24.6644 seApì ti parap�nw metr sei parathroÔme ìti h diadikas�a dhmiourg�a e-nì dhmos�ou kleidioÔ e�nai arket� qronobìra se sqèsh me th diadikas�a dh-miourg�a enì idiwtikoÔ kleidioÔ.Autì sumba�nei diìti h dhmiourg�a enì dh-mos�ou kleidioÔ bas�zetai ston pollaplasiasmì enì shme�ou th elleipti-k  kampÔlh me ènan meg�lo akèraio arijmì pou apotele� thn pio apaithtik 109



diadikas�a sthn kruptograf�a me elleiptikè kampÔle.Autì fa�netai kai a-pì ti metr sei gia ta sq mata kruptogr�fhsh/apokruptogr�fhsh afoÔw qrìno kruptogr�fhsh metr�tai o qrìno dhmiourg�a tou dhmos�ou kaitou koinoÔ kleidioÔ (pollaplasiasmì shme�ou kampÔlh me meg�lo arijmì)sun autìn th pragmatik  diadikas�a.To sq ma SPEC e�nai to pio argì ka-j¸ perilamb�nei kai th diadikas�a paragwg  tou MAC sto k�je m numa poukruptografe�tai.Parìla aut�, oi qronikè diaforè metaxÔ twn sqhm�twn kru-ptogr�fhsh/apokruptogr�fhsh e�nai polÔ mikrè.Tèlo, parathroÔme ìti hqronik  di�rkeia ektèlesh tou prwtokìllou Ellipti Curve Di�e-Hellmane�nai per�pou 24.6 se.Sth qronik  aut  di�rkeia perilamb�nontai dÔo pol-laplasiasmo� shme�ou elleiptik  kampÔlh me meg�lo arijmì, èna gia thdhmiourg�a tou dhmos�ou kleidioÔ kai èna gia th dhmiourg�a tou koinoÔ klei-dioÔ, kaj¸ kai oi qrìnoi antallag  twn mhnum�twn pou perilamb�noun tadhmìsia kleidi� (mègejo mhnum�twn 43 bytes).Apì to gegonì autì sumpe-ra�noume ìti h antallag  mhnum�twn sti suskeuè iSense e�nai polÔ gr gorhkai ìti met� apì upologismoÔ 24 deuterolèptwn dÔo suskeuè e�nai ètoimegia antallag  kruptografhmènwn mhnum�twn, endeqomènw me k�poio gr gorosummetrikì algìrijmo kruptogr�fhsh.Me qr sh th diepaf  iShell metr same thn katan�lwsh mn mh tou meta-frasmènou k¸dika prwtokìllou ma sto mikro-elegkt  JENNIC 5139R1 thsuskeu  iSense.Ta apotelèsmata fa�nontai ston parak�tw p�naka.P�naka 6.5: Katan�lwsh mn mh th ulopoihs  ma sth suskeu  iSense.iSense JENNIC 5139R1 Katan�lwsh Mn mhTotal Size 80200B.bss 488B.data 124B.text 79588BParathroÔme ìti to sunolikì mègejo th mn mh pou katanal¸nei to prw-tìkollo ma sth suskeu  iSense e�nai per�pou 80Kb.Genik�, oi kataskeuastèth platfìrma iSense prote�noun ìti o k¸dika twn efarmog¸n pou prìkeitaina fortwje� sti suskeuè prèpei na e�nai mikrìtero twn 90Kb.6.6.2 SÔgkrish tou Prwtokìllou ma me Prohgo-Ômene Ergas�eArqik�, sugkr�noume thn apìdosh tou prwtokìllou ma me to ant�stoiqo prw-tìkollo tou Malan.Anafèrame parap�nw ìti sthn ergas�a tou Malan h gèn-nhsh enì idiwtikoÔ kleidioÔ ektele�tai se 0.229 deuterìlepta kai h gènnh-110



sh enì dhmos�ou kleidioÔ se 34.116 deuterìlepta.To prwtìkollì ma stiant�stoiqe leitourg�e e�nai arket� pio gr goro ìpw fa�netai ston para-k�tw p�naka.To gegonì autì ofe�letai kur�w ston dunatìtero kai taqÔteromikro-elegkt  pou èqei h suskeu  iSense.Jum�zoume ìti o mikro-elegkt  thsuskeu  MICA2 leitourge� sta 7.38 MHz en¸ o mikro-elegkt  JENNIC5139R1 th suskeu  iSense leitourge� sta 16Mhz.H taqÔterh gènnhsh enìdhmos�ou kleidioÔ sth suskeu  iSense suma�nei ìti o bajmwtì pollaplasia-smì shme�ou ektele�tai polÔ pio gr gora, �ra kai to prwtìkollo sumfwn�akleidi¸n ECDH ektele�tai polÔ pio gr gora.P�naka 6.6: SÔgkrish twn leitourgi¸n gènnhsh idiwtikoÔ kai dhmos�ou klei-dioÔ an�mesa sti ulopoi sei EM-2.0 tou Malan sti suskeuè MICA2 kaith diki� ma sti suskeuè iSense.Leitourg�a MICA2 iSensePrivate Key Generation 0.229 se 0.092 sePubli Key Generation 34.161 se 11.694 seEn suneqe�a, sugkr�name ta apotelèsmata tou prwtokìllou ma me au-t� th ergas�a TinyECC.Sthn ergas�a TinyECC èqei ulopoihje� ep�sh oalgìrijmo PSEC gia ton opo�o sugkr�noume tou qrìnou ektèlesh krupto-gr�fhsh/apokruptogr�fhsh.Sto pr¸to sq ma fa�nontai oi qrìnoi ektèle-sh twn leitourgi¸n Enrypt, Derypt kai ECDH tou TinyECC kai tou prw-tokìllou ma.Ton�zoume ìti oi qrìnoi ektèlesh tou TinyECC fa�nontai giadi�fore platfìrme sti opo�e ektele�tai kai ìti ìle oi teqnikè beltistopo-�hsh e�nai energopoihmène.'Opw fa�netai kai sto parak�tw sq ma oi qrìnoiektèlesh tou TinyECC e�nai saf¸ grhgorìteroi.Autì ofe�letai tìso stiteqnikè beltistopo�hsh ìso kai stou grhgorìterou mikro-elegktè pouparèqoun k�poie apì ti platfìrme pou ektele�tai to TinyECC.Akìma, oidhmiourgo� tou TinyECC epèlexan thn an�ptuxh kruptograf�a me elleipti-kè kampÔle p�nw apì ta pr¸ta ped�a Fp me thn aitiolog�a ìti oi arijmhti-kè pr�xei p�nw apì ta duadik� ped�a F2p (sta opo�a bas�zetai h ulopo�hshma) den ekteloÔntai apodotik� stou mikro-elegktè qamhl¸n pìrwn twn ai-sjht rwn.Gia par�deigma, en¸ oi suskeuè TelosB(4MHz) ,MICAz (8MHz)kai Imote2 (13Mhz) e�nai pio argè apì th suskeu  iSense (16Mhz) petuqa-�noun kalÔterou qrìnou kur�w lìgw th teqnik  Sliding Window gia tobajmwtì pollaplasiasmì shme�ou elleiptik  kampÔlh.To prwtìkollo ma,qrhsimopoie� th duadik  mèjodo gia to bajmwtì pollaplasiasmì kai gia tolìgo autì h diadikas�a aut  e�nai arket� pio arg .
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Sq ma 6.10: SÔgkrish twn qrìnwn ektèlesh twn leitourgi¸n Enrypt, De-rypt kai ECDH an�mesa sto prwtokollì ma sth platfìrma iSense kai toTinyECC sti di�fore platfìrme ìtan ìle oi teqnikè beltistopo�hshe�nai energopoihmène.Tèlo, sugkr�name tou qrìnou ektèlesh twn parap�nw leitourgi¸nìtan oi teqnikè beltistopo�hsh tou TinyECC e�nai apenergopoihmène.Sthnper�ptwsh aut  oi qrìnoi tou prwtokìllou ma e�nai kalÔteroi se sqèsh meautoÔ th suskeu  MICAz kai TelosB.H suskeu  Imote2 (13Mhz), an kaiargìterh, petuqa�nei kalÔterou qrìnou diìti h an�ptuxh kruptograf�a el-leiptik¸n kampul¸n g�netai p�nw apì ta pr¸ta ped�a Fp kai ìqi p�nw apìta duadik� ped�a F2p th diki� ma ulopo�hsh.H suskeu  Imote2 petuqa�neikalÔterou qrìnou kaj¸ diajètei polÔ pio gr goro mikro-elegkt  apì au-tìn th suskeu  iSense.Ta apotelèsmata fa�nontai sthn parak�tw grafik par�stash.6.6.3 Sumper�smataSthn ergas�a aut , parousi�same thn an�ptuxh enì kruptografikoÔ prwto-kìllou me qr sh th kruptogr�fhsh elleiptik¸n kampul¸n (ECC: Ellipti112



Sq ma 6.11: SÔgkrish twn qrìnwn ektèlesh twn leitourgi¸n Enrypt, De-rypt kai ECDH an�mesa sto prwtokollì ma sth platfìrma iSense kai toTinyECC sti di�fore platfìrme ìtan ìle oi teqnikè beltistopo�hshe�nai apenergopoihmène.Curve Cryptography) se asÔrmata d�ktua aisjht rwn.H apìdosh tou prw-tokìllou axiolog jhke se pragmatikè suskeuè th seir� iSense kai sug-kr�jhke me aut n prohgoÔmenwn ergasi¸n (Malan, TinyECC).H apìdosh thergas�a TinyECC  tan se genikè grammè arket� kalÔterh lìgw twn dia-fìrwn teqnik¸n beltistopo�hsh pou uiojet jhkan kat� thn an�ptux  th.Wmellontikì stìqo jètoume thn efarmog  antisto�qwn teqnik¸n beltistopo-�hsh gia thn platfìrma iSense.Idia�tera, stoqeÔoume sthn ep�teuxh grhgo-rìterou bajmwtoÔ pollaplasiasmoÔ me elleiptikè kampÔle.'Opw e�dame kainwr�tera, h pr�xh aut  pa�zei shmantikì rìlo sth gènnhsh dhmos�ou kleidioÔ,sth diadikas�a sumfwn�a kleidioÔ Ellipti Curve Di�e Hellman kaj¸ stoumhqanismoÔ kruptogr�fhsh/apokruptogr�fhsh dedomènwn.Apì ti parap�nw metr sei sumpera�noume ìti me to up�rqon ulikì h a-n�ptuxh th kruptograf�a me elleiptikè kampÔle se asÔrmata d�ktua ai-sjht rwn e�nai efikt .To basikì pleonèkthma twn elleiptik¸n kampul¸n e�naiìti parèqoun thn �dia asf�leia me �lla sust mata kruptogr�fhsh dhmos�ou113



kleidioÔ (p.q. RSA) me qr sh polÔ mikrìterwn se mègejo kleidi¸n, ge-gonì pou sunep�getai mikrìterh katan�lwsh mn mh.Par� to gegonì autì,ìpw parathr same kai sti parap�nw metr sei h kruptogr�fhsh me elleipti-kè kampÔle katanal¸nei meg�lo mèro twn pìrwn tou sust mato.Eidik�,oi algìrijmoi kruptogr�fhsh/apokruptogr�fhsh dedomènwn e�nai arket�qronobìroi lìgw tou bajmwtoÔ pollaplasiasmoÔ pou e�nai arket� apaith-tik  pr�xh.Epiplèon, oi mhqanismo� kruptogr�fhsh/apokruptogr�fhsh de-domènwn pou anaptÔxame apoteloÔn kruptograf�a dhmos�ou kleidioÔ.'Opwanafèrame kai sto Kef�laio 2, h summetrik  kruptograf�a sumplhr¸neith kruptograf�a dhmos�ou kleidioÔ kai antistrìfw.'Etsi, oi elleiptikè kam-pÔle mporoÔn k�llista na qrhsimopoihjoÔn apodotik� se jèmata dianom  kaisumfwn�a kleidi¸n se asÔrmata d�ktua aisjht rwn en¸ gia thn kruptogr�fh-sh twn dedomènwn mpore� na qrhsimopoihje� k�poio summetrikì kruptosÔsthmato opo�o parèqei polÔ pio uyhloÔ rujmoÔ kruptogr�fhsh dedomènwn.
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Kef�laio 7Phga�o K¸dika
7.1 Eisagwg Sto kef�laio autì parousi�zoume ton phga�o k¸dika tou prwtokìllou pouanaptÔxame kaj¸ kai twn sunart sewn p�nw sti opo�e bas�zetai.Sto k�jearqe�o up�rqoun kat�llhla sqìlia pou epexhgoÔn ti leitourg�e pou èqounulopoihje�.7.2 To arqe�o "struts.h"Sto arqe�o autì or�zontai oi kat�llhle domè gia thn kruptogr�fhsh meelleiptikè kampÔle.1 /* ************************************************2 F i l e : " s t r u  t s . h"34 Desr i p t i on : In t h i s f i l e the appropr ia t e s t r u  t s5 f o r b i g number and e l l i p t i  urve opera t i ons are6 de f ined7 ************************************************ */89 // ons tan t s1011 // number o f b i t s in key12#define NUMBITS 1631314 // maximal number o f words requ i r ed to s t o r e a b i n t ;15 // tw i e the spae neessary to s t o r e a key , but a l l ow s16 // f o r ove r f l ow dur ing mu l t i p l i  a t i o n , a l b e i t a t a os t17 // ( in spae and , to some degree , time )18#define NUMWORDS (2 * ( ( in t16 ) ( (NUMBITS + 1) / 8 . + 0 . 5 ) ) )19 115



20 // p r im i t i v e s2122 // a type pr imar i l y f o r l oops ' i n d i  e s23 typedef i n t16 index_t ;2425 // a type f o r the mote ' s 8− b i t words26 typedef uint8 word_t ;2728 // a type f o r a mote ' s s t a t e29 typedef uint8 state_t ;3031 // s t r u  t u r e s3233 // a f i n i t e f i e l d e lement from GF(2) [ p ℄ , modulo some i r r e d u  i b l e34 // polynomial , r epre sen t ed wi th a po lynomia l b a s i s as35 // b_{p−1} x^{p−1} + b_{p−2} x^{p−2} + . . . + b_1 x^1 + b_036 strut Elt37 {38 // b_{p−1} o b_{p−2} o . . . o b_1 o b_0 ;39 // words are s to red as b i g endian , so b_{p−1} \ in va l [ 0 ℄ and40 // b_0 \ in va l [NUMWORDS−1℄41 uint8 va l [NUMWORDS℄ ;42 } ;43 typedef strut Elt Elt ;444546 // a urve over GF(2) [ p ℄ o f the form47 // y^2 + x y = x^3 + a_4 x^2 + a_648 strut Curve49 {50 // urve ' s  o e f f i  i e n t s51 Elt a4 ;52 Elt a6 ;5354 // modulus f o r po in t s on the urve55 uint8 modulus [NUMWORDS℄ ;5657 // number o f b i t s neessary to repre sen t modulus58 uint8 b i t l e ng th ;59 } ;60 typedef strut Curve Curve ;6162 // a point , ( x , y ) , on a urve63 strut Point64 {65 // po in t ' s oord ina t e s66 Elt x ;67 Elt y ;68 } ; 116



69 typedef strut Point Point ;7071 // parameters f o r ECC72 strut Params73 {74 // urve over whih ECC w i l l be performed75 Curve E ;7677 // a po in t on E o f order r78 Point G;7980 // a po s i t i v e , prime in t e g e r d i v i d i n g the number o f po in t s onE81 uint8 r [NUMWORDS℄ ;8283 // a p o s i t i v e prime in t ege r , s . t . k = #E/r84 uint8 k [NUMWORDS℄ ;8586 // f i e l d s h a l l be GF(2) [ p ℄87 uint16 p ;8889 //  o e f f i  i e n t s f o r i r r e d u  i b l e pentanomial ,90 // x^m + x^k3 + x^k2 + x^k1 + 191 uint8 pentanomial_k1 ;92 u int8 pentanomial_k2 ;93 u int8 pentanomial_k3 ;94 } ;95 typedef strut Params Params ;9697 // p r i v a t e key f o r ECC98 strut PrivKey99 {100 // the s e  r e t101 uint8 s [NUMWORDS℄ ;102 } ;103 typedef strut PrivKey PrivKey ;104105 // pu b l i  key f o r ECC106 strut PubKey107 {108 // the po in t109 Point W;110 } ;111 typedef strut PubKey PubKey ;112113 // b l o  k o f data114 strut DataBlok115 {116 // the po in t 117



117 uint8 d [NUMWORDS℄ ;118 } ;119 typedef strut DataBlok DataBlok ;Listing 7.1: "To arqe�o struts.h"7.3 To arqe�o "e.h"Sto arqe�o autì ulopoioÔntai oi sunart sei gia ti pr�xei me meg�lou ake-ra�ou, gia ti pr�xei me thn elleiptik  kampÔlh (prìsjesh kai pollaplasia-smì shme�ou), gia ti pr�xei p�nw sto ped�o th elleiptik  kampÔlh kaj¸kai gia ti kruptografikoÔ mhqanismoÔ pou anaptÔqjhkan.1 /* *******************************************************2 * F i l e : " e . h"3 *4 * Desr i p t i on :5 * Implementat ion o f b i g i n t e g e r rout ines , po in t rout ines ,6 * e l l i p t i  urve rout ines , f i e l d r ou t i n e s and rypto7 * r ou t i n e s8 ******************************************************* */910#inlude " s t r u  t s . h"11#inlude "sha1 . h"12#inlude <i s e n s e / u t i l /pseudo_random_number_generator . h>1314 // hard−oded domain parameters15 Params params ;1617 // b i n t r ou t i n e s18 inl ine index_t b_bit length ( u int8 * a ) ;19 inl ine void b_lear ( u int8 * a ) ;20 inl ine void b_learb i t ( u int8 * a , index_t i ) ;21 inl ine i n t8 b_ompareto ( u int8 * a , u int8 * b) ;22 inl ine void b_opy( u int8 * a , u int8 * b) ;23 inl ine bool b_isequal ( u int8 * a , u int8 * b) ;24 inl ine bool b_iszero ( u int8 * a ) ;25 inl ine void b_mod( u int8 * remp , u int8 * modp , in t16 l t h ) ;26 inl ine void b_setbit ( u int8 * a , index_t i ) ;27 inl ine void b_sh i f t l e f t ( u int8 * a , index_t i , u int8 * b) ;28 inl ine void b_sh i f t l e f t 1 ( u int8 * a , u int8 * b) ;29 inl ine void b_sh i f t l e f t 2 ( u int8 * a , u int8 * b) ;30 inl ine void b_sub( u int8 * fromp , u int8 *subp , in t16 l t h ) ;31 inl ine bool b_testb i t ( u int8 * a , index_t i ) ;32 inl ine void b_xor ( u int8 * a , u int8 * b , u int8 *  ) ;3334 // po in t r ou t i n e s 118



35 inl ine void p_lear ( Point * P0) ;36 inl ine void p_opy( Point * P0 , Point * P1) ;37 inl ine bool p_iszero ( Point * P0) ;3839 // urve r ou t i n e s40 inl ine void _add ( Point * P0 , Point * P1 , Point * Q) ;41 inl ine void _mul( u int8 * n , Point * P0 , Point * P1) ;4243 // f i e l d r ou t i n e s44 inl ine void f_add ( u int8 * a , u int8 * b , u int8 *  ) ;45 inl ine void f_inv ( u int8 * a , u int8 * d) ;46 inl ine void f_mod( u int8 * a , u int8 * b) ;47 inl ine void f_mul ( u int8 * a , u int8 * b , u int8 *  ) ;4849 // rypto r ou t i n e s50 inl ine uint8 * gen_private_key ( u int8 * a , u int8 b) ;51 inl ine Point * gen_publi_key( u int8 * a , Point * P0) ;52 inl ine Point * gen_shared_seret ( u int8 * a , Point * P0 , Point * P1) ;53 inl ine void ees_enrypt ( u int8 * a , u int8 * b , in t8 length , Point *P0) ;54 inl ine void ees_derypt ( u int8 * a , u int8 * b , in t8 length , Point *P1) ;55 inl ine void elgamal_enrypt ( Point * P0 , Point * P1 , Point *P2) ;56 inl ine void elgamal_derypt ( Point * P0 , Point * P1 , Point *P2) ;57 inl ine void pse_enrypt ( u int8 * a , u int8 * b , in t8 length , Point *P0) ;58 inl ine i n t8 pse_derypt ( u int8 * a , u int8 * b , in t8 length , Point *P0) ;59 inl ine void reate_datablok ( u int8 * a , in t8 length , u int8 b) ;6061 // i n i t i a l i z e urve and i t s parameters62 inl ine void i n i t ( ) ;6364 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//6566 // i n i t i a l i z e urve and i t s parameters67 inl ine void i n i t ( )68 {69 // i n i t i a l i z e modulus70 params . p = 163 ;71 params . pentanomial_k3 = 7 ;72 params . pentanomial_k2 = 6 ;73 params . pentanomial_k1 = 3 ;74 b_lear ( params .E. modulus ) ;75 b_setbit ( params .E . modulus , 163) ;76 b_setbit ( params .E . modulus , 7) ;77 b_setbit ( params .E . modulus , 6) ;78 b_setbit ( params .E . modulus , 3) ;119



79 b_setbit ( params .E . modulus , 0) ;80 params .E . b i t l e ng th = 164 ;8182 // i n i t i a l i z e urve83 b_lear ( params .E. a4 . va l ) ;84 params .E . a4 . va l [NUMWORDS − 1 ℄ = (word_t) 0x01 ;85 b_lear ( params .E. a6 . va l ) ;86 params .E . a6 . va l [NUMWORDS − 1 ℄ = (word_t) 0x01 ;8788 // i n i t i a l i z e r89 params . r [NUMWORDS − 21 ℄ = (word_t) 0x04 ;90 params . r [NUMWORDS − 20 ℄ = (word_t) 0x00 ;91 params . r [NUMWORDS − 19 ℄ = (word_t) 0x00 ;92 params . r [NUMWORDS − 18 ℄ = (word_t) 0x00 ;93 params . r [NUMWORDS − 17 ℄ = (word_t) 0x00 ;94 params . r [NUMWORDS − 16 ℄ = (word_t) 0x00 ;95 params . r [NUMWORDS − 15 ℄ = (word_t) 0x00 ;96 params . r [NUMWORDS − 14 ℄ = (word_t) 0x00 ;97 params . r [NUMWORDS − 13 ℄ = (word_t) 0x00 ;98 params . r [NUMWORDS − 12 ℄ = (word_t) 0x00 ;99 params . r [NUMWORDS − 11 ℄ = (word_t) 0x02 ;100 params . r [NUMWORDS − 10 ℄ = (word_t) 0x01 ;101 params . r [NUMWORDS − 9 ℄ = (word_t) 0x08 ;102 params . r [NUMWORDS − 8 ℄ = (word_t) 0xa2 ;103 params . r [NUMWORDS − 7 ℄ = (word_t) 0xe0 ;104 params . r [NUMWORDS − 6 ℄ = (word_t) 0x ;105 params . r [NUMWORDS − 5 ℄ = (word_t) 0x0d ;106 params . r [NUMWORDS − 4 ℄ = (word_t) 0x99 ;107 params . r [NUMWORDS − 3 ℄ = (word_t) 0 xf8 ;108 params . r [NUMWORDS − 2 ℄ = (word_t) 0xa5 ;109 params . r [NUMWORDS − 1 ℄ = (word_t) 0 xe f ;110111 // i n i t i a l i z e Gx112 params .G. x . va l [NUMWORDS − 21 ℄ = (word_t) 0x02 ;113 params .G. x . va l [NUMWORDS − 20 ℄ = (word_t) 0 x f e ;114 params .G. x . va l [NUMWORDS − 19 ℄ = (word_t) 0x13 ;115 params .G. x . va l [NUMWORDS − 18 ℄ = (word_t) 0x0 ;116 params .G. x . va l [NUMWORDS − 17 ℄ = (word_t) 0x53 ;117 params .G. x . va l [NUMWORDS − 16 ℄ = (word_t) 0x7b ;118 params .G. x . va l [NUMWORDS − 15 ℄ = (word_t) 0xb ;119 params .G. x . va l [NUMWORDS − 14 ℄ = (word_t) 0x11 ;120 params .G. x . va l [NUMWORDS − 13 ℄ = (word_t) 0xa ;121 params .G. x . va l [NUMWORDS − 12 ℄ = (word_t) 0xaa ;122 params .G. x . va l [NUMWORDS − 11 ℄ = (word_t) 0x07 ;123 params .G. x . va l [NUMWORDS − 10 ℄ = (word_t) 0xd7 ;124 params .G. x . va l [NUMWORDS − 9 ℄ = (word_t) 0x93 ;125 params .G. x . va l [NUMWORDS − 8 ℄ = (word_t) 0xde ;126 params .G. x . va l [NUMWORDS − 7 ℄ = (word_t) 0x4e ;127 params .G. x . va l [NUMWORDS − 6 ℄ = (word_t) 0x6d ;120



128 params .G. x . va l [NUMWORDS − 5 ℄ = (word_t) 0x5e ;129 params .G. x . va l [NUMWORDS − 4 ℄ = (word_t) 0x5 ;130 params .G. x . va l [NUMWORDS − 3 ℄ = (word_t) 0x94 ;131 params .G. x . va l [NUMWORDS − 2 ℄ = (word_t) 0xee ;132 params .G. x . va l [NUMWORDS − 1 ℄ = (word_t) 0xe8 ;133134 // i n i t i a l i z e Gy135 params .G. y . va l [NUMWORDS − 21 ℄ = (word_t) 0x02 ;136 params .G. y . va l [NUMWORDS − 20 ℄ = (word_t) 0x89 ;137 params .G. y . va l [NUMWORDS − 19 ℄ = (word_t) 0x07 ;138 params .G. y . va l [NUMWORDS − 18 ℄ = (word_t) 0 x0f ;139 params .G. y . va l [NUMWORDS − 17 ℄ = (word_t) 0xb0 ;140 params .G. y . va l [NUMWORDS − 16 ℄ = (word_t) 0x5d ;141 params .G. y . va l [NUMWORDS − 15 ℄ = (word_t) 0x38 ;142 params .G. y . va l [NUMWORDS − 14 ℄ = (word_t) 0 x f f ;143 params .G. y . va l [NUMWORDS − 13 ℄ = (word_t) 0x58 ;144 params .G. y . va l [NUMWORDS − 12 ℄ = (word_t) 0x32 ;145 params .G. y . va l [NUMWORDS − 11 ℄ = (word_t) 0 x1f ;146 params .G. y . va l [NUMWORDS − 10 ℄ = (word_t) 0x2e ;147 params .G. y . va l [NUMWORDS − 9 ℄ = (word_t) 0x80 ;148 params .G. y . va l [NUMWORDS − 8 ℄ = (word_t) 0x05 ;149 params .G. y . va l [NUMWORDS − 7 ℄ = (word_t) 0x36 ;150 params .G. y . va l [NUMWORDS − 6 ℄ = (word_t) 0xd5 ;151 params .G. y . va l [NUMWORDS − 5 ℄ = (word_t) 0x38 ;152 params .G. y . va l [NUMWORDS − 4 ℄ = (word_t) 0x ;153 params .G. y . va l [NUMWORDS − 3 ℄ = (word_t) 0xda ;154 params .G. y . va l [NUMWORDS − 2 ℄ = (word_t) 0xa3 ;155 params .G. y . va l [NUMWORDS − 1 ℄ = (word_t) 0xd9 ;156157 // i n i t i a l i z e k158 b_lear ( params . k ) ;159 params . k [NUMWORDS − 1 ℄ = (word_t) 0x02 ;160 }161162 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//163 // BINT ROUTINES164165 //  l e a r a b i n t166 inl ine void b_lear ( u int8 * a )167 {168 for ( in t16 i = 0 ; i < NUMWORDS; i++)169 {170 *( a+i )=0;171 }172 //memset(a , 0 , NUMWORDS) ;173 }174175 // Se t s i t h b i t ( where l e a s t s i g n i f i  a n t b i t i s 0 th b i t ) o f b i n t .176 inl ine void b_setbit ( u int8 * a , index_t i )121



177 {178 *( a + NUMWORDS − ( i / 8) − 1) |= (1 << ( i % 8) ) ;179 }180181 // Clears i t h b i t ( where l e a s t s i g n i f i  a n t b i t i s 0 th b i t ) o f b i n t.182 inl ine void b_learb i t ( u int8 * a , index_t i )183 {184 *( a + NUMWORDS − ( i / 8) − 1) &= (0 x f f f f ^ (1 << ( i % 8) ) ) ;185 }186187 // re turns t rue i f b i n t i s zero .188 inl ine bool b_iszero ( u int8 * a )189 {190 // index f o r loop191 index_t i ;192193 // determine whether b i n t i s 0 ; loop i gnore s top h a l f o f a [ ℄ ,194 // so i t ' d b e t t e r be modulo dp .E. modulus a l r eady ;195 // a s t i n g e f f e  t i v e l y u n r o l l s loop a b i t , s av ing us some y  l e s196 for ( i = 0 + NUMWORDS/2 , a = a + NUMWORDS − 2 ; i < NUMWORDS; i++, a−=2)197 i f (* ( ( u int16 *) a ) )198 return FALSE ;199200 return TRUE;201 }202203 //a=b204 inl ine void b_opy( u int8 * a , u int8 * b)205 {206 // index f o r loop207 index_t i ;208209 // opy a [ ℄ in to b [ ℄ ;  a s t i n g e f f e  t i v e l y u n r o l l s loop a b i t ,210 // sav ing us some  y  l e s211 for ( i = 0 ; i < NUMWORDS; i += 2)212 * ( ( u int16 *) (b + i ) ) = * ( ( u int16 *) ( a + i ) ) ;213 }214215 // = a XOR b216 inl ine void b_xor ( u int8 * a , u int8 * b , u int8 *  )217 {218 // index f o r loop219 index_t i ;220221 // l e t  [ ℄ = a [ ℄ XOR b [ ℄ ;  a s t i n g e f f e  t i v e l y u n r o l l s loop ab i t , 122



222 // sav ing us some  y  l e s223 for ( i = 0 ; i < NUMWORDS; i += 2 , a += 2 , b += 2 ,  += 2)224 * ( ( u int16 *)  ) = * ( ( u int16 *) a ) ^ * ( ( u int16 *) b) ;225 }226227 //Returns −1 i f a < b , 0 i f a == b , and 1 i f a > b .228 inl ine i n t8 b_ompareto ( u int8 * a , u int8 * b)229 {230231 // index f o r loop232 uint8 l t h = NUMWORDS;233234 // i t e r a t e over a [ ℄ and b [ ℄ , l o o k i n g f o r a d i f f e r e n  e235 while ( l t h && *a == *b)236 {237 a++;238 b++;239 l th−−;240 }241242 // i f we reahed end o f a [ ℄ and b [ ℄ , they ' re the same243 i f ( ! l t h )244 return 0 ;245246 // i f the urrent by t e in a [ ℄ i s g r e a t e r than t ha t in b [ ℄ ,247 // a [ ℄ i s b i g g e r than b [ ℄248 else i f (*a > *b)249 return 1 ;250251 // e l s e b [ ℄ i s b i g g e r than a [ ℄252 else253 return −1;254 }255256 // S h i f t s b i n t l e f t by n b i t s , s t o r i n g r e s u l t in b .257 inl ine void b_sh i f t l e f t ( u int8 * a , index_t n , u int8 * b)258 {259 // index v a r i a b l e260 index_t i ;261262 // s to rage f o r s h i f t ' s magnitudes263 index_t bytes , b i t s ;264265 // determine how f a r to s h i f t whole b y t e s266 bytes = n / 8 ;267268 // determine how f a r to s h i f t b i t s w i t h in b y t e s or aross269 // pa i r s o f b y t e s270 b i t s = n % 8 ; 123



271272 // s h i f t whole b y t e s as appropr ia t e273 i f ( bytes > 0)274 {275 for ( i = bytes ; i < NUMWORDS; i++)276 *(b + i−bytes ) = *( a + i ) ;277 for ( i = NUMWORDS − bytes ; i < NUMWORDS; i++)278 *(b + i ) = (word_t) 0x00 ;279 }280281 // e l s e prepare j u s t to s h i f t b i t s282 else i f ( bytes == 0)283 b_opy(a , b ) ;284285 // s h i f t b i t s as appropr ia t e286 for ( i = 1 ; i < NUMWORDS; i++)287 *(b + i − 1) = (* ( b + i −1) << b i t s ) | (* ( b + i ) >> (8 − b i t s )) ;288 *(b + NUMWORDS−1) = (* ( b + NUMWORDS−1) << b i t s ) ;289 }290291 // S h i f t s b i n t l e f t by 1 b i t . Though a  a l l to t h i s292 // fun t i on i s f u n  t i o n a l l y e qu i v a l en t to one to b_ s h i f t l e f t (a , 1 ,b ) ,293 // t h i s ve r s i on i s meant to op t imi ze a ommon ase ( s h i f t s by 1) .294 inl ine void b_sh i f t l e f t 1 ( u int8 * a , u int8 * b)295 {296 // index v a r i a b l e297 index_t i ;298299 i f ( a != b)300 b_opy(a , b ) ;301302 // s h i f t b i t s as appropr ia t e ; loop i s manually un ro l l e d a b i t303 // to save some  y  l e s304 for ( i = 1 ; i < NUMWORDS − 1 ; i++)305 {306 *(b + i −1) <<= 1 ;307 i f (* ( b + i ) & 0x0080)308 *(b+ i −1) |= 0x0001 ;309 i++;310 *(b + i −1) <<= 1 ;311 i f (* ( b + i ) & 0x0080)312 *(b+ i −1) |= 0x0001 ;313 }314 *(b + NUMWORDS−2) <<= 1 ;315 i f (* ( b + NUMWORDS−1) & 0x0080)316 *(b + NUMWORDS−2) |= 0x0001 ;317 *(b + NUMWORDS−1) <<= 1 ; 124



318 }319320 // S h i f t s b i n t l e f t by 2 b i t s .321 inl ine void b_sh i f t l e f t 2 ( u int8 * a , u int8 * b)322 {323 // index v a r i a b l e324 index_t i ;325326 i f ( a != b)327 b_opy(a , b ) ;328329330 // s h i f t b i t s as appropr ia t e331 for ( i = 1 ; i < NUMWORDS; i++)332 {333 *(b + i −1) <<= 2 ;334 i f (* ( b + i ) & 0x0040)335 *(b+ i −1) |= 0x0001 ;336 i f (* ( b + i ) & 0x0080)337 *(b+ i −1) |= 0x0002 ;338 }339 *(b + NUMWORDS−1) <<= 2 ;340 }341342 //Returns the number o f b i t s in the s h o r t e s t p o s s i b l er e p r e s en t a t i on o f t h i s b i n t .343 inl ine index_t b_bit length ( u int8 * a )344 {345 // index v a r i a b l e s ;346 index_t i ;347348 // l o  a l s t o rage349 uint8 n , x , y ;350351 // i t e r a t e over o the r by tes , l o o k i n g f o r most s i g n i f i  a n t s e tb i t ;352 // a l gor i t hm from Henry S . Warren Jr . , Haker ' s De l i g h t353 for ( i = 0 ; i < NUMWORDS; i++)354 {355 x = *( a+i ) ;356 i f ( x )357 {358 n = 8 ;359 y = x >> 4 ;360 i f ( y != 0) {n = n − 4 ; x = y ; }361 y = x >> 2 ;362 i f ( y != 0) {n = n − 2 ; x = y ; }363 y = x >> 1 ;364 i f ( y != 0) 125



365 return (NUMWORDS − i − 1) * 8 + (8 − (n − 2) ) ;366367 return (NUMWORDS − i − 1) * 8 + (8 − (n − x) ) ;368 }369 }370371 // i f no b i t s are se t , b i n t i s 0372 return 0 ;373 }374375 // t e s t i f b i t i−th b i t o f b i n t i s s e t376 inl ine bool b_testb i t ( u int8 * a , index_t i )377 {378 return (* ( a + NUMWORDS − ( i / 8) − 1) & (1 << ( i % 8) ) ) ;379 }380381 //Returns TRUE i f f b i n t s are equa l .382 inl ine bool b_isequal ( u int8 * a , u int8 * b)383 {384 // index v a r i a b l e385 index_t i ;386387 // i t e r a t e over b in t s , l o o k i n g f o r a d i f f e r e n  e388 for ( i = 0 ; i < NUMWORDS; i++)389 i f (* ( a + NUMWORDS − 1 − i ) != *(b + NUMWORDS − 1 − i ) )390 return FALSE ;391392 // i f no d i f f e r e n  e found , b i n t s are equa l393 return TRUE;394 }395396 // Sub t ra t s one s t r i n g o f unsigned b y t e s from another .397 inl ine void b_sub ( u int8 * fromp , u int8 *subp , in t16 l t h )398 {399 // l o  a l v a r i a b l e s400 uint8 *p , tmp ;401402 /* s t ep 1 */403 for ( subp += l th − 1 , fromp += l th − 1 ; l th−−; subp−−, fromp
−−)404 {405 tmp = * fromp ;406 * fromp −= *subp ;407408 /* have to borrow */409 i f (* fromp > tmp)410 {411 p = fromp ;412 do 126



413 {414 p−−;415 (* p )−−;416 }417 while (* p == 0 x f f ) ;418 }419 }420 }421422 // remodu lar i ze s by us ing long d i v i s i o n .423 inl ine void b_mod( u int8 * remp , u int8 * modp , in t16 l t h )424 {425 uint8 *hremp , /* p t r to urrent MSB o f remainder */426 * rtp , *mtp , /* tmp po in t e r s f o r omparing */427 *dtp , /* p t r f o r d i v i d i n g */428 td iv [ 2 ℄ ;429 u int16 tmp , quot ;430 in t16 t l t h ; /* ounter f o r main loop */431 uint8 j ;432 u int8 t r i a l s [ 1 6 ℄ ;433 u int8 subprod [ 1 + 9 6 ℄ ;434435 //memset( t r i a l s , 0 , 16) ;436 for ( in t16 i =0; i <16; i++)437 {438 t r i a l s [ i ℄=0;439 }440441 modp += NUMWORDS / 2 ;442 * t r i a l s = *modp >> 1 ;443 *( t r i a l s + 1) = *modp << 7 ;444 /* s t ep 1 */445 while ( b_ompareto ( remp , modp) > 0) b_sub ( remp , modp , l t h ) ;446 /* s t ep 2 */447 for ( hremp = remp , t l t h = l th ; t l th −−; hremp++)448 {449 /* s t ep 3 */450 * td iv = *hremp ;451 *( td iv + 1) = *( hremp + 1) ;452453 for ( j = 8 , dtp = t r i a l s , quot = 0 ; j−−; dtp += 2)454 {455 quot <<= 1 ;456 i f (* td iv > *dtp | | (* td iv == *dtp &&457 *( td iv + 1) >= *( dtp + 1) ) )458 {459 b_sub ( tdiv , dtp , 2) ;460 quot++;461 } 127



462 }463 /* s t ep 4 */464 while ( quot > 0xFF) quot = 0xFF ;465 * td iv = quot − ( ( quot ) ? 1 : 0) ;466 /* s t ep 5 */467 i f (* td iv )468 {469 //memset( subprod , 0 , l t h + 1) ;470 for ( in t16 i =0; i<l t h +1; i++)471 {472 subprod [ i ℄=0;473 }474475 for (mtp = &modp [ l t h − 1 ℄ , r tp = &subprod [ l t h ℄ , j = l t h ; j
−−;476 mtp−−)477 {478 tmp = *mtp * * td iv ;479 tmp += * r tp ;480 * rtp−− = tmp & 0xFF ;481 * r tp = (tmp >> 8) ;482 }483 while ( b_ompareto( subprod , hremp ) > 0)484 {485 b_sub(&subprod [ 1 ℄ , modp , l t h ) ;486 }487 b_sub ( hremp , subprod , l t h + 1) ;488 }489 /* s t ep 6 */490 while (* hremp | | b_ompareto(&hremp [ 1 ℄ , modp) > 0)491 b_sub(&hremp [ 1 ℄ , modp , l t h ) ;492 }493 }494495 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//496 //POINT ROUTINES497498 //  l e a r s a po in t .499 inl ine void p_lear ( Point * P0)500 {501 //  l e a r eah ord ina t e502 b_lear (P0−>x . va l ) ;503 b_lear (P0−>y . va l ) ;504 }505506 //Returns TRUE i f f P0 == (0 ,0) .507 inl ine bool p_iszero ( Point * P0)508 {509 return ( b_iszero (P0−>x . va l ) && b_iszero (P0−>y . va l ) ) ;128



510 }511512 //P1=P0513 inl ine void p_opy( Point * P0 , Point * P1)514 {515 // opy po in t ' s o rd ina t e s516 b_opy(P0−>x . val , P1−>x . va l ) ;517 b_opy(P0−>y . val , P1−>y . va l ) ;518 }519520 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//521 //CURVE ROUTINES522523 // Mu l t i p l i  a t i o n o f P0 by n−> r e s u l t s in P1 .524 //Based on Algori thm IV .1 on p . 63 o f525 //" E l l i p t i  Curves in Cryptography "526 // by I . F . Blake , G. Serouss i , N. P. Smart .527 inl ine void _mul( u int8 * n , Point * P0 , Point * P1)528 {529 // index v a r i a b l e530 index_t i ;531532 //  l e a r po in t533 p_lear (P1) ;534535 // perform mu l t i p l i  a t i o n536 for ( i = b_bit length (n ) − 1 ; i >= 0 ; i−−)537 {538 _add (P1 , P1 , P1) ;539 i f ( b_testb i t (n , i ) )540 _add (P1 , P0 , P1) ;541 }542 }543544 //Q=P1 + P2 .545 //Algori thm 7 in An Overview o f E l l i p t i  Curve Cryptography ,Lopez and Dahab .546 inl ine void _add ( Point * P1 , Point * P2 , Point * Q)547 {548 uint8 lambda [NUMWORDS℄ , numerator [NUMWORDS℄ ;549 Point T;550551 // 1 . i f P1 = 0552 i f ( p_iszero (P1) )553 {554 // Q <−− P2555 p_opy(P2 , Q) ;556 return ;557 } 129



558559 // 2 . i f P2 = 0560 i f ( p_iszero (P2) )561 {562 // Q <−− P1563 p_opy(P1 , Q) ;564 return ;565 }566567 // 3 . i f x1 = x2568 i f ( b_isequal (P1−>x . val , P2−>x . va l ) )569 {570 // i f y1 = y2571 i f ( b_isequal (P1−>y . val , P2−>y . va l ) )572 {573 // lambda = x1 + y1/x1574 f_inv (P1−>x . val , lambda ) ;575 f_mul ( lambda , P1−>y . val , lambda ) ;576 f_add ( lambda , P1−>x . val , lambda ) ;577578 // x3 = lambda^2 + lambda + a579 f_mul ( lambda , lambda , T. x . va l ) ;580 f_add (T. x . val , lambda , T. x . va l ) ;581 f_add (T. x . val , params .E . a4 . val , T. x . va l ) ;582 }583 else584 {585 // Q <−− 0586 b_lear (T. x . va l ) ;587 b_lear (T. y . va l ) ;588 }589 }590 else591 {592 // lambda <−− ( y2 + y1 ) /( x2 + x1 )593 f_add (P2−>y . val , P1−>y . val , numerator ) ;594 f_add (P2−>x . val , P1−>x . val , lambda ) ;595 f_inv ( lambda , lambda ) ;596 f_mul ( numerator , lambda , lambda ) ;597598 // x3 <−− lambda^2 + lambda + x1 + x2 + a599 f_mul ( lambda , lambda , T. x . va l ) ;600 f_add (T. x . val , lambda , T. x . va l ) ;601 f_add (T. x . val , P1−>x . val , T. x . va l ) ;602 f_add (T. x . val , P2−>x . val , T. x . va l ) ;603 f_add (T. x . val , params .E. a4 . val , T. x . va l ) ;604 }605606 // y3 <−− lambda ( x1 + x2 ) + x3 + y1130



607 f_add (P1−>x . val , T. x . val , T. y . va l ) ;608 f_mul (T. y . val , lambda , T. y . va l ) ;609 f_add (T. y . val , T. x . val , T. y . va l ) ;610 f_add (T. y . val , P1−>y . val , T. y . va l ) ;611612 // re turn613 p_opy(&T, Q) ;614 }615616 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//617 //FIELD ROUTINES618619 //  = a + b .620 inl ine void f_add ( u int8 * a , u int8 * b , u int8 *  )621 {622 b_xor ( a , b ,  ) ;623 }624625 //  = ab mod f626 //Algori thm 4 from High−Speed Sof tware Mu l t i p l i  a t i o n in F_{2^m}.627 //a , b , and/or  are a l l owed to po in t to the same memory .628 inl ine void f_mul ( u int8 * a , u int8 * b , u int8 *  )629 {630 // l o  a l v a r i a b l e s631 index_t i , j , k ;632 u int8 T[NUMWORDS℄ ;633634 // perform mu l t i p l i  a t i o n635 for ( i = 0 ; i < NUMWORDS; i++)636 *(T+i ) = 0x00 ;637 for ( j = 7 ; j >= 0 ; j−−)638 {639 for ( i = 0 ; i <= NUMWORDS/2−1; i++)640 i f ( b_testb i t ( a , i *8+ j ) )641 for ( k = 0 ; k <= NUMWORDS/2−1; k++)642 *(T+(NUMWORDS−1)−(k+i ) ) ^= *(b+(NUMWORDS−1)−k) ;643 i f ( j != 0) b_ sh i f t l e f t 1 (T, T) ;644 }645646 // modular redu t i on647 f_mod(T,  ) ;648649 }650651652 // b = a (mod modulus ) .653 // a and b are a l l owed to po in t to the same memory .654 // Hardoded at pre sen t wi th d e f a u l t urve ' s parameters to save131



 y  l e s .655 void f_mod( u int8 * a , u int8 * b)656 {657 // l o  a l v a r i a b l e s658 index_t blr , sh f ;659 in t8 omp ;660 uint8 r [NUMWORDS℄ ;661662 //  l e a r b i n t663 b_lear ( r ) ;664665 // modular redu t i on666 omp = b_ompareto ( a , params .E . modulus ) ;667 i f (omp < 0)668 {669 b_opy(a , b) ;670 return ;671 }672 else i f (omp == 0)673 {674 b_opy( r , b) ;675 return ;676 }677 b_opy(a , r ) ;678 while ( ( b l r = b_bit length ( r ) ) >= params .E . b i t l e ng th )679 {680 sh f = b l r − params .E. b i t l e ng th ;681 *( r + NUMWORDS − ((163+ sh f ) / 8) − 1) ^= (1 << ((163+ sh f )% 8) ) ;682 *( r + NUMWORDS − ((7+ sh f ) / 8) − 1) ^= (1 << ((7+ sh f ) %8) ) ;683 *( r + NUMWORDS − ((6+ sh f ) / 8) − 1) ^= (1 << ((6+ sh f ) %8) ) ;684 *( r + NUMWORDS − ((3+ sh f ) / 8) − 1) ^= (1 << ((3+ sh f ) %8) ) ;685 *( r + NUMWORDS − ((0+ sh f ) / 8) − 1) ^= (1 << ((0+ sh f ) %8) ) ;686 }687 b_opy( r , b ) ;688 }689690691 // d = a^−1.692 //Algori thm 8 in "Sof tware Implementat ion o f E l l i p t i  CurveCryptography693 //Over Binary F i e l d s " , D. Hankerson , J .L . Hernandez , A. Menezes .694 //a and d are a l l owed to po in t to the same memory .695 inl ine void f_inv ( u int8 * a , u int8 * d)696 { 132



697 // l o  a l v a r i a b l e s698 index_t i ;699 in t8 j ;700 u int8 * ptr ;701 u int8 anonymous [NUMWORDS* 5 ℄ ;702 u int8 * b = anonymous + NUMWORDS;703 uint8 *  = b + NUMWORDS;704 uint8 * u =  + NUMWORDS;705 uint8 * v = u + NUMWORDS;706707 // 1 . b <−− 1 ,  <−− 1 , u <−− a , v <−− f708 for ( i = 0 ; i < NUMWORDS; i++)709 {710 *(b+i ) = 0x00 ;711 *( +i ) = 0x00 ;712 *(v+i ) = *( params .E. modulus+i ) ;713 }714 *(b+NUMWORDS−1) = 0x01 ;715 f_mod(a , u) ;716717 // 2 . While deg (u) != 0718 while ( b_bit length (u) > 1)719 {720 // 2.1 j <−− deg (u) − deg ( v ) .721 j = ( b_bit length (u ) − 1) − ( b_bit length (v ) − 1) ;722723 // 2.2 I f j < 0 then :724 i f ( j < 0)725 {726 // u <−−> v727 ptr = u ;728 u = v ;729 v = ptr ;730731 // b <−−> 732 ptr = b ;733 b =  ;734  = ptr ;735736 // j <−− −j737 j = −j ;738 }739740 // 2.3 u <−− u + x^ j v741 swith ( j )742 {743 ase 0 :744 f_add (u , v , u) ;745 f_add (b ,  , b) ; 133



746 break ;747 ase 1 :748 b_sh i f t l e f t 1 (v , anonymous ) ;749 f_add (u , anonymous , u ) ;750 b_sh i f t l e f t 1 (  , anonymous ) ;751 f_add (b , anonymous , b ) ;752 break ;753 ase 2 :754 b_sh i f t l e f t 2 (v , anonymous ) ;755 f_add (u , anonymous , u ) ;756 b_sh i f t l e f t 2 (  , anonymous ) ;757 f_add (b , anonymous , b ) ;758 break ;759 default :760 b_sh i f t l e f t (v , j , anonymous ) ;761 f_add (u , anonymous , u ) ;762 b_sh i f t l e f t (  , j , anonymous ) ;763 f_add (b , anonymous , b ) ;764 break ;765 }766 }767 b_opy(b , d ) ;768 }769770 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−//771 //CRYPTO ROUTINEs772773774 // generate a sensor nodes p r i v a t e key775 inl ine uint8 * gen_private_key ( u int8 * a , u int8 b)776 {777 i s e n s e : : PseudoRandomNumberGenerator * R_=new i s e n s e : :PseudoRandomNumberGenerator ;778 for ( u int8 i = NUMWORDS/2 ; i < NUMWORDS; i++)779 {780 R_−>srand ( i ^b) ;781 *( a+i ) = (word_t ) R_−>rand (255) ;782 }783 //privKeyA . s = privKeyA . s (mod params . r )784 b_mod(a , params . r , NUMWORDS/2) ;785 return a ;786 }787788 // generate a sensor nodes p u b l i  key789 inl ine Point * gen_publi_key( u int8 * a , Point * P0)790 {791 _mul( a , &params .G, P0) ;792 return P0 ;793 } 134



794795 // generate a shared s e  r e t between two sensor nodes796 inl ine Point * gen_shared_seret ( u int8 * a , Point * P0 , Point * P1)797 {798 _mul( a , P0 , P1) ;799 return P1 ;800 }801802 // key d e r i v a t i on fun t i on803 void KDF( uint8 *K, in t32 K_len , u int8 *Z) {804 in t32 len , i ;805 u int8 z [ 20+4 ℄ ;806 SHA1Context tx ;807 u int8 sha1sum [ 2 0 ℄ ;808809 mempy( z , Z , 20) ;810 memset ( z + 20 , 0 , 3) ;811 //KDF812 l en = K_len ;813 i = 1 ;814 while ( l en > 0){815 z [ 20 + 3 ℄ = i ;816 SHA1Reset(&tx ) ;817 SHA1Update(&tx , z , 20+4) ;818 SHA1Digest(&tx , sha1sum) ;819 i f ( l en >= 20){820 mempy(K+(i −1)*20 , sha1sum , 20) ;821 }else{822 mempy(K+(i −1)*20 , sha1sum , l en ) ;823 }824 i++;825 l en = len − 20 ;826 }827 }828829 // fun t i on f o r ma genera t i on on the data and the key830 void hma_sha1( u int8 * text , i n t32 text_len , u int8 *key , in t32key_len , u int8 * d i g e s t )831 {832 SHA1Context ontext ;833 u int8 k_ipad [ 6 5 ℄ ; /* inner padding −834 * key XORd with ipad835 */836 uint8 k_opad [ 6 5 ℄ ; /* outer padding −837 * key XORd with opad838 */839 in t8 i ;840 135



841 /*842 * the HMAC_SHA1 transform l oo k s l i k e :843 * SHA1(K XOR opad , SHA1(K XOR ipad , t e x t ) )844 * where K i s an n by t e key845 * ipad i s the by t e 0x36 repeated 64 t imes846 * opad i s the by t e 0 x5 repeated 64 t imes847 * and t e x t i s the data be ing p r o t e  t e d848 */849850 /* s t a r t out by s t o r i n g key in pads */851 mempy( k_ipad , key , key_len ) ;852 memset ( k_ipad + key_len , 0 , 65 − key_len ) ;853 mempy(k_opad , key , key_len ) ;854 memset ( k_opad + key_len , 0 , 65 − key_len ) ;855856 /* XOR key wi th ipad and opad va lue s */857 for ( i =0; i <64; i++) {858 k_ipad [ i ℄ ^= 0x36 ;859 k_opad [ i ℄ ^= 0x5 ;860 }861 /*862 * perform inner SHA1863 */864 SHA1Reset(&ontext ) ; /* i n i t on t ex t f o r 1 s tpass */865 SHA1Update(&ontext , k_ipad , 64) ; /* s t a r t wi th inner pad*/866 SHA1Update(&ontext , text , text_len ) ; /* then t e x t o f datagram*/867 SHA1Digest(&ontext , d i g e s t ) ; /* f i n i s h up 1 s t pass*/868 /*869 * perform outer SHA1870 */871 SHA1Reset(&ontext ) ; /* i n i t on t ex t f o r 2ndpass */872 SHA1Update(&ontext , k_opad , 64) ; /* s t a r t wi th outer pad*/873 SHA1Update(&ontext , d i g e s t , 20) ;874 SHA1Digest(&ontext , d i g e s t ) ; /* then r e s u l t s o f 1 s thash */875876 }877878 // enrypt ion wi th ECIES sheme879 inl ine void pse_enrypt ( u int8 * a , u int8 * b , in t8 length , Point *P0)880 {881 // i n i t v a r i a b l e s 136



882 uint8 K[ 8 0 ℄ ;883 for ( in t8 m=0;m<80;m++)884 {885 K[m℄=0;886 }887 PrivKey privKeyA ;888 PubKey pubKeyA ;889 Point seretA ;890 b_lear ( privKeyA . s ) ;891 p_lear (&pubKeyA .W) ;892 p_lear (&seretA ) ;893894 // generate p r i v a t e key895 gen_private_key ( privKeyA . s , 3 1 ) ;896 // generate p u b l i  key897 gen_publi_key( privKeyA . s ,&pubKeyA .W) ;898 // gen shared s e  r e t899 gen_shared_seret ( privKeyA . s , P0,& seretA ) ;900901 // use KDF to generate K o f l en g t h message + hash902 // enkey len = leng th , makeylen = 20903 //KDF(K, l en g t h +20, seretA . x . v a l ) ;904 KDF(K, length +20, params .G. x . va l ) ;905 // enrypt the by t e b l o  k906 for ( in t16 i =0; i<length ; i++)907 {908 b [ i ℄ = a [ i ℄ ^ K[ i ℄ ;909 }910 //b_xor ( data , seretA . x . va l , data ) ;911 // hash the enrypted va lue wi th SHA−1912 hma_sha1(b , length ,K+length , 2 0 , b+length ) ;913 }914915 // deryp t i on wi th ECIES sheme916 inl ine i n t8 pse_derypt ( u int8 * a , u int8 * b , in t8 length , Point *P0)917 {918 // i n i t v a r i a b l e s919 uint8 K[ 8 0 ℄ ;920 for ( in t8 m=0;m<80;m++)921 {922 K[m℄=0;923 }924 PrivKey privKeyB ;925 Point seretB ;926 b_lear ( privKeyB . s ) ;927 p_lear (&seretB ) ;928929 uint8 ma [ 2 0 ℄ ; 137



930 for ( in t8 n=0;n<20;n++)931 {932 ma [ n ℄=0;933 }934 // generate p r i v a t e key935 gen_private_key ( privKeyB . s , 2 9 ) ;936 // gen shared s e  r e t937 gen_shared_seret ( privKeyB . s , P0,& seretB ) ;938939 //KDF(K, l eng th , sere tB . x . v a l ) ;940 KDF(K, length +20, params .G. x . va l ) ;941 // hash the enrypted data wi th the key and hek942 // i f they are the same wi th the hash o f the message943 hma_sha1( a , length ,K+length , 2 0 ,ma) ;944945 for ( in t16 i =0; i <20; i++)946 {947 i f (ma [ i ℄ != a [ l ength + i ℄ )948 return 6 ;949 }950 // deryp t951 for ( in t16 j =0; j<length ; j++)952 {953 b [ j ℄ = a [ j ℄ ^ K[ j ℄ ;954 }955 return l ength ;956 }957958 // enrypt a data b l o  k wi th the e l l i p t i  urve enrypt ion sheme959 inl ine void ees_enrypt ( u int8 * a , u int8 * b , in t8 length , Point *P0)960 {961 PrivKey privKeyA ;962 PubKey pubKeyA ;963 Point seretA ;964 b_lear ( privKeyA . s ) ;965 p_lear (&pubKeyA .W) ;966 p_lear (&seretA ) ;967968 // generate p r i v a t e key969 gen_private_key ( privKeyA . s , 3 1 ) ;970 // generate p u b l i  key971 gen_publi_key( privKeyA . s ,&pubKeyA .W) ;972 // gen shared s e  r e t973 gen_shared_seret ( privKeyA . s , P0,& seretA ) ;974 u int8 data [NUMWORDS℄ ;975 in t8 x=−1;976 // read 20 b y t e s eah time from by te array a977 for ( in t16 i =0; i<=length ; i=i+NUMWORDS/2)138



978 {979 x++;980 b_lear ( data ) ;981 for ( in t16 k=0;k<NUMWORDS/2−1;k++)982 {983 i f ( i==0)984 data [NUMWORDS/2+k+1℄=*(a+i+k ) ;985 else986 data [NUMWORDS/2+k+1℄=*(a+i+k−x ) ;987 }988 // enrypt the 20 by t e b l o  k989 f_mul ( data , seretA . x . val , data ) ;990 f_mod( data , data ) ;991 // re turn the enrypted b l o  k992 for ( in t16 j =0; j<NUMWORDS/2 ; j++)993 {994 *(b+i+j )=data [NUMWORDS/2+j ℄ ;995 }996 }997 }998999 // deryp t a data b l o  k a f t e r enrypted wi th e l l i p t i  urveenrypt ion sheme1000 inl ine void ees_derypt ( u int8 * a , u int8 * b , in t8 length , Point *P1)1001 {1002 PrivKey privKeyB ;1003 Point seretB ;1004 b_lear ( privKeyB . s ) ;1005 p_lear (&seretB ) ;1006 // generate p r i v a t e key1007 gen_private_key ( privKeyB . s , 2 9 ) ;1008 // gen shared s e  r e t1009 gen_shared_seret ( privKeyB . s , P1,& seretB ) ;10101011 uint8 data [NUMWORDS℄ ;1012 in t8 x=−1;1013 f_inv ( seretB . x . val , seretB . x . va l ) ;1014 // read 21 b y t e s eah time from the enrypted by t e array a1015 for ( in t16 i =0; i<length ; i=i+NUMWORDS/2−1)1016 {1017 x++;1018 b_lear ( data ) ;1019 for ( in t16 k=0;k<NUMWORDS/2 ; k++)1020 {1021 i f ( i==0)1022 data [NUMWORDS/2+k ℄=*(a+i+k ) ;1023 else1024 data [NUMWORDS/2+k℄=*(a+i+k+x) ;139



1025 }1026 // deryp t the 21 by t e b l o  k1027 f_mul ( data , seretB . x . val , data ) ;1028 f_mod( data , data ) ;1029 // re turn the derypted b l o  k1030 for ( in t16 j =0; j<NUMWORDS/2−1; j++)1031 {1032 *(b+i+j )=data [NUMWORDS/2+j +1℄ ;1033 }1034 }1035 }10361037 // user has enoded h i s message in to a po in t from the f i n i t e s e to f po in t s1038 // in the e l l i p t i  urve group1039 // enrypt a po in t us ing e l l i p t i  urve e l gamal enrypt ion sheme1040 // by adding the po in t wi th the shared s e  r e t po in t1041 inl ine void elgamal_enrypt ( Point * P0 , Point * P1 , Point *P2)1042 {1043 PrivKey privKeyA ;1044 PubKey pubKeyA ;1045 Point seretA ;1046 b_lear ( privKeyA . s ) ;1047 p_lear (&pubKeyA .W) ;1048 p_lear (&seretA ) ;10491050 // generate p r i v a t e key1051 gen_private_key ( privKeyA . s , 3 1 ) ;1052 // generate p u b l i  key1053 gen_publi_key( privKeyA . s ,&pubKeyA .W) ;1054 // gen shared s e  r e t1055 gen_shared_seret ( privKeyA . s , P1,& seretA ) ;1056 _add (P0,& seretA , P2) ;1057 }10581059 // deryp t the po in t a f t e r enrypted wi th e l l i p t i  urve e l gamalsheme1060 // by adding the po in t r e  e i v e d wi th the oppo s i t e o f the shareds e  r e t po in t1061 inl ine void elgamal_derypt ( Point * P0 , Point * P1 , Point * P2)1062 {1063 PrivKey privKeyB ;1064 Point seretB ;1065 b_lear ( privKeyB . s ) ;1066 p_lear (&seretB ) ;10671068 // generate p r i v a t e key1069 gen_private_key ( privKeyB . s , 2 9 ) ;1070 // gen shared s e  r e t 140



1071 gen_shared_seret ( privKeyB . s , P1,& seretB ) ;10721073 // a l u a t i n g the oppo s i t e o f the shared s e  r e t po in t1074 // in F_2[ p ℄ −−−> P=(xp , yp ) then −P=(xp , xp+yp )1075 f_add ( seretB . x . val , seretB . y . val , seretB . y . va l ) ;1076 _add (P0,& seretB , P2) ;1077 }1078 // rea t e a by t e b l o  k f o r sending1079 inl ine void reate_datablok ( u int8 * a , in t8 length , u int8 b)1080 {1081 i s e n s e : : PseudoRandomNumberGenerator * R_=new i s e n s e : :PseudoRandomNumberGenerator ;1082 for ( u int8 i = 0 ; i < length ; i++)1083 {1084 R_−>srand ( i ^b) ;1085 *( a+i ) = (word_t ) R_−>rand (255) ;1086 }1087 } Listing 7.2: "To arqe�o e.h"7.4 Ta arqe�a "sha.h" kai "sha1.h"Sto arqe�o "sha.h" or�zetai h dom  pou apojhkeÔei ti kat�llhle plhro-for�e gia ton algìrijmo katakermatismoÔ SHA-1, en¸ sto arqe�o "sha1.h"parousi�zetai h ulopo�hsh tou.1 /* ****************************************************************2 * F i l e : " sha . h"3 *4 * Desr i p t i on :5 * This i s the header f i l e f o r ode whih implements the Seure6 * Hashing Algori thm 1 as de f ined in FIPS PUB 180−1 pub l i s h e d7 * Apr i l 17 , 1995.8 *9 * Many o f the v a r i a b l e names in t h i s ode , e s p e  i a l l y the10 * s i n g l e hara t e r names , were used beause those were thenames11 * used in the p u b l i  a t i o n .12 *13 ****************************************************************/1415#ifndef _SHA1_H_16#define _SHA1_H_ 141



1718#ifndef _SHA_enum_19#define _SHA_enum_20 enum21 {22 shaSuess = 0 ,23 shaNull , /* Nul l po in t e r parameter */24 shaInputTooLong , /* input data too long */25 shaStateError /*  a l l e d Input a f t e r Resu l t */26 } ;27#endif28#define SHA1HashSize 202930 /*31 * This s t r u  t u r e w i l l ho ld on tex t in format ion f o r the SHA−132 * hash ing opera t i on33 */34 typedef strut SHA1Context35 {36 uint32 Intermediate_Hash [ SHA1HashSize / 4 ℄ ; /* Message Diges t*/3738 uint32 Length_Low ; /* Message l en g t h in b i t s*/39 uint32 Length_High ; /* Message l en g t h in b i t s*/4041 /* Index in to message b l o  k array*/42 uint16 Message_Blok_Index ;43 u int8 Message_Blok [ 6 4 ℄ ; /* 512− b i t message b l o  k s*/4445 in t8 Computed ; /* I s the d i g e s t omputed?*/46 in t8 Corrupted ; /* I s the message d i g e s torrupted ? */47 } SHA1Context ;4849#endif Listing 7.3: "To arqe�o sha.h"1 /* ************************************************************2 * F i l e : " sha1 . h"3 *4 * Desr i p t i on :5 * This f i l e implements the Seure Hashing Algori thm 1 as6 * de f ined in FIPS PUB 180−1 pub l i s h e d Apr i l 17 , 1995.142



7 *8 * The SHA−1, produes a 160− b i t message d i g e s t f o r a g iven9 * data stream . I t shou ld take about 2**n s t e p s to f i n d a10 * message wi th the same d i g e s t as a g iven message and11 * 2**(n/2) to f i n d any two messages wi th the same d i g e s t ,12 * when n i s the d i g e s t s i z e in b i t s . Therefore , t h i s13 * a l gor i t hm an serve as a means o f p rov id ing a14 * " f i n g e r p r i n t " f o r a message .15 *16 * Caveats :17 * SHA−1 i s des igned to work wi th messages l e s s than 2^64 b i t s18 * l ong . Although SHA−1 a l l ow s a message d i g e s t to be generated19 * f o r messages o f any number o f b i t s l e s s than 2^64 , t h i s20 * implementat ion on ly works wi th messages wi th a l en g t h t h a t i s21 * a mu l t i p l e o f the s i z e o f an 8− b i t hara t e r .22 ****************************************************************/2324#inlude "sha . h"25#define METHOD226 /*27 * Define the  i r  u l a r s h i f t maro28 */29#define SHA1CirularShi ft ( b i t s , word) \30 ( ( ( ( word) << ( b i t s ) ) & 0xFFFFFFFF) | \31 ( ( word) >> (32−( b i t s ) ) ) )3233 // fun t i on pro to t ype s34 void SHA1Reset( SHA1Context *) ;35 in t8 SHA1Digest ( SHA1Context * ontext , u int8 Message_Digest [SHA1HashSize ℄ ) ;36 in t8 SHA1Update( SHA1Context * ontext , onst uint8 *message_array ,u int32 length ) ;37 void SHA1ProessMessageBlok(SHA1Context *) ;38 void SHA1PadMessage( SHA1Context *) ;3940 /*41 * SHA1Reset42 *43 * Desr i p t i on :44 * This fun t i on w i l l i n i t i a l i z e the SHA1Context inprepara t i on45 * f o r omputing a new message d i g e s t .46 *47 * Parameters :48 * on tex t : [ in / out ℄49 * The on tex t to r e s e t .50 *51 * Returns : 143



52 * Nothing .53 *54 */55 void SHA1Reset( SHA1Context * ontext )56 {57 ontext−>Length_Low = 0 ;58 ontext−>Length_High = 0 ;59 ontext−>Message_Blok_Index = 0 ;6061 ontext−>Intermediate_Hash [ 0 ℄ = 0x67452301 ;62 ontext−>Intermediate_Hash [ 1 ℄ = 0xEFCDAB89;63 ontext−>Intermediate_Hash [ 2 ℄ = 0x98BADCFE;64 ontext−>Intermediate_Hash [ 3 ℄ = 0x10325476 ;65 ontext−>Intermediate_Hash [ 4 ℄ = 0xC3D2E1F0 ;6667 ontext−>Computed = 0 ;68 ontext−>Corrupted = 0 ;69 }7071 /*72 * SHA1Digest73 *74 * Desr i p t i on :75 * This fun t i on w i l l re turn the 160− b i t message d i g e s t in tothe76 * Intermediate_Hash array w i th in the SHA1Context prov ided77 *78 * Parameters :79 * on tex t : [ in / out ℄80 * The on tex t to use to  a l  u l a t e the SHA−1 hash .81 *82 * Returns :83 * 1 i f s u   e s s f u l , 0 i f i t f a i l e d .84 *85 * Comments :86 *87 */88 in t8 SHA1Digest ( SHA1Context * ontext , u int8 Message_Digest [SHA1HashSize ℄ )89 {90 uint8 i ;9192 i f ( ! ontext | | ! Message_Digest ) {93 return shaNul l ;94 }9596 i f ( ontext−>Corrupted ) {97 return ontext−>Corrupted ;98 } 144



99100 i f ( ! ontext−>Computed ) {101 SHA1PadMessage( ontext ) ;102 for ( i =0; i <64; ++i ) {103 /* message may be s e n s i t i v e ,  l e a r i t out */104 ontext−>Message_Blok [ i ℄ = 0 ;105 }106 ontext−>Length_Low = 0 ; /* and  l e a r l en g t h */107 ontext−>Length_High = 0 ;108 ontext−>Computed = 1 ;109110 }111112 for ( i = 0 ; i < SHA1HashSize ; ++i ) {113 Message_Digest [ i ℄ = ontext−>Intermediate_Hash [ i >>2℄114 >> 8 * ( 3 − ( i & 0x03 ) ) ;115 }116117 return 1 ;118 }119120 /*121 * SHA1Update122 *123 * Desr i p t i on :124 * This fun t i on aep t s an array o f o  t e t s as the nextpor t i on o f125 * the message .126 *127 * Parameters :128 * on tex t : [ in / out ℄129 * The SHA−1 on tex t to update130 * message_array : [ in ℄131 * An array o f hara t e r s r e p r e s en t i n g the next por t i ono f the132 * message .133 * l e n g t h : [ in ℄134 * The l en g t h o f the message in message_array135 *136 * Returns :137 * Nothing .138 *139 * Comments :140 *141 */142 in t8 SHA1Update( SHA1Context * ontext , onst uint8 *message_array ,u int32 length )143 {144 i f ( ! l ength ) { 145



145 return shaSuess ;146 }147148 i f ( ! ontext | | ! message_array ) {149 return shaNul l ;150 }151152 i f ( ontext−>Computed ) {153 ontext−>Corrupted = shaStateError ;154155 return shaStateError ;156 }157158 i f ( ontext−>Corrupted ) {159 return ontext−>Corrupted ;160 }161 while ( length−− && ! ontext−>Corrupted ) {162 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ =163 (*message_array & 0xFF) ;164165 ontext−>Length_Low += 8 ;166 i f ( ontext−>Length_Low == 0) {167 ontext−>Length_High++;168 i f ( ontext−>Length_High == 0){169 /* Message i s too long */170 ontext−>Corrupted = 1 ;171 }172 }173174 i f ( ontext−>Message_Blok_Index == 64){175 SHA1ProessMessageBlok( ontext ) ;176 }177178 message_array++;179 }180181 return shaSuess ;182 }183184 /*185 * SHA1ProessMessageBlok186 *187 * Desr i p t i on :188 * This fun t i on w i l l p roe s s the next 512 b i t s o f themessage189 * s t o red in the Message_Blok array .190 *191 * Parameters :192 * None . 146



193 *194 * Returns :195 * Nothing .196 *197 * Comments :198 * Many o f the v a r i a b l e names in the SHAContext , e s p e  i a l l ythe199 * s i n g l e hara t e r names , were used beause those were thenames200 * used in the p u b l i  a t i o n .201 *202 *203 */204205 void SHA1ProessMessageBlok( SHA1Context * ontext )206 {207 onst uint32 K[ ℄ = { /* Constants de f ined in SHA−1*/208 0x5A827999 ,209 0x6ED9EBA1 ,210 0x8F1BBCDC,211 0xCA62C1D6212 } ;213 u int8 t ; /* Loop ounter*/214 uint32 temp ; /* Temporary word va lue*/215#ifdef METHOD2216 uint8 s ;217 u int32 W[ 1 6 ℄ ;218#else219 uint32 W[ 8 0 ℄ ; /* Word sequene*/220#endif221 uint32 A, B, C, D, E ; /* Word bu f f e r s*/222223 /*224 * I n i t i a l i z e the f i r s t 16 words in the array W225 */226 for ( t = 0 ; t < 16 ; t++){227 W[ t ℄ = ( ( u int32 ) ontext−>Message_Blok [ t * 4 ℄ ) << 24 ;228 W[ t ℄ |= ( ( u int32 ) ontext−>Message_Blok [ t * 4 + 1 ℄ ) << 16 ;229 W[ t ℄ |= ( ( u int32 ) ontext−>Message_Blok [ t * 4 + 2 ℄ ) << 8 ;230 W[ t ℄ |= ( ( u int32 ) ontext−>Message_Blok [ t * 4 + 3 ℄ ) ;231 }232233#ifndef METHOD2234 for ( t = 16 ; t < 80 ; t++){ 147



235 W[ t ℄ = SHA1CirularShi ft ( 1 ,W[ t−3℄ ^ W[ t−8℄ ^ W[ t−14℄ ^ W[ t
−16℄) ;236 }237#endif238239 A = ontext−>Intermediate_Hash [ 0 ℄ ;240 B = ontext−>Intermediate_Hash [ 1 ℄ ;241 C = ontext−>Intermediate_Hash [ 2 ℄ ;242 D = ontext−>Intermediate_Hash [ 3 ℄ ;243 E = ontext−>Intermediate_Hash [ 4 ℄ ;244245 for ( t = 0 ; t < 20 ; t++){246#ifdef METHOD2247 s = t & 0x0f ;248 i f ( t >= 16){249 W[ s ℄ = SHA1CirularShi ft ( 1 ,250 W[ ( s + 13) & 0x0f ℄ ^ \251 W[ ( s + 8) & 0 x0f ℄ ^ \252 W[ ( s + 2) & 0 x0f ℄ ^ \253 W[ s ℄ ) ;254 }255 temp = SHA1CirularShi ft ( 5 ,A) +256 ( (B & C) | ((~B) & D) ) + E + W[ s ℄ + K[ 0 ℄ ;257#else258 temp = SHA1CirularShi ft ( 5 ,A) +259 ( (B & C) | ((~B) & D) ) + E + W[ t ℄ + K[ 0 ℄ ;260#endif261 E = D;262 D = C;263 C = SHA1CirularShi ft (30 ,B) ;264265 B = A;266 A = temp ;267 }268269 for ( t = 20 ; t < 40 ; t++){270#ifdef METHOD2271 s = t & 0x0f ;272 W[ s ℄ = SHA1CirularShi ft ( 1 ,273 W[ ( s + 13) & 0 x0f ℄ ^ \274 W[ ( s + 8) & 0x0f ℄ ^ \275 W[ ( s + 2) & 0x0f ℄ ^ \276 W[ s ℄ ) ;277 temp = SHA1CirularShi ft ( 5 ,A) + (B ^ C ^ D) + E + W[ s ℄ + K[ 1 ℄ ;278#else279 temp = SHA1CirularShi ft ( 5 ,A) + (B ^ C ^ D) + E + W[ t ℄ + K[ 1 ℄ ;280#endif 148



281 E = D;282 D = C;283 C = SHA1CirularShi ft (30 ,B) ;284 B = A;285 A = temp ;286 }287288 for ( t = 40 ; t < 60 ; t++){289#ifdef METHOD2290 s = t & 0x0f ;291 W[ s ℄ = SHA1CirularShi ft ( 1 ,292 W[ ( s + 13) & 0 x0f ℄ ^ \293 W[ ( s + 8) & 0x0f ℄ ^ \294 W[ ( s + 2) & 0x0f ℄ ^ \295 W[ s ℄ ) ;296 temp = SHA1CirularShi ft ( 5 ,A) +297 ( (B & C) | (B & D) | (C & D) ) + E + W[ s ℄ + K[ 2 ℄ ;298#else299 temp = SHA1CirularShi ft ( 5 ,A) +300 ( (B & C) | (B & D) | (C & D) ) + E + W[ t ℄ + K[ 2 ℄ ;301#endif302 E = D;303 D = C;304 C = SHA1CirularShi ft (30 ,B) ;305 B = A;306 A = temp ;307 }308309 for ( t = 60 ; t < 80 ; t++){310#ifdef METHOD2311 s = t & 0x0f ;312 W[ s ℄ = SHA1CirularShi ft ( 1 ,313 W[ ( s + 13) & 0 x0f ℄ ^ \314 W[ ( s + 8) & 0x0f ℄ ^ \315 W[ ( s + 2) & 0x0f ℄ ^ \316 W[ s ℄ ) ;317 temp = SHA1CirularShi ft ( 5 ,A) + (B ^ C ^ D) + E + W[ s ℄ + K[ 3 ℄ ;318#else319 temp = SHA1CirularShi ft ( 5 ,A) + (B ^ C ^ D) + E + W[ t ℄ + K[ 3 ℄ ;320#endif321 E = D;322 D = C;323 C = SHA1CirularShi ft (30 ,B) ;324 B = A;325 A = temp ;326 }327 149



328 ontext−>Intermediate_Hash [ 0 ℄ += A;329 ontext−>Intermediate_Hash [ 1 ℄ += B;330 ontext−>Intermediate_Hash [ 2 ℄ += C;331 ontext−>Intermediate_Hash [ 3 ℄ += D;332 ontext−>Intermediate_Hash [ 4 ℄ += E;333334 ontext−>Message_Blok_Index = 0 ;335 }336337 /*338 * SHA1PadMessage339 *340 * Desr i p t i on :341 * Aording to the standard , the message must be padded toan even342 * 512 b i t s . The f i r s t padding b i t must be a '1 ' . The l a s t64343 * b i t s r epre sen t the l en g t h o f the o r i g i n a l message . A l lb i t s in344 * between shou ld be 0 . This fun t i on w i l l pad the message345 * aord ing to those r u l e s by f i l l i n g the Message_Blokarray346 * aord ing l y . I t w i l l a l s o  a l l SHA1ProessMessageBlok ( )347 * app rop r i a t e l y . When i t re turns , i t an be assumed t ha tthe348 * message d i g e s t has been omputed .349 *350 * Parameters :351 * on tex t : [ in / out ℄352 * The on tex t to pad353 *354 * Returns :355 * Nothing .356 *357 * Comments :358 *359 */360361 void SHA1PadMessage( SHA1Context * ontext )362 {363 /*364 * Chek to see i f the urrent message b l o  k i s too smal l toho ld365 * the i n i t i a l padding b i t s and l en g t h . I f so , we w i l l padthe366 * b lok , p roe s s i t , and then ont inue padding in to aseond367 * b l o  k .368 */ 150



369 i f ( ontext−>Message_Blok_Index > 55){370 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ = 0x80 ;371 while ( ontext−>Message_Blok_Index < 64){372 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ = 0 ;373 }374375 SHA1ProessMessageBlok( ontext ) ;376377 while ( ontext−>Message_Blok_Index < 56){378 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ = 0 ;379 }380 }else{381 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ = 0x80 ;382 while ( ontext−>Message_Blok_Index < 56){383 ontext−>Message_Blok [ ontext−>Message_Blok_Index++℄ = 0 ;384 }385 }386387 /*388 * Store the message l en g t h as the l a s t 8 o  t e t s389 */390 ontext−>Message_Blok [ 5 6 ℄ = ontext−>Length_High >> 24 ;391 ontext−>Message_Blok [ 5 7 ℄ = ontext−>Length_High >> 16 ;392 ontext−>Message_Blok [ 5 8 ℄ = ontext−>Length_High >> 8 ;393 ontext−>Message_Blok [ 5 9 ℄ = ontext−>Length_High ;394 ontext−>Message_Blok [ 6 0 ℄ = ontext−>Length_Low >> 24 ;395 ontext−>Message_Blok [ 6 1 ℄ = ontext−>Length_Low >> 16 ;396 ontext−>Message_Blok [ 6 2 ℄ = ontext−>Length_Low >> 8 ;397 ontext−>Message_Blok [ 6 3 ℄ = ontext−>Length_Low ;398399 SHA1ProessMessageBlok( ontext ) ;400 } Listing 7.4: "To arqe�o sha1.h"7.5 To arqe�o "TimeProviderDemoApplia-tion.pp"To arqe�o autì perièqei thn efarmog  iSense pou ektele� to prwtìkollìma.'Opw anafèrame sto prohgoÔmeno kef�laio, dÔo suskeuè th seir�iSense afoÔ dhmiourg soun to idiwtikì kai dhmìsio kleid� tou ekteloÔn thdiadikas�a sumfwn�a kleidioÔ Di�e-Hellman.'Etsi katal goun se èna nèokleid� me to opo�o antall�soun kruptografhmèna mplok dedomènwn.151



1 /* ************************************************2 F i l e : "TimeProviderDemoAppliation . pp"34 Desr i p t i on :5 1 . 2 nodes  rea t e t h e i r p r i v a t e and pu b l i  keys6 2 . E l l i p t i  urve d i f f i e he l lman : they rea t e a shared7 s e  r e t ( po in t on the urve )8 3 . they exhange enrypted data b l o  k s and deryp t9 ************************************************ */1011#inlude <i s e n s e / app l i  a t i on . h>12#inlude <i s e n s e / on f i g . h>13#inlude <i s e n s e /os . h>14#inlude <i s e n s e / d i spa the r . h>15#inlude <i s e n s e / rad io . h>16#inlude <i s e n s e / task . h>17#inlude <i s e n s e / timeout_handler . h>18#inlude <i s e n s e / i s e n s e . h>19#inlude <i s e n s e / uart . h>20#inlude <i s e n s e / d i spa the r . h>21#inlude <i s e n s e / time . h>22#inlude <i s e n s e /button_handler . h>23#inlude <i s e n s e / s l eep_handler . h>24#inlude <i s e n s e /modules/ore_module/ore_module . h>25#inlude <i s e n s e / u t i l / u t i l . h>26#inlude <i s e n s e / p r o t o  o l s / rout ing/ f l o od i ng . h>27#inlude <i s e n s e / p r o t o  o l s /time_syn/onfirm_time . h>28#inlude " e . h"2930#define MILLISECONDS 400031#define PUB_KEY_MSG 15032#define BLOCK_ENCR_MSG 15133#define TASK_GENKEYS 134#define TASK_SEND_PUBLIC 235#define TASK_GEN_SHAREDKEY 336#define TASK_SEND_ENCRYPTED 437 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−38 /**39 */40 using namespae i s e n s e ;4142 lass TimeProviderDemoAppliation :43 publi i s e n s e : : Appl i at ion ,44 publi i s e n s e : : Reeiver ,45 publi i s e n s e : : Sender ,46 publi i s e n s e : : TimeoutHandler ,47 publi i s e n s e : : Task48 152



49 {50 publi :51 TimeProviderDemoAppliation ( i s e n s e : : Os& os ) ;5253 virtual ~TimeProviderDemoAppliation ( ) ;5455 ///From i s en s e : : App l i a t i on56 virtual void boot (void ) ;5758 ///From i s en s e : : Ree iver59 virtual void r e  e i v e ( u int8 len , onst uint8 * buf , u int16sr_addr , u int16 dest_addr , u int16 l q i , u int8 seq_no , u int8i n t e r f a  e ) ;6061 ///From i s en s e : : Sender62 virtual void onf irm ( u int8 state , u int8 t r i e s , i s e n s e : : Timetime ) ;6364 ///From i s en s e : : Task65 virtual void exeute ( void* userdata ) ;6667 ///From i s en s e : : TimeoutHandler68 virtual void timeout ( void* userdata ) ;69 private :70 TimeSyn* ts_ ;7172 // A l i  e ' s p r i v a t e key73 PrivKey privKeyA ;7475 // A l i  e ' s p u b l i  key76 PubKey pubKeyA ;7778 // A l i  e sends79 DataBlok sendvalue ;8081 // bob r e  e i v e s82 DataBlok enryptedva lue ;83 DataBlok r e  e i v edva l u e ;84 DataBlok deryptedva lue ;8586 Point Reover ;87 // A l i  e and Bob ' s shared s e  r e t88 Point seretA ;89 Point ElGamalSend ;90 Point ElGamalReeive ;91 } ;9293 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−94 TimeProviderDemoAppliation : : 153



95 TimeProviderDemoAppliation ( i s e n s e : : Os& os )96 : i s e n s e : : Appl i at ion ( os )97 {98 }99100 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−101 TimeProviderDemoAppliation : :102 ~TimeProviderDemoAppliation ( )103104 {105 }106107 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−108 void109 TimeProviderDemoAppliation : :110 boot (void )111 {112 os_ . debug ( " I am dev i  e %d and i Boot" , os ( ) . id ( ) ) ;113 os_ . d i spa t he r ( ) . add_reeiver ( this ) ;114 os_ . a l low_sleep ( fa l se ) ;115116 // i n i t i a l i z e s t o rage f o r keys117 p_lear(&pubKeyA .W) ;118 b_lear ( privKeyA . s ) ;119 b_lear ( sendvalue . d ) ;120 b_lear ( r e  e i v edva l u e . d) ;121 b_lear ( enryptedva lue . d ) ;122 b_lear ( deryptedva lue . d ) ;123124 // i n i t i a l i z e s t o rage f o r s e  r e t125 p_lear(&seretA ) ;126 p_lear(&Reover ) ;127 p_lear(&ElGamalSend ) ;128 p_lear(&ElGamalReeive ) ;129130 // i n i t i a l i z e urve and i t s parameters131 i n i t ( ) ;132 os ( ) . debug ( " Sensor pre loaded key ( e l l i p t i  urve base po int) i s : " ) ;133 os ( ) . debug ( "X  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,134 params .G. x . va l [NUMWORDS/2 ℄ , params .G. x . va l [NUMWORDS/2+1℄ ,params .G. x . va l [NUMWORDS/2+2℄ , params .G. x . va l [NUMWORDS/2+3℄ ,135 params .G. x . va l [NUMWORDS/2+4℄ , params .G. x . va l [NUMWORDS/2+5℄ ,params .G. x . va l [NUMWORDS/2+6℄ , params .G. x . va l [NUMWORDS/2+7℄ ,136 params .G. x . va l [NUMWORDS/2+8℄ , params .G. x . va l [NUMWORDS/2+9℄ ,params .G. x . va l [NUMWORDS/2+10℄ , params .G. x . va l [NUMWORDS154



/2+11℄ ,137 params .G. x . va l [NUMWORDS/2+12℄ , params .G. x . va l [NUMWORDS/2+13℄ , params .G. x . va l [NUMWORDS/2+14℄ , params .G. x . va l [NUMWORDS/2+15℄ ,138 params .G. x . va l [NUMWORDS/2+16℄ , params .G. x . va l [NUMWORDS/2+17℄ , params .G. x . va l [NUMWORDS/2+18℄ , params .G. x . va l [NUMWORDS/2+19℄ ,139 params .G. x . va l [NUMWORDS/2+20℄) ;140141 os ( ) . debug ( "Y  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,142 params .G. y . va l [NUMWORDS/2 ℄ , params .G. y . va l [NUMWORDS/2+1℄ ,params .G. y . va l [NUMWORDS/2+2℄ , params .G. y . va l [NUMWORDS/2+3℄ ,143 params .G. y . va l [NUMWORDS/2+4℄ , params .G. y . va l [NUMWORDS/2+5℄ ,params .G. y . va l [NUMWORDS/2+6℄ , params .G. y . va l [NUMWORDS/2+7℄ ,144 params .G. y . va l [NUMWORDS/2+8℄ , params .G. y . va l [NUMWORDS/2+9℄ ,params .G. y . va l [NUMWORDS/2+10℄ , params .G. y . va l [NUMWORDS/2+11℄ ,145 params .G. y . va l [NUMWORDS/2+12℄ , params .G. y . va l [NUMWORDS/2+13℄ , params .G. y . va l [NUMWORDS/2+14℄ , params .G. y . va l [NUMWORDS/2+15℄ ,146 params .G. y . va l [NUMWORDS/2+16℄ , params .G. y . va l [NUMWORDS/2+17℄ , params .G. y . va l [NUMWORDS/2+18℄ , params .G. y . va l [NUMWORDS/2+19℄ ,147 params .G. y . va l [NUMWORDS/2+20℄) ;148149 ts_=new TimeSyn ( os ( ) ) ;150 // a l i n g the ta sk f o r p r i v a t e and pu b l i  key genera t i on151 os_ . add_task( this , (void *)TASK_GENKEYS) ;152 }153154 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−155 void156 TimeProviderDemoAppliation : :157 exeute ( void* userdata )158 {159 ts_−>launh_time_syn ( ) ;160161 // ta sk f o r node p r i v a t e and pu b l i  key genera t i on162 i f ( ( u int32 ) userdata == TASK_GENKEYS)163 {164 os ( ) . debug ( "Generat ing p r i v a t e and pub l i  key ! " ) ;165 // genera t ing p r i v a t e key166 gen_private_key ( privKeyA . s , os ( ) . id ( ) ) ;167168 os ( ) . debug ( "My pr i v a t e key i s : " ) ;169 os ( ) . debug ( "%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,155



170 privKeyA . s [NUMWORDS/2 ℄ , privKeyA . s [NUMWORDS/2+1℄ , privKeyA . s [NUMWORDS/2+2℄ , privKeyA . s [NUMWORDS/2+3℄ ,171 privKeyA . s [NUMWORDS/2+4℄ , privKeyA . s [NUMWORDS/2+5℄ , privKeyA . s [NUMWORDS/2+6℄ , privKeyA . s [NUMWORDS/2+7℄ ,172 privKeyA . s [NUMWORDS/2+8℄ , privKeyA . s [NUMWORDS/2+9℄ , privKeyA . s [NUMWORDS/2+10℄ , privKeyA . s [NUMWORDS/2+11℄ ,173 privKeyA . s [NUMWORDS/2+12℄ , privKeyA . s [NUMWORDS/2+13℄ , privKeyA . s [NUMWORDS/2+14℄ , privKeyA . s [NUMWORDS/2+15℄ ,174 privKeyA . s [NUMWORDS/2+16℄ , privKeyA . s [NUMWORDS/2+17℄ , privKeyA . s [NUMWORDS/2+18℄ , privKeyA . s [NUMWORDS/2+19℄ ,175 privKeyA . s [NUMWORDS/2+20℄) ;176177 // genera t ing p u b l i  key178 gen_publi_key( privKeyA . s ,&pubKeyA .W) ;179180 os ( ) . debug ( "My pub l i  key i s : " ) ;181 os ( ) . debug ( "X  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,182 pubKeyA .W. x . va l [NUMWORDS/2 ℄ , pubKeyA .W. x . va l [NUMWORDS/2+1℄ ,pubKeyA .W. x . va l [NUMWORDS/2+2℄ ,pubKeyA .W. x . va l [NUMWORDS/2+3℄ ,183 pubKeyA .W. x . va l [NUMWORDS/2+4℄ ,pubKeyA .W. x . va l [NUMWORDS/2+5℄ ,pubKeyA .W. x . va l [NUMWORDS/2+6℄ ,pubKeyA .W. x . va l [NUMWORDS/2+7℄ ,184 pubKeyA .W. x . va l [NUMWORDS/2+8℄ ,pubKeyA .W. x . va l [NUMWORDS/2+9℄ ,pubKeyA .W. x . va l [NUMWORDS/2+10℄ ,pubKeyA .W. x . va l [NUMWORDS/2+11℄ ,185 pubKeyA .W. x . va l [NUMWORDS/2+12℄ ,pubKeyA .W. x . va l [NUMWORDS/2+13℄ ,pubKeyA .W. x . va l [NUMWORDS/2+14℄ ,pubKeyA .W. x . va l [NUMWORDS/2+15℄ ,186 pubKeyA .W. x . va l [NUMWORDS/2+16℄ ,pubKeyA .W. x . va l [NUMWORDS/2+17℄ ,pubKeyA .W. x . va l [NUMWORDS/2+18℄ ,pubKeyA .W. x . va l [NUMWORDS/2+19℄ ,187 pubKeyA .W. x . va l [NUMWORDS/2+20℄) ;188189 os ( ) . debug ( "Y  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,190 pubKeyA .W. y . va l [NUMWORDS/2 ℄ , pubKeyA .W. y . va l [NUMWORDS/2+1℄ ,pubKeyA .W. y . va l [NUMWORDS/2+2℄ ,pubKeyA .W. y . va l [NUMWORDS/2+3℄ ,191 pubKeyA .W. y . va l [NUMWORDS/2+4℄ ,pubKeyA .W. y . va l [NUMWORDS/2+5℄ ,pubKeyA .W. y . va l [NUMWORDS/2+6℄ ,pubKeyA .W. y . va l [NUMWORDS/2+7℄ ,192 pubKeyA .W. y . va l [NUMWORDS/2+8℄ ,pubKeyA .W. y . va l [NUMWORDS/2+9℄ ,pubKeyA .W. y . va l [NUMWORDS/2+10℄ ,pubKeyA .W. y . va l [NUMWORDS/2+11℄ ,193 pubKeyA .W. y . va l [NUMWORDS/2+12℄ ,pubKeyA .W. y . va l [NUMWORDS/2+13℄ ,pubKeyA .W. y . va l [NUMWORDS/2+14℄ ,pubKeyA .W. y . va l [NUMWORDS/2+15℄ , 156



194 pubKeyA .W. y . va l [NUMWORDS/2+16℄ ,pubKeyA .W. y . va l [NUMWORDS/2+17℄ ,pubKeyA .W. y . va l [NUMWORDS/2+18℄ ,pubKeyA .W. y . va l [NUMWORDS/2+19℄ ,195 pubKeyA .W. y . va l [NUMWORDS/2+20℄) ;196197 //  a l l i n g the ta sk f o r sending the p u b l i  key to ne ighbord e v i  e s198 os_ . add_task( this , ( void *)TASK_SEND_PUBLIC) ;199 }200201 // ta sk f o r sending the p u b l i  key202 i f ( ( u int32 ) userdata == TASK_SEND_PUBLIC)203 {204 os ( ) . debug ( "Sending the pub l i  key with elgamal enrypt ion ! " ) ;205 // enryp t ing the po in t f i r s t206 elgamal_enrypt(&pubKeyA .W,&params .G,&ElGamalSend ) ;207208 // prepar ing the b u f f e r about to send209 uint8 ou tbu f f e r [ 4 3 ℄ ;210 ou tbu f f e r [0 ℄=PUB_KEY_MSG;211 for ( in t16 i =1; i <22; i++)212 {213 ou tbu f f e r [ i ℄=ElGamalSend . x . va l [NUMWORDS/2+i −1℄ ;214 }215 for ( in t16 i =22; i <43; i++)216 {217 ou tbu f f e r [ i ℄=ElGamalSend . y . va l [NUMWORDS/2+i −22℄ ;218 }219 // sending the message wi th the enrypted p u b l i  key through therad io220 os ( ) . r ad io ( ) . send (ISENSE_RADIO_BROADCAST_ADDR,43 , outbu f f e r ,Radio : : ISENSE_RADIO_HEADER_OPTION_NONE,NULL) ;221 }222223 // ta sk f o r e shared s e  r e t g enera t i on224 i f ( ( u int32 ) userdata == TASK_GEN_SHAREDKEY)225 {226 os ( ) . debug ( "Generat ing Shared Se r e t ! " ) ;227 gen_shared_seret ( privKeyA . s ,&ElGamalReeive ,& seretA ) ;228229 os ( ) . debug ( "The shared s e  r e t key i s : " ) ;230 os ( ) . debug ( "X  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,231 seretA . x . va l [NUMWORDS/2 ℄ , seretA . x . va l [NUMWORDS/2+1℄ , seretA . x. va l [NUMWORDS/2+2℄ , seretA . x . va l [NUMWORDS/2+3℄ ,232 seretA . x . va l [NUMWORDS/2+4℄ , seretA . x . va l [NUMWORDS/2+5℄ , seretA. x . va l [NUMWORDS/2+6℄ , seretA . x . va l [NUMWORDS/2+7℄ ,233 seretA . x . va l [NUMWORDS/2+8℄ , seretA . x . va l [NUMWORDS/2+9℄ , seretA. x . va l [NUMWORDS/2+10℄ , seretA . x . va l [NUMWORDS/2+11℄ ,157



234 seretA . x . va l [NUMWORDS/2+12℄ , seretA . x . va l [NUMWORDS/2+13℄ ,seretA . x . va l [NUMWORDS/2+14℄ , seretA . x . va l [NUMWORDS/2+15℄ ,235 seretA . x . va l [NUMWORDS/2+16℄ , seretA . x . va l [NUMWORDS/2+17℄ ,seretA . x . va l [NUMWORDS/2+18℄ , seretA . x . va l [NUMWORDS/2+19℄ ,236 seretA . x . va l [NUMWORDS/2+20℄) ;237238 os ( ) . debug ( "Y  o e f f i  i e n t : %d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,239 seretA . y . va l [NUMWORDS/2 ℄ , seretA . y . va l [NUMWORDS/2+1℄ , seretA . y. va l [NUMWORDS/2+2℄ , seretA . y . va l [NUMWORDS/2+3℄ ,240 seretA . y . va l [NUMWORDS/2+4℄ , seretA . y . va l [NUMWORDS/2+5℄ , seretA. y . va l [NUMWORDS/2+6℄ , seretA . y . va l [NUMWORDS/2+7℄ ,241 seretA . y . va l [NUMWORDS/2+8℄ , seretA . y . va l [NUMWORDS/2+9℄ , seretA. y . va l [NUMWORDS/2+10℄ , seretA . y . va l [NUMWORDS/2+11℄ ,242 seretA . y . va l [NUMWORDS/2+12℄ , seretA . y . va l [NUMWORDS/2+13℄ ,seretA . y . va l [NUMWORDS/2+14℄ , seretA . y . va l [NUMWORDS/2+15℄ ,243 seretA . y . va l [NUMWORDS/2+16℄ , seretA . y . va l [NUMWORDS/2+17℄ ,seretA . y . va l [NUMWORDS/2+18℄ , seretA . y . va l [NUMWORDS/2+19℄ ,244 seretA . y . va l [NUMWORDS/2+20℄) ;245246 //  a l l the ta sk f o r sending an enrypted data b l o  k247 os ( ) . add_task_in (Time(MILLISECONDS) , this , ( void *)TASK_SEND_ENCRYPTED) ;248 //os_ . add_task ( t h i s , ( vo id *)TASK_SEND_ENCRYPTED) ;249 }250251 // ta sk f o r enryp t ing a data b l o  k and sending i t252 i f ( ( u int32 ) userdata == TASK_SEND_ENCRYPTED)253 {254 os ( ) . debug ( "Creat ing a data b lok ! " ) ;255 b_lear ( sendvalue . d ) ;256257 // rea t e a data b l o  k o f 21 b y t e s258 reate_datablok ( sendvalue . d , 2 0 , os ( ) . id ( ) ) ;259 os ( ) . debug ( "Or ig ina l Sending Value i s : " ) ;260 os ( ) . debug ( "%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,261 sendvalue . d [ 0 ℄ , sendvalue . d [ 1 ℄ , sendvalue . d [ 2 ℄ , sendvalue . d [ 3 ℄ ,262 sendvalue . d [ 4 ℄ , sendvalue . d [ 5 ℄ , sendvalue . d [ 6 ℄ , sendvalue . d [ 7 ℄ ,263 sendvalue . d [ 8 ℄ , sendvalue . d [ 9 ℄ , sendvalue . d [ 1 0 ℄ , sendvalue . d [ 1 1 ℄ ,264 sendvalue . d [ 1 2 ℄ , sendvalue . d [ 1 3 ℄ , sendvalue . d [ 1 4 ℄ , sendvalue . d[ 1 5 ℄ ,265 sendvalue . d [ 1 6 ℄ , sendvalue . d [ 1 7 ℄ , sendvalue . d [ 1 8 ℄ , sendvalue . d[ 1 9 ℄ ) ;266267 b_lear ( enryptedva lue . d ) ;268 // enrypt the data b l o  k269 ees_enrypt ( sendvalue . d , enryptedva lue . d ,20 ,& seretA ) ;270 // pse_enrypt ( sendva lue . d , enryp t edva lue . d ,20 ,& seretA ) ;271 158



272 os ( ) . debug ( "Enrypted Sending Value i s : " ) ;273 os ( ) . debug ( "%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,274 enryptedva lue . d [NUMWORDS/2 ℄ , enryptedva lue . d [NUMWORDS/2+1℄ ,enryptedva lue . d [NUMWORDS/2+2℄ , enryptedva lue . d [NUMWORDS/2+3℄ ,275 enryptedva lue . d [NUMWORDS/2+4℄ , enryptedva lue . d [NUMWORDS/2+5℄ ,enryptedva lue . d [NUMWORDS/2+6℄ , enryptedva lue . d [NUMWORDS/2+7℄ ,276 enryptedva lue . d [NUMWORDS/2+8℄ , enryptedva lue . d [NUMWORDS/2+9℄ ,enryptedva lue . d [NUMWORDS/2+10℄ , enryptedva lue . d [NUMWORDS/2+11℄ ,277 enryptedva lue . d [NUMWORDS/2+12℄ , enryptedva lue . d [NUMWORDS/2+13℄ , enryptedva lue . d [NUMWORDS/2+14℄ , enryptedva lue . d [NUMWORDS/2+15℄ ,278 enryptedva lue . d [NUMWORDS/2+16℄ , enryptedva lue . d [NUMWORDS/2+17℄ , enryptedva lue . d [NUMWORDS/2+18℄ , enryptedva lue . d [NUMWORDS/2+19℄ ,279 enryptedva lue . d [NUMWORDS/2+20℄) ;280281 // prepar ing the b u f f e r to send the enrypted va lue282 uint8 bu f f e r [ 2 2 ℄ ;283 bu f f e r [0 ℄=BLOCK_ENCR_MSG;284 for ( in t16 i =1; i <22; i++)285 {286 bu f f e r [ i ℄= enryptedva lue . d [NUMWORDS/2+i −1℄ ;287 }288289 // sending the enrypted data b l o  k through the rad io290 os ( ) . r ad io ( ) . send (ISENSE_RADIO_BROADCAST_ADDR,22 , bu f f e r , Radio : :ISENSE_RADIO_HEADER_OPTION_NONE,NULL) ;291 }292 }293294295 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−296 void297 TimeProviderDemoAppliation : :298 r e  e i v e ( u int8 len , onst uint8 * buf , u int16 sr_addr , u int16dest_addr , u int16 l q i , u int8 seq_no , u int8 i n t e r f a  e )299 {300 i f ( buf [0℄==PUB_KEY_MSG) // i f i t i s a message on ta in ing ap u b l i  key301 {302 os_ . debug ( " i r e  e i v ed %d bytes from node with id %x . " , len ,sr_addr ) ;303304 // reover ing the enrypted p u b l i  key305 for ( in t16 i =1; i <22; i++)306 { 159



307 Reover . x . va l [NUMWORDS/2+i−1℄=buf [ i ℄ ;308 }309 for ( in t16 i =22; i <43; i++)310 {311 Reover . y . va l [NUMWORDS/2+i −22℄=buf [ i ℄ ;312 }313314 // deryp t ing the po in t wi th e lgamal de ryp t i on315 elgamal_derypt(&Reover ,&params .G,&ElGamalReeive ) ;316317 //  a l l i n g the ta sk f o r genera t ing shared s e  r e t318 os_ . add_task( this , ( void *)TASK_GEN_SHAREDKEY) ;319 }320321 i f ( buf [0℄==BLOCK_ENCR_MSG) // i f i t i s a message wi th enrypteddata b l o  k322 {323 os_ . debug ( " i r e  e i v ed %d bytes from node with id %x . " , len ,sr_addr ) ;324325 // reover ing the enrypted data326 for ( in t16 i =1; i <22; i++)327 {328 r e  e i v edva l u e . d [NUMWORDS/2+i−1℄=buf [ i ℄ ;329 }330331 os ( ) . debug ( "Reeived va lue i s : " ) ;332 os ( ) . debug ( "%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,333 r e  e i v edva l u e . d [NUMWORDS/2 ℄ , r e  e i v edva l u e . d [NUMWORDS/2+1℄ ,r e  e i v edva l u e . d [NUMWORDS/2+2℄ , r e  e i v edva l u e . d [NUMWORDS/2+3℄ ,334 r e  e i v edva l u e . d [NUMWORDS/2+4℄ , r e  e i v edva l u e . d [NUMWORDS/2+5℄ ,r e  e i v edva l u e . d [NUMWORDS/2+6℄ , r e  e i v edva l u e . d [NUMWORDS/2+7℄ ,335 r e  e i v edva l u e . d [NUMWORDS/2+8℄ , r e  e i v edva l u e . d [NUMWORDS/2+9℄ ,r e  e i v edva l u e . d [NUMWORDS/2+10℄ , r e  e i v edva l u e . d [NUMWORDS/2+11℄ ,336 r e  e i v edva l u e . d [NUMWORDS/2+12℄ , r e  e i v edva l u e . d [NUMWORDS/2+13℄ , r e  e i v edva l u e . d [NUMWORDS/2+14℄ , r e  e i v edva l u e . d [NUMWORDS/2+15℄ ,337 r e  e i v edva l u e . d [NUMWORDS/2+16℄ , r e  e i v edva l u e . d [NUMWORDS/2+17℄ , r e  e i v edva l u e . d [NUMWORDS/2+18℄ , r e  e i v edva l u e . d [NUMWORDS/2+19℄ ,338 r e  e i v edva l u e . d [NUMWORDS/2+20℄) ;339340 // deryp t ing the data b l o  k341 ees_derypt ( r e  e i v edva l u e . d , deryptedva lue . d ,20 ,& seretA ) ;342 // pse_derypt ( r e  e i v e d va l u e . d , de ryp t edva lue . d ,20 ,& seretA ) ;343 160



344 os ( ) . debug ( "Derypted va lue i s : " ) ;345 os ( ) . debug ( "%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d%d" ,346 deryptedva lue . d [NUMWORDS/2 ℄ , deryptedva lue . d [NUMWORDS/2+1℄ ,deryptedva lue . d [NUMWORDS/2+2℄ , deryptedva lue . d [NUMWORDS/2+3℄ ,347 deryptedva lue . d [NUMWORDS/2+4℄ , deryptedva lue . d [NUMWORDS/2+5℄ , deryptedva lue . d [NUMWORDS/2+6℄ , deryptedva lue . d [NUMWORDS/2+7℄ ,348 deryptedva lue . d [NUMWORDS/2+8℄ , deryptedva lue . d [NUMWORDS/2+9℄ , deryptedva lue . d [NUMWORDS/2+10℄ , deryptedva lue . d [NUMWORDS/2+11℄ ,349 deryptedva lue . d [NUMWORDS/2+12℄ , deryptedva lue . d [NUMWORDS/2+13℄ , deryptedva lue . d [NUMWORDS/2+14℄ , deryptedva lue . d [NUMWORDS/2+15℄ ,350 deryptedva lue . d [NUMWORDS/2+16℄ , deryptedva lue . d [NUMWORDS/2+17℄ , deryptedva lue . d [NUMWORDS/2+18℄ , deryptedva lue . d [NUMWORDS/2+19℄ ,351 deryptedva lue . d [NUMWORDS/2+20℄) ;352 }353354 }355356 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−357 void358 TimeProviderDemoAppliation : :359 onf irm ( u int8 state , u int8 t r i e s , i s e n s e : : Time time )360 {361362 }363364 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−365 void366 TimeProviderDemoAppliation : :367 timeout ( void* userdata )368 {369 os_ . add_task( this , ( void *)TASK_SEND_PUBLIC) ;370 //os_ . add_timeout_in (Time(MILLISECONDS) , t h i s ,NULL) ;371 }372373 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−374375 i s e n s e : : Appl i at ion * app l i a t i on_fa to ry ( i s e n s e : : Os& os )376 {377 return new TimeProviderDemoAppliation ( os ) ;378 }379380 //−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−Listing 7.5: "To arqe�o TimeProviderDemoAppliation.pp"161
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