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Abstract

Federated Learning (FL) allows several decentralized clients to train machine
learning models together without sharing their local data, ensuring data privacy.
However, when client data is not independent and identically distributed (non-IID),
model performance degrades significantly compared to IID or centralized settings.
Previous research has often relied on ad hoc setups or has only partially addressed
the full spectrum of non-IID data distributions. As a result, it remains an open
question how much the non-1ID data variability affects performance and where the
critical thresholds lie. Furthermore, non-IID data in FL can be divided into four
types: label skew, feature skew, quantity skew, and spatiotemporal skew. Currently,
most existing research has focused on only one or a subset of these types. In this
work, we present the first complete and systematic assessment of all four categories
of heterogeneity, quantifying non-IID data and evaluating its impact on model
performance using the Hellinger Distance (HD), a widely established metric in the
literature. We compare five cutting-edge FL aggregation algorithms across eight
thoroughly studied image and tabular datasets. Our results show that, among the
four types of skew, only label skew and spatiotemporal skew significantly impact
model performance. Under label skew, model performance is noticeably more affected
in a double-thresholding manner at two distinct HD thresholds, happening at 0.5 and
at 0.75. This work establishes a solid empirical foundation for creating more resilient
and fair FL solutions by fully exploring the whole range of non-IID circumstances,
including the first in-depth exploration of spatiotemporal skew.
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Chapter 1

Introduction

In the era of widespread digitalization, the integration of machine learning (ML)
with sensitive domains such as healthcare and finance has transformative potential,
for example, in improving diagnostic accuracy [62] and detecting financial fraud [58].
However, these advances come with huge concerns regarding data privacy, particularly
when working with confidential records from hospitals or financial institutions. To
address this tension, Trusted Research Environments (TREs) have emerged as a
critical framework for enabling secure ML research while upholding stringent privacy
protections [211 [86].

Federated Learning (FL) [49] has emerged as a transformative paradigm for
collaboratively training ML models across decentralized data silos while preserving
data privacy and ensuring regulatory compliance. This approach is particularly ad-
vantageous in cross-silo scenarios, such as collaborations between hospitals, financial
institutions, and other organizations where direct data sharing is impractical or
prohibited.

Despite its promise, FL faces a core challenge: the non-IID data distributions
across participating clients, commonly referred to as non-I1ID (non-independent and
identically distributed) data. This non-IID data poses significant obstacles to model
generalization and convergence efficiency during training [72] [60]. The existing
literature classifies non-IID data scenarios into four main categories: label skew,
feature skew, quantity skew, and spatiotemporal skew [89], each known to contribute
differently to model performance degradation.

Spatiotemporal skew presents a distinct and critical challenge that remains un-
derexplored in FL research. This form of non-I1ID data arises when data distributions
vary among geographical regions (spatial) and/or over time (temporal)[14]. Unlike
label, feature, or quantity skew, spatiotemporal skew introduces dynamic, evolving
patterns that conventional FL aggregation strategies often fail to effectively han-
dle [3]. Addressing this type of skew is essential, as it directly influences a model’s
ability to generalize across diverse real-world environments while preserving temporal
relevance. As such, spatiotemporal skew constitutes a key frontier in developing
robust, adaptive FL systems.

Detecting and quantifying non-I1ID data in FL remains a significant open challenge,
as highlighted by recent surveys and papers [60} 40], identifying it as a key research
direction to advance the field. To address this, several studies have proposed metrics
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to capture the degree of non-I1ID data in FL systems [31, 18, b5, [73]. Among
these, the Hellinger Distance (HD) [20] has emerged as one of the most robust and
informative measures. Unlike the Jensen-Shannon Distance (JSD), which often
saturates at moderate divergence levels, HD provides a fine-grained characterization
of distributional differences and can approach a value of 1 under conditions of
extreme non-IID data. Furthermore, HD is an adaptable and applicable metric
across multiple types of data skew, making it a valuable tool for empirical analysis
in FL research.

Motivation. Recent advancements in FL have significantly enhanced our knowl-
edge of non-IID data concerns, with significant success in resolving isolated kinds of
non-IID data, including label skew [71, [74], [51]. Building on this achievement, there
is a vital opportunity to synthesize current findings using comprehensive empirical
benchmarks covering the whole range of non-IID cases. While foundational theo-
retical frameworks [45] [60] propose essential mitigation strategies, applying these
principles requires systematic quantification of how different types of non-IID data,
from feature skew to spatiotemporal skew, impact model performance in practical FL
settings. Filling this gap through careful empirical research will allow the creation of
FL systems that are theoretically sound and empirically robust across a wide range
of application domains.

Our study fills this gap by using HD to measure client distributional variances.
This allows for a rigorous empirical investigation of the impact of non-1ID data across
four critical dimensions. Additionally, our spatiotemporal skew assessment captures
the influence of dynamic data shifts over both time and space, which is especially
relevant to real-world domains such as credit risk assessment in banking [87] and
personalized healthcare [22]. Taking this thorough and principled approach, we have
discovered robust and generalizable insights that expand our knowledge of non-IID
data in FL.

Contribution. The key contributions of our study are summarized as follows:

1. We benchmark five widely used state-of-the-art FL algorithms, including
aggregation and/or client selection strategies, evaluating their performance in
handling non-IID data under controlled, realistic, and quantifiable synthetic
partitioning. Our evaluation covers all significant types of non-I1ID data
partitioning, such as label, feature, quantity, and spatiotemporal skews. This
work includes the first empirical analysis of how spatiotemporal skew impacts
FL model performance.

2. We propose using HD as a standardized and fine-grained metric to measure
distributional differences among clients in FL. This allows for more systematic
and reproducible analyses of non-IID data. While we focus on HD in this study
as a well-accepted metric by the literature, we recognize exploring alternative
metrics as an essential direction for future work (see Section [12)).

3. We provide researchers with practical references by determining which FL
approaches are robust against particular types of non-IID data by measuring



them on popular and widely used datasets, guiding the selection of relevant
strategies for real-world deployment.

4. We provide FL researchers with practical insights and recommendations based
on the systematic characterization of non-IID data across various non-IID data
scenarios.

To the best of our knowledge, this work presents the most comprehensive empirical
study on the effects of non-IID data in FL, covering a wide range of non-IID
data types and offering in-depth performance analyses across multiple benchmark
settings.






Chapter 2

Related Work

In this chapter, we examine recent empirical studies that investigate the effects
of non-IID data in FL. Furthermore, we position our work in relation to existing
surveys and reviews on non-IID data in FL, highlighting how our contributions
extend and differ from the prior literature.

2.1 Empirical Studies

Studies that systematically analyze and benchmark the performance of methods for
addressing the effects of non-IID data on FL models under controlled conditions are
limited. However, in this section, we review existing works that studied this to some
extent, offering empirical insights into the impact of non-I1ID data in FL.

A study by Vahidian et al. [71] challenges traditional assumptions about non-
IID data in FL. They argue that different data distributions across clients are
not fundamentally harmful, and in some cases offer advantages, which is a finding
that aligns with some of our observations. Their analysis is grounded in two key
points: (i) label skew is not the only contributor to heterogeneity, and (ii) the
angle between data subspaces across clients serves as a more informative metric for
capturing heterogeneity. Complementing their work, our study extends the scope by
addressing a broader range of non-I1ID data types including label, feature, quantity,
and spatiotemporal skews considering evaluating the performance across both image
and tabular datasets.

Wong et al. [74] conduct an extensive empirical study using a large network of
IoT and edge devices to characterize the real-world aspects of FL, including model
performance, as well as computational and communication costs. Their analysis
is focused on heterogeneous settings, acknowledging non-IID data as one of the
major challenges in FL. However, their study focuses primarily on image datasets
and does not include comparative evaluations of aggregation methods under highly
heterogeneous conditions. In contrast, our work extends this line of research by
incorporating both image and tabular datasets, and by benchmarking state-of-the-
art FL strategies across all major non-IID data types, thereby providing a more
comprehensive and practically relevant perspective on handling non-IID data in FL.

Mora et al. [51] review existing strategies in the literature aimed at addressing
the challenges introduced by non-I1ID data in FL. They provide both a conceptual
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analysis of these methods, highlighting their underlying assumptions and limitations,
and an empirical comparison to identify the most promising approaches. However,
their evaluation is restricted to label skew and relies on a single dataset. In contrast,
our work adopts a broader perspective by analyzing multiple types of non-1ID data
including label, feature, quantity, and spatiotemporal skews across different types of
datasets. We also identify practical limitations and offer guidance on strategies to
address them effectively.

Li et al. [37] conducted a comprehensive experimental evaluation of FL aggrega-
tion algorithms in non-IID data scenarios. Their study systematically examines the
strengths and weaknesses of several state-of-the-art aggregation strategies, employing
diverse data partitioning techniques to simulate various non-IID data scenarios. The
authors highlight key challenges associated with non-IID data, such as model accu-
racy degradation and training instability, while offering valuable empirical insights
across multiple settings. Building upon this foundation, our work extends the analysis
to include spatiotemporal skew a critical yet understudied form of non-IID data,
and introduces quantitative metrics to assess its impact. This broader perspective
contributes to a deeper understanding of the effects of non-IID data on FL model
performance in real-world scenarios.

2.2  Surveys

Several surveys have investigated the impact of non-IID data on model performance,
as outlined in Table In particular, studies from 2024 emphasize label skew,
offering critical insights into this phenomenon. A Research from 2022 briefly addresses
spatiotemporal skew, broadening our appreciation of these influences. The 2021 work
establishes a foundational analysis of label skew, thereby enabling more expansive
examinations in the following years.

Publication | Label | Feature | Quantity | Spatiotemporal | non-IID data | Empirical

Resource Year Skew Skew Skew Skew Quantification | Highlights
45] 2024 [V [x] [x] [x] <) )
60] 2024 V] [V) o [x] )
46) 2022 V) [ o [x] ] ]
14] 2022 [x] [x] o [x) [x)
89] 2021 o o o ] ]
Ours 2025 [V) [V) V) [V) V) [V)

Table 2.1. Comparison against surveys (resources) for non-IID data in FL (@: Included,
: Partially included, @: Not included)

In contrast to the surveys listed in Table our study not only builds on
their findings, but also expands them through a more thorough methodology. We
perform empirical assessments of non-IID data effects, quantify the degree of non-1ID
data, and carry out extensive experiments to rigorously evaluate spatiotemporal skew.
These improvements extend the analysis and increase the practical application of
our work in comparison to previous research.



Chapter 3

Background

In this chapter, we present an overview of FL, including its core training methodology
and the issues that arise from non-IID data. We classify various types of data
skew that influence FL effectiveness and describe approaches for quantifying the
degree of non-IID data. Furthermore, we discuss state-of-the-art aggregation and
client selection methods that have been proposed to overcome these issues, such as
FedAvg [49], FedProx [40], Random size-proportional selection (Rand)[12], Power-
Of-Choice (POC)[12], and Model Contrastive Learning (MOON) [39].

3.1 Key Terms and Definitions

Before describing the mechanics and algorithms of FL in the following of this
chapter, we collect the key terms and notation that will be used throughout this
paper. Defining these concepts upfront provides clarity when discussing client-server
interactions, performance metrics, and other non-IID data contexts.

Federated Learning (FL): A distributed learning paradigm in which different
clients (e.g., mobile devices, hospitals, banks) train a common global model under
the supervision of a central server without exchanging raw data. Each client performs
local updates on its own private dataset, sharing only model parameters or gradients.

Client (Participant): In the FL literature, the total number of clients is
generally indicated by K. An FL client is any entity that owns private data and has
computational and communication capabilities. During training, clients make local
model updates on their own datasets and return just the resulting parameters or
gradients to the central server. Clients may range from resource-constrained IoT
devices to high-performance servers run by huge enterprises.

Server (Coordinator): The server serves as the FL’s coordinator, initializing
the global model before regularly selecting client subsets, distributing the current
global model over the clients, and collecting model updates from the clients. It
aggregates these model updates, usually using a size-weighted average, to create
a new global model, which it then redistributed over the clients. The server also
handles client scheduling, dropouts, secure aggregation, and global model validation
(if possible).

Aggregation algorithm: It is the server’s approach to aggregate the model
updates received from clients into a single global model. In its most basic form,
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Federated Averaging (FedAvg) [49], each client’s weight update is scaled by the size of
its local dataset and then averaged across all participating clients. Advanced aggre-
gation approaches, such as Federated Proximal (FedProx) [40], Trimmed Mean [80],
and Krum [§], enhance the robustness of the fundamental scheme against client het-
erogeneity, stragglers, or malicious updates through regularization, outlier filtering,
or trust-based weighting.

Communication Round: Let T" denote the total number of communication
rounds in FL. In each communication round, the server first selects which clients
will participate in the training of this round, then sends the current global model to
them. These selected clients train the model locally using their own data and simply
provide the model updates to the server. The server aggregates these updates, which
are often weighted by the size of each client’s data to create an updated global model
that is ready for the next round. In practice, FL is set up to run for a pre-defined
number of communication rounds.

Local Epoch: Let E represent the number of local epochs that each client’s
model trains for in each communication round. A local epoch is a single pass of a
client’s full private dataset during on-client model training. Clients may run many
epochs in each round to fine-tune their model before sending updates back to the
server.

Batch size: Let B denote the batch size used by each client when computing
local gradient updates. It is a fixed-size subset of a client’s data used for gradient
descent steps. Processing data in batches speeds up training by allowing multiple
weight updates per local epoch, decreases memory needs, and introduces controlled
stochasticity.

3.2 Basics of FL

FL[49] is particularly suitable for scenarios involving siloed data, also known as
clients, local nodes, parties, or participants, where multiple institutions independently
manage their datasets. This decentralized strategy allows collaborative training of
models without requiring direct access to raw data, thus preserving data privacy and
ensuring data ownership remains with the individual participating organizations[17].

Figure gives an overview of FL. In this process, each client (M;) using their
own datasets (D;), will train the globally distributed model (M) [65], [85] received
from the server. Rather than sharing raw data, clients securely exchange their model
updates (M;), which contain no sensitive information, with a central aggregation
server. This server aggregates updates to improve the global model. Across multiple
rounds of model exchanges, clients collaboratively improve the global model while
maintaining data privacy, since only aggregated updates are communicated rather
than raw data to the server.

3.3 Different Classes of FL

Different classification schemes can be used for FL, each emphasizing a different
aspect of how FL systems are organized or deployed. Typically, the FL system can
be classified based on the following two aspects [68]:
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Figure 3.1. FL training process overview [15]

1. Participating clients based on the nature, size, and capabilities of the
participating clients. In the literature, we can have the following two cases:

e Cross-device FL
e Cross-silo FL

2. Data partition based on how the data is partitioned over the client:

o Horizontal Federated Learning
e Vertical Federated Learning

o Federated Transfer Learning

In the following part, we will learn more about each of these two classifications and
their respective types.

3.3.1 Participating clients

FL can be categorized according to the nature, scale, and reliability of the clients
who participate in the training process. The differences between these two types of
categories can be seen in Figure [3.2]

Cross-device clients are typically individual edge devices such as smartphones,
wearables, or IoT sensors. This setup often involves thousands to millions of
participants, each with a small dataset and having limited compute, storage, and
network capabilities [33]. Due to differences in the client device (e.g. computational
power, connectivity) and restricted communication resources on the server, not all
clients can be included in every training round [75]. To avoid network congestion and
ensure timely aggregation, the server employs an aggregation or sampling approach
to select a fraction of clients each round while balancing communication overhead,
latency, accuracy, and resource limitations.
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Figure 3.2. Participating clients types [68]

Cross-silo involves trusted clients such as hospitals, banks, and research insti-
tutions [27, 29, 52]. The number of participants in such a setting is often small,
ranging from a few to more than a few tens. In contrast to cross-device FL, cross-silo
clients are expected to actively contribute during the training process, employing
their considerable computational capacity, large structured datasets, and reliable
connectivity throughout the training process.

3.3.2 Data partition

FL is classified into three types according to how samples and features are dis-
tributed among clients, as seen in Figure [3.3] Because the model and its training
data are stored in separate clients, decentralization allows for a variety of training
approaches [84] [68].

Horizontal Federated Learning (HFL) allows many parties who share the
same feature space but have distinct sample sets [78, 28] to train a ML model together
without exchanging raw data. HFL increases overall sample size and improves model
performance by horizontally splitting datasets along the user dimension, that is,
each client keeps its own records whose feature schemas agree but whose individual
users rarely overlap. For example, two healthcare providers in separate locations can
integrate their patient data (which uses identical tests and measurements but covers
different patient populations) to train a single prediction model, while protecting
the privacy of each client’s sensitive records [84].

Vertical Federated Learning (VFL) allows companies with largely similar
user bases but distinct sets of attributes [44] [78] to jointly train a model without
disclosing their raw data. In VFL, datasets are vertically partitioned, with each
partner keeping all records for a common set of users, but just a subset of the feature
columns. By aligning on user identities, contributors can enrich the model’s input
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while maintaining privacy. For example, a bank and an e-commerce platform in the
same region may have customers who share financial and credit information, while
the e-commerce site has a browsing and purchasing history [84]. VFL allows them
to use these complementary qualities to create a more effective predictive model
without transferring sensitive data.

Federated Transfer Learning (FTL) allows companies with datasets that
have little overlap in terms of users and features to collaborate to improve a shared
model by borrowing ideas from their respective domains [64], 10, [43]. Rather than
partitioning data by samples or features, FTL uses transfer learning approaches
to fill gaps caused by limited labeled examples or insufficient data in each party’s
local set. Similarly, a hospital radiology department with few annotated radiographs
can use a pre-trained image recognition network to start its diagnostic model [84].
FTL tackles data scarcity and heterogeneity by reusing knowledge from separate
but complementary databases.

Data from A & | Data from A
- | Data from A

!
: |
Tibra Fiam F = Labels 2 Data from B Labely
= Data from B .

Data from B

(a)Horizontal Federated Learning (b)Vertical Federated Learning (c)Federated Transfer Learning

Figure 3.3. Different FL classifications based on data partitioning [84]

3.4 Data skew types.

A centralized dataset D = {(x1,¥1), .- ., (Xn, yn)} is defined as a collection of n tuples.
Here, each tuple comprises a feature vector x; = [(x;)1, ..., (zi)m], representing the
characteristics of the ¢th sample, and a corresponding label y; € 1,..., ¢ indicating
the true class of that sample.

In a FL scenario, the dataset D is partitioned among K different clients. Let D;
denote the subset of data associated with the client ¢. Thus, the entire dataset is
represented as:

D =UK D, and for i # j: D;ND; =0.

Clearly characterizing the type of non-1ID data in FL is essential, as it significantly
impacts model performance. In this work, we adopt definitions consistent with
previous literature [47, [89]. Specifically, for supervised learning tasks at client ¢ (or
local node i), we consider each data instance (x,y) € D;, where x represents input
attributes or features and y denotes the corresponding label, to be drawn from a
local distribution Pj(x,y). We formally define:

P (y)= Y Pi(x,2) and PM(z)= Y P(x,y) (3.1)
(XZQSDi (%/):%Di

where P (y) denotes the label distribution for the ith client, and PiX‘ (x) represents
the distribution of the fth input feature for the same client. Based on these definitions,
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the classification of non-IID data, specifically the various types of data skew, is
described as follows:

e Regarding the concept of identically distributed:

1. Label skew: Indicates that the label distributions P} (y) vary across
different clients.

2. Feature skew: Occurs when the distribution of the features PZ-X’“’ ()
differs between clients.

3. Quantity skew: Denotes considerable variation in the number of data
samples across different clients. P;(x,y).

e Regarding the concept of independent:

4. Spatiotemporal skew: Commonly referred to as spatiotemporal skew
in the context of federated continual learning (FCL) [81] [79} [82], this
phenomenon describes the intrinsic correlation of data across temporal or
spatial dimensions. Specifically, the distribution P;(x,y) is non-stationary
and varying as a function of time or spatial location.

3.5 Quantifying the Degree of Non-IID data

In the context of selecting representative scenarios to illustrate the impact of non-11D
data in FL, existing studies frequently employ ad-hoc partitioning strategies [42),
38, [26]. To address this limitation, our approach incorporates systematic metric to
quantify the degree of non-1ID data, enabling the selection of scenarios that effectively
capture its effects. Specifically, we use HD, a well-established measure for assessing
the divergence between two probability distributions, defined in Equation [20].

2
HOLPY 0P 0) = 2y Sper (AT~ PE ) (32)

The HD offers a precise and sensitive measure of distributional divergence,
approaching values near 1 in cases of severe non-IID data, unlike the Jensen-Shannon
Divergence (JSD), which tends to saturate and inadequately capture high skew levels.
Moreover, HD demonstrates strong adaptability to various forms of non-IID data.
Compared to the Earth Mover’s Distance (EMD) [31], which is heavily influenced
by the choice and scale of the underlying ground distance, HD provides normalized
and consistent comparisons across different tasks and datasets, making it especially
suitable for FL contexts.
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3.6 Aggregation and Client Selection Algorithms

In FL, the server collects model weights from each client, aggregates them, and
then distributes the updated weights back to the participants. This section details
the five cutting-edge aggregation and client selection algorithms evaluated in our
experiments.

Federated Averaging (FedAvg) [49]: In this strategy, each client computes
model updates based on its own data and sends them to a central server. The server
averages the incoming updates to produce a global model update, as illustrated in
Algorithm [1} and communicates it to the clients. This cycle is repeated iteratively
until the model converges, which is defined as achieving steady performance or
exhausting the predefined communication rounds.

Algorithm 1 FedAvg. Here, K denotes the number of clients, B the local batch
size, T number of the communication rounds, £ the number of local epochs per
client, and 7 the learning rate. [49]

Server executes:
initialize wq
for each round t =1,2,...,T do
for each client £ € K in parallel do
wy,; + ClientUpdate(k,w)
end for
Wi = Vg SEwp
end for

,_.
=

ClientUpdate(k, w):
: B < (split Py into batches of size B)
D WE W
. for each local epoch e from 1 to £ do
for each batch b € B do
wy — wi — VL (wy; b)
end for
. end for
: return w to server

e e e e e
S N N T A O

Federated Proximal (FedProx) [40]: FedProx improves FedAvg’s to tackle
non-IID data challenges in FL. by adding a proximal regularization term across
clients (see Algorithm [2)). Clients want to minimize both the empirical loss and a
penalty of &[lw — w||? to prevent local models w from deviating much from the
current global model w;. Once each client has completed its task, the server collects
these updates using a size-weighted average to create the next global model. This
combination of proximal regularization enhances convergence stability and overall
performance of non-IID data scenarios in FL.
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Algorithm 2 FedProx. Here, K is the number of clients, B the local batch size, T
number of the communication rounds, £ the number of local epochs, n the learning
rate, and p the proximal regularization coefficient.

: Server executes:

initialize wg

for each round t =1,2,...,7 do
for each client k£ € K in parallel do

wy,; + FedProxClientUpdate(k, w)

end for
Wet1 4 Yoy B wfi

end for

—_

,_.
@

FedProxClientUpdate(k, w):

: B < (split Py into batches of size B)

D WE W

: for each local epoch e from 1 to F do
for each batch b € B do

wi  wi — N(Ve(wg; b) + p (wg, — w))

end for

end for

: return wg to server

e e e e

Rand [I1]: Rand provides a basic but informative baseline for client selection
using non-IID data. Rand selects a predetermined fraction C' of the total K clients
only based on data volume. Specifically, during each communication round ¢, the
server calculates

Ny,
K
D=1y

where nj denotes the number of local samples on client £ and p; denotes the
probability that client & be selected. It then draws m clients without replacement
considering the clients’ probability selection {py}. This proportionate, randomness-
based technique assures that larger clients participate more frequently simply because
of their data size with the idea that these client would have more information to
share. After selecting the clients, FedAvg’s standard method would be performed to
collect model updates from the clients and aggregate them on the server.

Power of Choice (POC) [11]: POC expands random client selection by adding
two parameters: the sample fraction C' and the candidate pool size d. As before, let
m = max(|C- K1, 1) represent the number of customers to be selected each round. At
round ¢, the server selects d candidate clients (without replacement) where d € [m, K]
using the data-proportion distribution py = ng/ Z;'{:l n;. It then broadcasts the
current global model to these selected d candidates, who compute and report their
local loss values on the current global model without performing any training at
this stage. Finally, the server selects the m clients with the highest losses from the
candidates to participate in this round. This technique balances exploration and
exploitation through randomized sampling and loss-based prioritizing, resulting in

m = max([C-K],1) and p; =
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improved performance in non-IID data distributions. This strategy aims to optimize
workload distribution and prioritize clients offering more informative updates, thereby
enhancing the efficiency of the FL process.

Algorithm 3 POC. Here, K is the number of clients, C' the fraction of clients to be
selected per each round, d candidate pool size, B the local batch size, T' number of
the communication rounds, £ the number of local epochs, n the learning rate, and
p the proximal regularization coefficient. [11]

1: Server executes:
2: initialize wq
3: m < max(]C - K|,1)
4: compute pp = —=— fork=1,..., K
Zj:l nj
5: for each round t =1,2,...,7T do
6: Dy < selected d candidate clients without replacement according to py
7. for each client £k € D; in parallel do
8: i, < ClientLocalLoss(k, w)
9:  end for

10:  S¢ + the m clients in Dy with largest £
11:  for each client k € S; in parallel do
12: wy,; « ClientUpdate(k, w)

13:  end for

k
14: Wppp 4 Yop T e wf
€5t JESE i t
15: end for
16:

17: ClientLocalLoss(k, w):

18: £, < local loss of w on P

19: return £ to server

20:

21: ClientUpdate(k, w):

22: B < (split P} into batches of size B)
23: wg <—w

24: for each local epoch e =1 to E do
25:  for each batch b € B do

26: wy < wi — 1 VI« (wg; b)
27 end for
28: end for

29: return w to server

MOON [39]: MOON is a straightforward yet effective FL framework that
addresses non-1ID data by introducing model-level contrastive learning solely at the
client side, while leaving the standard server aggregation unchanged. As shown in
Figure[3.4] each client’s model is composed of a base encoder, a projection head, and
an output layer. The base encoder extracts representation vectors from the input
data, while the projection head maps these representations into a fixed-dimensional
space. The output layer then generates predictions for each class. For clarity,
the entire network with weights w is denoted Fy,(-), and the network up to (but
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excluding) the output layer is Ry (), so that R, (Xy) is the mapped representation
of input Xj.

During each local update, MOON adds a model-level contrastive loss that
encourages the current client model to stay close to the global model from the
previous round and to move away from its own prior local snapshot. Concretely,
given the global model parameters w9 and the client’s previous local parameters w®,
and an input Xy, the local loss is

LrniooN = ECE(Fw(XE)ayE) + u ﬁcontrast(Rw(XZ)a Ry (Xg), Ry (Xg)),

where {cg denotes the supervised classification loss (e.g., the standard cross-
entropy loss), u weights the contrastive term and

. exp(cos(z,z1)/7)
exp(cos(z, z1) /T) + exp(cos(z, 27)/7)

where z = R,,(X/) is the current client’s representation, 2™ = Ry¢(X/) is the
most recent global model’s representation, z~ = Ry(X/) client’s previous local
model’s representation and uses cosine similarity cos(:,-) with temperature 7. This
ensures that, during local training, each client’s representation is pulled toward the
global consensus and pushed away from its own stale model, mitigating client drift
under heterogeneous data.

‘Ccontrast(zy Z+, Z_) =—1lo

local model t-ll

I base encoder
BN projection head
@ output layer

local loss

___________ a

I . H

; model-contrastive loss |
1

1

| L I

' . : i
::_supcn'lsed learning lossy

local model t

Figure 3.4. The local loss in Moon [39]
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Chapter 4

Experimentation Setup

This chapter describes the configuration and environment utilized to carry out our
studies. We start by presenting the datasets, architectures to create models, training
parameters and the hyperparameters considered in each configuration. We also
define the hardware and software frameworks utilized to carry out and manage our
experiments. Finally, we establish the evaluation metrics considered that helped us
to perform our analysis.

4.1 Datasets

This study utilizes eight widely recognized real-world datasets to train both CL and
FL models. Among these, four datasets CIFAR10 [35], FMNIST [77], Physionet
2020 [23], and Covtype [7], are employed to simulate label, feature, and quantity
skew. Additionally, to investigate label skew in contexts involving a significantly
larger number of classes, the CIFAR100 dataset [34] is also incorporated.

The other three datasets—5G Network Traffic flows [13], MHEALTH [4], and
Snapshot Serengeti [69]—are utilized to model spatiotemporal skew. An overview of
the key characteristics of each dataset is presented in Table

Table 4.1. Characteristics of the datasets

trainin, test Classes
Dataset Type Zéxamplesg exzémples fHeatures | #fclasses distribution
CIFARI10 Images 50,000 10,000 3,072 10 Balanced
FMNIST Images 60,000 10,000 784 10 Balanced
CIFAR100 | Images 50,000 10,000 3,072 100 Balanced
Physionet | Tabular 39,895 2,095 120 27 Balanced
Covtype Tabular | 522,910 58,102 54 7 Unbalanced
Serengeti | Tabular | 257,927 28,659 64 13 Unbalanced
5G NTF Tabular 74,838 13,207 7 12 Unbalanced
MHEALTH | Tabular | 851,021 364,724 14 13 Unbalanced
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4.2 Models

Table [£.2] summarizes the models chosen for each dataset under the two training
strategies. For the CIFAR-10 and FMNIST datasets, we adopt a standard convolu-
tional neural network (CNN) architecture widely used in computer vision tasks [9].
Figure [4.1] shows the layout of this model. The network begins with an input
layer, followed by three convolutional blocks. The first two blocks each comprise a
convolutional layer (with ReLU activation) followed by a 2 x 2 max-pooling layer;
the third block consists of a convolutional layer (ReLU) followed by a flattening
operation. The initial convolution uses 32 filters, while the subsequent two employ
64 filters apiece, all with 3 x 3 kernels. After flattening, a fully connected layer
of 64 neurons with ReLU activation produces the final feature representation. For
the CIFAR100 dataset, we adopt a ResNet9-based model [25], termed ResNet9+,
with architectural details outlined in Table [4.3] Moreover, our experiments include
transfer learning models EfficientNetB0 [70] and MobileNetV2 [66], selected for their
superior classification performance on the datasets under study.

Table 4.2. Models applied to each dataset using different training approaches.

H Training ‘ Dataset ‘ Model(s) H
CIFAR10
FMNIST CNN [
CIFAR100 ResNet+ [{.3]
.. Physionet
Full Training Coviype
Serengeti DNN [
5G NTG
MHEALTH

Transfer Learning | CIFAR10 | EfficientNetB0 [70], MobilenetV2 [66]

RelLu
Max Pool2D (2x2)

Conv2D (32x3x3)
Relu
Flatten

Dense (64)
RelLu
Dense

Softmax
Output

Input Layer
Conv2D (32x3x3)
ReLu
Max Pool2D (2x2)
‘ Conv2D (32x3x3)

o - J Jo - -

Figure 4.1. CNN model used in our experiments

Table 4.3. Architecture of the ResNet9+ model used for CIFAR100

Block Details Input
Conv2d(i=3, 0=64, k=(3, 3), s=(1, 1))

block 1 GroupNorm(g=32, 0=64) image
ReLU()

Conv2d(i=64, 0=128, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=128)

ReLU()

MaxPool2d(k=(2, 2))

block 2 block 1

Continued on mext page
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Table 4.3. Architecture of the ResNet9+ model used for CIFAR100

Block Details Input
Conv2d(i=128, 0=128, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=128)

ReLU()

Conv2d(i=128, 0=128, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=128)

ReLU()

Conv2d(i=128, 0=256, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=256)

ReLU()

MaxPool2d(k=(2, 2))

Conv2d(i=256, 0=512, k=(3, 3), s=(1, 1))
block 4 GroupNorm(g=32, 0=512) block 3
ReLU()

Conv2d(i=512, 0=512, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=>512)

ReLU()

Conv2d(i=512, 0=512, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=512)

ReLU()

Conv2d(i=512, 0=1024, k=(3, 3), s=(1, 1))
block 5 GroupNorm(g=32, 0=1024) block 4 + residual 2
ReLU()

Conv2d(i=1024, 0=1024, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=1024)

ReLU()

Conv2d(i=1024, 0=1024, k=(3, 3), s=(1, 1))
GroupNorm(g=32, 0=1024)

ReLU()

MaxPool2d(k=(2, 2))

classifier | Flatten() block 5 + residual 3
Linear(i=1024, 0=100)

residual 1 block 2

block 3 block 2 + residual 1

residual 2 block 4

residual 3 block 5

For the tabular datasets, we utilize a deep neural network (DNN), chosen for its
widespread application in classification tasks involving tabular data [63]. Figure
depicts the layout of this DNN model. The architecture consists of an input layer,
three hidden layers, and an output layer [53]. The input layer contains a number of
units corresponding to the features in the training data. Each of the three hidden
layers comprises 500 units, while the output layer contains neurons equal to the
number of target classes. The hidden layers employ the ReLLU activation function,
and the output layer utilizes a SoftMax activation.

s ~ ~ s N T e N [ N e N N

b _ _— —_
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® w3 wil3 L3 @ g 2
H’ q_,—»ﬁ—»u_,-n-q_,—n-cp-rm—bg-)t—)a-
= ] o @ 13 4 o a = 3
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= [ 5] [}
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Figure 4.2. DNN model used in our experiments
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4.3 Training configurations

All experiments were conducted in a cross-silo, horizontal federated learning
setting:

e Horizontal FL: We begin with a centralized dataset and partition samples
among clients according to the non-I1ID data skew patterns under investigation.
Each client thus receives a distinct subset of examples.

e Cross-Silo FL: With a fixed, relatively small number of clients, our setup
models a cross-silo scenario in which each client holds a disjoint partition of
the global dataset. All clients share the same feature space but receive different
subsets of the samples.

We used the Adam optimizer with a learning rate of 0.001 for K = 30 clients
and a batch size of B = 64. In this work, all models were trained for T' = 40
communication rounds and E = 10 local epochs per round, with the exception of
the MOON aggregation technique and the CIFAR100 dataset, which were trained
for T' = 100 communication rounds to achieve adequate convergence. To ensure
reproducibility and statistical reliability, all experiments were carried out with ten
independent data partitions generated from fixed random seeds distributed among
the datasets. These random seeds ensure that the data distribution among clients
is consistent and that the model’s starting weights are identical across trials using
different aggregation procedures within each experimental configuration.

4.4 Aggregation Hyperparameter Tuning

To ensure a fair comparison among the different aggregation algorithms, we construct
our hyperparameter grids using the top-performing values reported in the original
studies, as detailed below:

o FedAvg: No specific tuning procedure is applied to this algorithm [49].

« Rand: The proportion of clients selected in each communication round is
optimized by tuning over the set 0.3,0.5,0.7 [11].

o FedProx: The u parameter gets fine-tuned from {0, 0.001, 0.01, 0.1, 1, 10,
100} [40].

e« POC: The parameter C is equal to 0.5. The parameter d gets fine-tuned from
{15,18,19,21} [11].

o MOON: The p is tuned from the grid of {0.1,1, 5,10}, and we find the best
w of 0.1, and we set the value of temperature to 0.5 [39].

4.5 FL Frameworks and Libraries

We implemented our experiments in Python 3.10.12, using a combination of spe-
cialized libraries and packages. NumPy [24] and Pandas [48] for data manipulation
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and preparation; scikit-learn [59] for feature engineering tasks such as scaling and
encoding, Plotly [61] for visualizations, and TensorFlow [I] and PyTorch [57] for
defining and training neural network models. In addition to these general purpose
packages we have used two FL dedicated frameworks. In the following we give an
introduction regarding these frameworks and packages.

Flower [5]: is an open-source Python framework that simplifies the building and
implementation of FL systems. It offers a flexible client-server API that abstracts
away low-level networking concerns, allowing researchers and practitioners to focus on
algorithm design and performing experiments rather than communication plumbing.
Flower supports major machine learning backends (such as TensorFlow, PyTorch,
and Keras), allowing you to use existing models and training loops as federated
clients, while its server component handles client orchestration, scheduling, and
aggregation. Its modular architecture allows for easy experimentation with new
aggregation rules, client-selection strategies, and scalability optimizations, from tiny
cross-silo deployments to huge cross-device networks.

FedArtML [31]: is a Python package for creating and analyzing non-IID data
data partition in FL setting. The tool employs many partitioning algorithms,
including Dirichlet-based label skew and feature skews, MinSize-Dirichlet quantity
skew, and spatio-temporal skew. It also computes statistical distance measures,
such as HD, to measure heterogeneity of the data among the clients. FedArtML
integrates smoothly with federated frameworks like as Flower, allowing researchers
to systematically test aggregation and client-selection algorithms under controlled
skew conditions.

4.6 Hardware Specification

All configurations and trials were conducted using the facilities offered by Amazon
Web Services (AWS) such as EC2 instances provisioned with Ubuntu 22.04.4 LTS,
each having an Intel Xeon Platinum 8259CL CPU @ 2.50 GHz (16 vCPUs), 125 GB
of RAM, and 200 GB of SSD storage. To automate this process to test different
configuration, we utilized AWS Simple Queue Service (SQS) as a job queue where
each message had a specific configuration parameters, which EC2 workers grabbed,
ran, and then write the desired results and metrics to an AWS DynamoDB database
for long-term storage. This approach enabled us to execute hundreds of studies in
parallel without requiring manual intervention. Finally, we created a lightweight
Python API client that uses DynamoDB to fetch and aggregate results, allowing for
rapid post-processing, charting, and analysis.

4.7 Performance Metrics

This section outlines the performance and convergence metrics employed in our
experiments, along with the rationale for their selection.

Accuracy [71), [74, [51] measures the proportion of correctly classified samples
relative to the total number of data points. Higher accuracy values correspond to
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improved model performance. It is computed as:

K
Acc = Lk:l Ch
k=1"T%k

(4.1)

where C) denotes the count of correctly classified samples for client &k, and ng
represents the total number of samples for that client. Experiments were conducted
over five and ten independent runs with different random seeds. To ensure the
results’ robustness and reliability, we present the average accuracy along with the
standard deviation across these trials, offering a thorough assessment of the model’s
performance consistency.

Number of times that performed the best [37] measures how often a given
aggregation algorithm outperforms other methods across multiple experimental runs.
A higher frequency reflects greater consistency and robustness. This metric is partic-
ularly useful for identifying algorithms that reliably achieve superior results across
varying data partitions, which is crucial in FL due to the significant performance
variability caused by non-IID data distributions.

Rounds-to-accuracy (RTA) [76] quantifies the minimum number of commu-
nication rounds required for the global model to reach at least 90% of the highest
accuracy achieved among the aggregation algorithms. This metric serves as an indi-
cator of the FL process’s efficiency, with lower values signifying faster convergence
of the model.
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Chapter 5

Label Skew Results

This chapter investigates the impact of label skew in client data on model performance.
Notably, the Covtype dataset exhibits label imbalance, whereas CIFAR10, FMNIST,
CIFAR100, and Physionet are balanced datasets. The model accuracy achieved
through CL serves as the baseline for evaluating the accuracy of models trained in
the FL setting.

5.1 Synthetic Partitioning Method

Utilizing the FedArtML tool [31], we applied the Dirichlet distribution (DD) to
divide data among clients according to label distribution. The DD produces random
values that sum to one, governed by the parameter . Larger o values (e.g., 1000)
result in more similar local distributions across clients, whereas smaller values in-
crease the likelihood that clients receive data predominantly from a single, randomly
selected class [42]. It is important to note that the DD is a multivariate extension
of the Beta distribution, which itself generalizes the Uniform distribution. Conse-
quently, partitioning datasets using the DD leads to a skewed division of the data
distribution [41].

We measure the degree of non-1ID data in the clients’ data partitions using the
HD metric. The non-IID data levels, as quantified by HD, correspond approximately
to the following values: 0.0,0.25,0.5,0.75,0.9. Figure illustrates the label skew
distribution across thirty clients using CIFAR10 dataset. In the IID scenario
(v = 1000, HD = 0.0), all ten classes are evenly distributed among clients. As the «
parameter in the Dirichlet distribution decreases, class distributions among clients
become increasingly heterogeneous. At the extreme setting of a = 0.03, HD = 0.9,
some clients lack certain classes entirely.
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Figure 5.1. Distribution of CIFAR10 among 30 clients for different levels of non-IID data.
The x-axis shows distinct « values used to partition the data and the resulting HD for
clients from 1 to 30. The y-axis shows the participation of each class depicted on the
Z-axis.

5.2 Classification Power

This section details the simulation outcomes that compare the classification power
(a.k.a accuracy) of multiple aggregation algorithms across differnt datasets.

Highlight 1: The decline in model performance due to label skew occurs at two
thresholds, with a significant drop becoming apparent once the HD surpasses 0.5 and
again at 0.75.

Previous studies have demonstrated that data non-1ID data impacts the performance
of FL models [45] [46], 30]. However, for the first time, we reveal that the effect of
non-IID data varies across different degrees of heterogeneity. Figure illustrates
how accuracy changes as the non-IID data of client data distributions, measured by
HD, deviates from the baseline CL model. Model accuracy declines as the level of
non-IID data increases, with a particularly sharp decrease observed when the HD
between client data distributions surpasses 0.75.

A possible reason for this double-threshold phenomenon is that once the HD
exceeds 0.5, the model begins to experience a noticeable performance decline caused
by increasing divergence among local data distributions, which adversely affects the
global model’s ability to generalize. When the HD surpasses 0.75, heterogeneity
may reach a critical level where client models become excessively specialized to their
individual local data, substantially diminishing the effectiveness of global aggrega-
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Table 5.1. Mean and standard deviation Accuracy for each dataset for CL, FedAvg, Rand,
FedProx, Power-Of-Choice, and MOON, considering different levels of non-IID data as
measured by HD for K = 30. Each model has undergone ten different trials (random

seeds).
H Category ‘ Dataset ‘ HD ‘ CL FedAvg Rand ‘ FedProx POC MOON
0 66.12% =+ 0.73% 66.16% + 0.74% | 66.35% + 0.72% | 66.26% + 0.70% 64.45% + 1.05%
0.25 65.91% + 0.49% | 65.49% + 0.52% 65.86% + 0.60% 65.61% + 0.67% 63.40% + 0.74%
CIFAR10 | 0.5 | 70.50% =+ 0.60% | 63.41% + 0.95% 62.93% + 1.55% | 63.56% + 0.83% | 62.86% + 1.71% 60.95% + 1.33%
0.75 58.85% =+ 1.06% | 56.80% + 2.24% 58.80% + 1.04% 55.84% + 1.48% 55.27% + 0.51%
0.9 43.22% + 2.24% 40.95% + 2.43% | 44.33% + 2.83% | 39.04% + 2.99% 38.84% + 2.31%
0 90.68% =+ 0.18% 90.63% + 0.18% | 90.69% + 0.15% | 90.62% + 0.17% 88.70% =+ 0.27%
0.25 90.44% + 0.14% | 90.52% + 0.17% | 90.51% + 0.17% 90.51% + 0.18% 88.17% + 0.22%
FMNIST 0.5 | 90.90% + 0.20% | 89.92% =+ 0.11% 89.84% + 0.31% | 89.96% + 0.20% | 89.74% + 0.35% 87.37% + 0.22%
5 0.75 88.15% + 0.54% | 87.51% + 0.81% | 88.17% + 0.47% | 87.23% + 0.78% | 84.70% + 0.84%
%j 0.9 80.37% + 3.78% 79.08% + 4.67% | 81.10% + 2.21% | 77.83% + 3.28% 70.79% + 5.73%
g 0 62.88% =+ 0.28% 62.72% + 0.35% | 63.05% + 0.12% | 62.80% + 0.38% 56.51% =+ 0.30%
= 0.25 62.66% + 0.35% | 62.45% =+ 0.25% 62.55% + 0.32% 62.30% + 0.21% 56.32% + 0.49%
:—é CIFAR100 | 0.5 | 67.47% % 0.46% | 61.72% =+ 0.60% 61.49% + 0.39% | 61.74% + 0.26% | 61.23% + 0.17% 56.47% + 0.19%
= 0.75 59.47% + 0.37% 58.46% + 0.73% [ 59.72% £ 0.51% | 59.10% + 0.25% [ 56.24% + 0.42%
= 0.9 54.38% + 0.69% 52.87% + 1.17% | 54.80% + 0.63% | 52.85% + 0.99% 51.45% + 1.18%
é: 0 57.97% + 0.49% 57.48% + 0.40% 58.16% + 0.62% 57.86% =+ 0.76% | 61.80% + 0.62%
= 0.25 57.65% + 0.47% 57.42% + 0.54% 57.79% + 0.55% 57.48% + 0.53% | 60.94% + 0.60%
Physionet | 0.5 | 63.74% + 1.24% | 55.69% + 0.93% 55.26% + 1.06% 56.29% + 1.00% 55.24% + 1.48% | 58.76% + 0.71%
0.75 50.88% =+ 1.18% 50.19% + 2.07% 51.47% + 1.20% 49.51% + 2.30% | 53.51% + 1.37%
0.9 41.35% + 2.70% 39.68% + 3.01% 41.95% £ 2.07% 38.81% + 3.68% | 42.49% + 3.00%
0 94.95% + 0.06% 94.89% + 0.08% 94.96% + 0.09% 94.84% + 0.10% | 95.64% + 0.06%
0.25 92.05% + 1.14% 91.63% + 1.52% 92.10% + 1.28% | 93.89% + 0.73% | 93.36% + 1.18%
Covtype 0.5 | 95.60% + 0.10% | 84.92% =+ 3.71% 83.10% + 2.79% 85.54% + 3.39% | 88.21% + 2.17% | 84.61% + 3.44%
0.75 77.55% + 3.63% | 76.25% + 4.10% 77.55% + 3.64% 74.68% + 5.31% 57.79% =+ 12.66%
0.9 59.10% + 8.70% 59.02% + 9.19% | 59.46% + 8.74% | 57.29% + 10.72% | 50.51% + 5.57%
Number of times that performed the best 4 1 12 2 6

Strategy -=- CIFAR10-FedAvg —— CIFAR10-CL
—— Covtype-CL -=- FMNIST-FedAvg
-=- Physionet-FedAvg == Physionet-CL
CIFAR100-CL

-=- Covtype-FedAvg
—— FMNIST-CL
CIFAR100-FedAvgy
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Figure 5.2. Changes in the models’ accuracy considering different levels of non-I1ID data
measured by HD for K = 30.

tion. This pronounced drop in accuracy indicates that under extreme non-IID data
scenarios, FedAvg faces difficulty in converging to a well-generalized solution, likely
due to conflicting optimization directions arising from highly dissimilar client updates.

Highlight 2: When the level of non-1ID data is high, the performance of transfer
learning models declines significantly.

Figure [5.3] displays the accuracy of models developed with three architectures:
the previously described CNN, EfficientNetB0, and MobileNetV2, the latter two
employing transfer learning. The figure clearly demonstrates a drop in model
performance at two key thresholds, corresponding to HD values of 0.5 and 0.75.



26 5. Label Skew Results

Notably, the transfer learning models underperform compared to the simpler CNN
model in extreme non-IID data scenarios.

Strategy —* CIFAR10-CNN --=- CIFAR10-EfficientNetBO - = - CIFAR10-MobileNetV2
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Figure 5.3. Changes in the models’ accuracy considering different levels of non-IID data
measured by HD for K = 30 using CNN, EfficientNetB0, and MobileNetV2 on the
CIFARI10 dataset.

The more significant decrease in performance of transfer learning models under
high non-IID data conditions is attributable to their use of fixed feature extractors,
which restricts their ability to adjust to heterogeneous data. As HD rises, local
updates to the final layers lead to inconsistent feature representations, weakening
the impact of global aggregation. In comparison, the CNN trained from scratch is
better equipped to adapt to decentralized data, making it more resilient in scenarios
with extreme non-I1D data.

Highlight 3: Aggregation algorithms like Rand, POC, and MOON are especially
susceptible to declines in performance when faced with high levels of non-IID data.

Consider the scenario where the HD is 0.9, indicating high non-IID data, across all
datasets listed in Table When comparing the accuracy of Rand and POC to
their respective centralized learning (CL) baselines, these algorithms exhibit a more
pronounced decline in performance compared to other aggregation methods. In FL
settings characterized by high non-IID data, the distribution of data labels among
clients is highly imbalanced, meaning some clients possess larger or differing data
types than others. In such cases, Rand and POC may unintentionally select clients
with skewed or unrepresentative data, resulting in poor generalization during the
aggregation of their updates.

MOON experiences the most pronounced performance decline when transitioning
from CL to FL. Its contrastive loss, which aims to align local and global representa-
tions, loses effectiveness when client data distributions differ significantly, as previous
representations no longer provide reliable reference points. This misalignment inten-
sifies performance deterioration, rendering MOON less suitable for environments
with extreme non-IID data.
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Highlight 4: Datasets with imbalanced classes exhibit a more pronounced decline
in performance when transitioning from IID data to highly non-IID data conditions
compared to balanced datasets.

Consider both the IID data scenario (HD = 0) and the most extreme non-IID data
scenario (HD = 0.9) for each dataset, as shown in Table It is notable that the
performance drop (calculated as the difference in accuracy between HD = 0 and HD

= 0.9) is more pronounced for the unbalanced dataset (Covtype) compared to the
balanced datasets (CIFAR10, FMNIST, CIFAR100, and Physionet).

Table 5.2. The performance’s decrease range of the model for the four datasets, moving
from the lowest (HD=0) to the highest (HD=0.9) levels of non-IID data and considering
FedAvg.

H Dataset ‘ (HD=0) - (HD=0.9) ‘

CIFARI10 22.9%
FMNIST 10.31%
CIFAR100 8.5%
Physionet 16.62%
Covtype 35.85%

The more pronounced decline in performance observed in unbalanced datasets
under severe non-IID data conditions results from the combined impact of class
imbalance and non-IID data. In these scenarios, some classes may be disproportion-
ately represented in certain clients while being almost entirely missing in others,
causing local models to become biased. When aggregated, these biased updates do
not accurately reflect the overall class distribution, leading to reduced generalization.
Conversely, balanced datasets maintain a more uniform distribution of class infor-
mation across clients, alleviating this issue and resulting in a milder performance
drop.

5.3 Convergence

This section highlights the results derived from the CIFAR10 dataset, comparing
various aggregation algorithms in terms of their learning behavior and training
stability.

Highlight 5: As the degree of label non-1ID data increases, the more number of
communication rounds is necessary to reach convergence [37].

Table evaluates the convergence of different algorithms from an alternative
viewpoint. We assess the performance of each aggregation method independently
within specific non-IID data scenarios. For each non-IID data level defined by HD,
we measure the number of rounds each algorithm requires to attain 90% of its
maximum accuracy. Across all aggregation methods, as the degree of non-I1ID data
in client data partitions increases, more communication rounds are needed to achieve
stable convergence. This observation is consistent with the results reported by Li et
al. [37].
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Table 5.3. RTA for FedAvg, Rand, FedProx, POC, and MOON reached in different levels
of non-IID data conditions as determined by HD over CIFAR10 for K = 30.

Category | Dataset | “88'8MON | ypy o1 py — 0,95 | HD = 0.5 | HD = 0.75 | HD = 0.9
algorithm
FedAvg 5 5 6 9 15
Label Rand 5 5 6 10 14
distribution | CIFAR10 FedProx 5 5 6 9 15
skew POC 5 5 6 8 15
MOON 8 8 10 12 20

This behavior occurs because the data distributions across clients are highly
heterogeneous, causing models trained on individual clients to be optimized primarily
for their local data, which deviates from the global optimum. However, as training
advances, the server’s aggregated weights improve by incorporating information from
the combined data of all clients, leading to enhanced overall performance.

Additionally, FedAvg, Rand, FedProx, and POC demonstrate comparable con-
vergence patterns, reaching a stable point after approximately the same number of
communication rounds. In contrast, MOON, as anticipated, takes a greater number
of rounds to achieve equivalent convergence



29

Chapter 6

Feature Skew Results

This section explores the impact of feature skew in client data on model performance.

6.1 Synthetic Partitioning Method

To simulate feature skew, we utilized two distinct methods from FedArtML [31] to
evaluate their characteristics:

Gaussian noise method: This method applies varying levels of Gaussian noise
to each client’s local dataset to create diverse feature distributions. Specifically,
for client 7, noise Z is added based on a user-defined noise parameter o, where
Z ~ Gau (O’ . %) Here, & denotes the modified features after noise is applied, and

Gau (a . %) is a Gaussian distribution with mean zero and variance o - %, with K
being the total number of clients.

Hist-Dirichlet-based method: The process begins by characterizing each
client’s attributes using averaged values, which are then discretized through a binning
procedure. Next, the distribution of each feature category across clients is determined
using the Dirichlet distribution with a specified parameter «. Unlike the Gaussian
Noise method, this approach allocates data to clients without altering the feature
values. The level of non-IID data of features is quantified by measuring the HD
among features across clients (FHD), with values ranging over 0, 0.25,0.5,0.75,0.9.

6.2 Classification Power

This subsection presents the simulation results comparing various aggregation al-
gorithms and datasets in terms of their classification accuracy under conditions of
feature skew across client data. Table summarizes the performance of models
trained with different aggregation algorithms in varying levels of non-IID data of
feature distributions, measured by FHD.

Highlight 6: Models trained via FL exhibit lower performance compared to those
trained using CL.
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Table 6.1. Mean and standard deviation Accuracy for each dataset for CL, FedAvg, Rand,
FedProx, Power-Of-Choice, and MOON;, considering different levels of feature skewness
measured by FHD for K = 30. Each model has undergone ten different trials (random

seeds).
Category | Method | Dataset | FHD CL FedAvg Rand FedProx POC MOON
0 70.50% + 0.60% 66.12% + 0.70% 66.16% + 0.74% | 66.35% + 0.72% | 66.26% + 0.70% 64.45% + 1.05%
N 0.35 | 70.81% + 0.45% 66.18% = 0.57% 66.04% £ 0.44% | 66.29% + 0.63% | 66.24% =+ 0.50% 64.23% £ 0.53%
CIFARIO 0.75 | 70.44% + 0.29% 66.17% + 0.44% 66.31% + 0.61% [ 66.36% + 0.56% | 66.27% + 0.56% 64.58% + 0.55%
0.9 69.71% + 0.03% 65.81% + 0.82% 65.89% + 0.72% 65.85% + 0.68% | 65.90% = 0.77% | 63.52% + 0.66%
0 90.90% + 0.20% 90.68% + 0.18% 90.57% + 0.14% [ 90.69% + 0.15% | 90.62% + 0.17% 88.70% + 0.27%
2 FMNIST 0.35 | 90.91% + 0.26% | 90.69% + 0.19% | 90.97% + 0.15% | 90.71% + 0.17% 90.97% + 0.17% 88.67% + 0.28%
2 0.75 | 90.96% + 0.11% 90.54% + 0.09% 90.53% + 0.11% [ 90.57% + 0.23% | 90.51% + 0.19% 88.64% + 0.19%
= 0.9 90.76% + 0.13% 90.59% + 0.09% | 90.71% £ 0.15% | 90.70% =+ 0.29% 90.51% + 0.11% 88.55% + 0.21%
g 0 63.74% + 1.24% 57.97% + 0.49% 57.48% + 0.40% 58.16% + 0.62% 57.86% + 0.76% | 61.80% + 0.62%
2 3 533007, 3% | 57.89% 399 57.929 G40 53,087 1% A 3% ; X
§ | Phvsonet | T LTSI ORS00I S0 03| S0.10% £ 0:90%
0.9 28.97% + 3.22% 29.43% + 1.49% 29.88% + 1.27% 29.43% + 1.15% 25.25% + 1.97% | 32.06% + 1.30%
0 95.60% £ 0.10% [ 94.95% + 0.06% 94.89% + 0.08% 94.96% + 0.09% 94.84% + 0.10% [ 95.53% =+ 0.04%
5 Covtype 0.35 95,68% + 0,1[]% 94.94% + 0.06% 94.9[]% + 0.()4% 94.90% + 0.08% 94.88% + 0.08% | 95.65% + 0.06%
% ! 0.75 | 95.53% + 0.04% | 94.79% + 0.08% 94.62% + 0.04% 94.74% + 0.07% 94.68% + 0.13% | 95.11% £ 0.07%
= 0.9 68.53% + 1.49% 50.01% + 0.35% 49.81% + 0.50% 50.03% + 0.42% | 50.10% + 1.67% | 49.20% + 0.11%
‘E 0 66.42% + 0.34% | 66.35% £ 0.35% 66.21% + 0.59% 66.40% + 0.70% 64.79% + 0.32%
a 0.25 66.09% =+ 0.49% 66.13% + 0.48% 65.82% + 0.46% | 66.15% + 0.53% | 65.12% + 0.85%
2 CIFARI10 | 0.5 70.50% + 0.60% 66.30% + 0.67% 66.04% + 0.66% 66.22% + 0.40% | 66.52% =+ 0.56% | 64.52% + 1.08%
E 0.75 66.23% + 0.33% 66.04% £ 0.67% 66.17% + 0.55% | 66.34% = 0.51% | 64.99% + 0.31%
= 0.9 66.25% + 0.47% | 65.25% + 0.51% 65.25% + 0.90% 66.17% + 0.47% 64.12% + 0.56%
g 0 90.72% + 0.20% | 90.68% + 0.12% | 90.68% * 0.15% | 90.59% + 0.22% | 88.75% + 0.13%
0.25 90.62% + 0.10% 90.66% + 0.27% [ 90.70% + 0.15% | 90.62% + 0.18% 88.72% + 0.32%
- FMNIST 0.5 90.90% + 0.20% | 90.78% + 0.12% | 90.66% + 0.09% 90.63% + 0.17% 90.78% + 0.23% 88.43% + 0.30%
:2 0.75 90.53% =+ 0.24% 90.67% + 0.18% [ 90.73% + 0.17% | 90.56% =+ 0.12% 88.26% + 0.30%
i 0.9 89, 0+ 0.32% 89.73% + 0.35% 89.66% + 0.24% | 89.81% + 0.29% | 87.38% + 0.16%
a 0 57.73% = 0.72% 57.76% £ 0.51% 58.02% + 0.76% 57.52% + 0.68% | 61.13% + 0.42%
z 0.25 57.67% + 0.61% 57.62% + 0.69% 58.16% + 0.6: 57.05% + 0.37% | 61.91% + 0.39%
o Physionet | 0.5 63.74% + 1.24% 57.92% + 0.40% 57.50% + 0.68% 57.86% + 0.33% 57.35% + 0.47% | 61.20% + 0.83%
0.75 57.27% + 0.64% 57.18% + 0.97% 57.34% + 0.88% 56.99% + 0.86% | 62.11% + 0.44%
0.9 56.47% + 0.80% 55.49% + 1.34% 56.49% + 0.60% 55.80% + 1.24% [ 59.82% + 1.02%
0 94.95% + 0.03% 94.81% + 0.02% 95.00% + 0.03% | 98.84% + 0.09% | 95.62% + 0.11%
0.25 94.95% + 0.05% 94.83% + 0.09% 94.97% + 0.09% 94.77% + 0.03% | 95.63% £ 0.05%
Covtype 0.5 | 95.60% = 0.10% 94.90% =+ 0.02% 94.88% + 0.11% 94.90% + 0.07% 94.88% + 0.02% | 95.65% + 0.02%
0.75 94.80% + 0.05% 94.67% + 0.10% 94.78% + 0.08% 94.74% + 0.10% | 95.57% + 0.07%
0.9 93.30% =+ 0.42% 93.11% + 0.52% 93.38% + 0.31% 93.47% + 0.33% [ 94.51% + 0.07%
umber of times that performed the best 4 2 7 7 16

Shifting the training approach from CL to FL results in a performance decline, which
is particularly evident in image datasets such as CIFAR10 compared to tabular
datasets like Covtype. This outcome is expected, as models are trained without
access to the full dataset, with each client optimizing weights using only its lo-
cal data. The larger drop in performance observed in image datasets is attributed
to the greater complexity of classification tasks in this domain relative to tabular data.

Highlight 7: The performance of models on image datasets remains stable despite
increases in non-I1ID data of features [37].

Consider only the image datasets (CIFAR10, FMNIST) and the models generated in
FL. Regardless of the aggregation algorithm employed, the performance of the final
model remains stable across different levels of non-IID data of features, consistently
converging to specific values for each aggregation method. This behavior is consistent
with the observations reported by Li et al. [37].

This pattern results from the inherent robustness of convolutional layers, which
capture spatial features and mitigate minor pixel variations. In the Gaussian noise
approach, slight perturbations have minimal effect on critical patterns because
convolutional filters effectively smooth out the noise. Additionally, deeper layers
aggregate features further, maintaining important information and reducing the
impact on overall performance.
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Highlight 8: For tabular datasets, applying Gaussian noise levels above FHD =
0.9 leads to a significant decrease in model performance, highlighting the pronounced
disstmilarity between samples.

Using tabular datasets such as Covtype and Physionet with the Hist-Dirichlet method
indicates that increasing non-IID data of features does not affect performance. In
contrast, when Gaussian noise is applied, performance significantly decreases once
FHD exceeds 0.9.

This performance decrease arises because the data become highly heterogeneous
and noisy, affecting the model’s ability to identify meaningful patterns. Even in CL,
where the data is generally more consistent, excessive noise interferes with feature
extraction, diminishing the model’s ability to generalize and resulting in degraded
performance.

Highlight 9: In situations where features are distributed non-1ID among clients,
MOON outperforms all other aggregation algorithms when applied to tabular datasets.

Table confirms that no algorithm significantly outperforms the others in image
datasets, as their final performance metrics are similar. However, MOON stands out
as the best-performing algorithm for tabular datasets, outperforming all others and
achieving results nearly comparable to models trained using CL.

This difference arises because MOON can immediately begin learning meaningful
contrasts between label differences using the explicit features provided in tabular
datasets. In contrast, with image data, the model must first learn to extract relevant
features from raw pixel input before it can effectively distinguish between different
object classes. For example, in the Physionet dataset, features such as age, sex,
heart rate, and P-R interval have clear medical meanings, allowing the model to use
these values directly without the need to learn initial representations. In contrast,
for CIFAR10, the model must first develop meaningful feature representations from
raw pixels to enable effective contrastive learning.

6.3 Convergence

This subsection focuses on the simulation results, with the goal of comparing different
aggregation methods and datasets based on their convergence behavior.

Highlight 10: Feature skew does not affect the point at which the model converges.

Table offers a different perspective on this observation. It details the number of
iterations required for FedAvg, Rand, FedProx, POC, and MOON to reach 90% of
their maximum accuracy under varying levels of non-IID data of features, measured
by FHD, using the CIFAR10 dataset. The results indicate that increasing the
non-I1ID data of features has little effect on the model’s capacity to converge to
optimal performance.

The limited effect of feature skew on convergence indicates that although feature
distributions vary among clients, the fundamental learning task remains achievable.
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Table 6.2. RTA for FedAvg, Rand, FedProx, POC, and MOON reached in different levels
of non-I1D data of features as determined by FHD over CIFAR10 and Covtype using
Hist Dirichlet for K = 30

Aggregation
algorithm
FedAvg
Rand
CIFAR10 FedProx
POC
Hist MOON
Dirichlet FedAvg
Rand
Covtype FedProx
POC
MOON

Category Method | Dataset FHD =0 | FHD = 0.25 | FHD = 0.50 | FHD = 0.75 | FHD = 0.9

Feature
distribution
skew

| wo| wo| w| wo| oo wtf en| | en
| wo| wo| wo| wo| ~1| wn| en| | en
| QO Qo Lo| | 1| O Ot Ot Ut
| wo| wo| wo| wo| oo| wnf enf | en
SUFNFN NS PR | NN F N

In contrast to label skew, which directly influences class representation in local
updates, feature skew mainly modifies input variations without significantly affecting
the overall decision boundary. Consequently, the global model retains its ability to
generalize well across clients, resulting in comparable convergence patterns regardless
of the extent of non-IID data of features.
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Chapter 7

Quantity Skew Results

This section explores the impact of quantity skew in client data on model performance.

7.1 Synthetic Partitioning Method

We utilize the MinSize-Dirichlet method from the FedArtML [31] tool, which defines
the Dirichlet distribution parameter a and generates target participation proportions
for each client. A minimum required size, termed the "minimum number of examples,"
is then set for each client. The minimum proportion size, MinSize, is computed as
MinSize = %ﬁedsm, where n is the total number of examples in the centralized

dataset. If any assigned proportion is less than MinSize, it is replaced with MinSize.
Finally, the proportions are normalized to ensure they range between 0 and 1.

We evaluate the degree of non-IID data in quantity skew using the HD metric
for quantity skew (QHD), within the range 0,0.10,0.17. This limited range is due
to the finite size of the dataset, which restricts the extent of quantity skew. Unlike
other types of skew, the proportions based on quantity distribution cannot vary
drastically because the total sample size limits how unevenly data can be allocated
across clients.

Table 7.1. Mean and standard deviation Accuracy for each dataset for CL, FedAvg, Rand,
FedProx, Power-Of-Choice, and MOON, considering different levels of non-IID data
partitioning regarding record quantities measured by QHD for K = 30. Each model has
undergone ten different trials.

Category | Method | Dataset CL QHD FedAvg Rand FedProx POC MOON

0 65.77% + 0.57% | 65.92% + 0.72% | 66.45% + 0.61% | 66.04% + 0.35% 64.01% + 0.46%

E CIFARI0 | 70.50% + 0.6% | 0.10 66.69% + 0.72% | 66.29% + 0.67% | 66.71% + 0.76% | 68.82% + 0.89% | 63.24% + 0.37%
= 0.17 66.04% + 0.65% | 67.91% + 0.46% | 68.07% + 0.42% | 68.44% + 0.51% | 63.49% + 1.25%
g :f 0 90.72% + 0.23% [ 90.69% + 0.25% | 90.64% + 0.15% 90.67% =+ 0.11% 88.49% + 0.24%
E E FMNIST | 90.90% + 0.02% | 0.10 90.37% + 0.16% | 90.39% + 0.22% | 90.30% + 0.45% | 90.78% + 0.13% | 88.04% + 0.27%
% A 0.17 90.39% + 0.32% | 90.43% + 0.19% | 90.44% + 0.27% | 90.65% + 0.31% | 88.10% + 0.26%
z 8 0 58.23% + 0.68% | 57.13% + 0.56% | 58.04% + 0.29% 57.08% =+ 0.53% | 61.29% + 0.81%
—i E Physionet | 63.74% + 1.24% | 0.10 59.48% + 2.09% | 59.06% + 1.71% | 59.42% + 1.23% | 61.29% =+ 0.50% | 58.67% + 1.97%
'é 5 0.17 64.22% + 1.27% | 64.40% + 0.55% | 64.92% + 0.71% | 64.82% + 0.85% 63.86% + 0.40%
] 0 94.97% + 0.04% | 94.87% £ 0.06% | 94.96% + 0.07% 94.83% =+ 0.05% | 95.15% + 0.09%
& Covtype 95.60% + 0.1% | 0.10 95.67% + 0.10% | 95.65% + 0.07% | 95.70% + 0.10% | 95.79% + 0.10% | 95.13% + 0.12%
0.17 90.65% + 1.57% | 94.77% + 0.43% | 95.27% + 0.20% | 94.94% + 0.44% 94.23% + 0.47%

Number of times that performed the best 1 0 3 6 2
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7.2 Classification Power:

In the subsequent paragraphs, we focus on the simulation results to assess different
aggregation methods and datasets in terms of their classification accuracy, with a
particular emphasis on the effects of quantity skew in client data.

Highlight 11: Quantity skew in client data does not impact the final model’s
performance [37].

An analysis of Table evaluating each aggregation algorithm individually, reveals
that the final model performance remains stable across different degrees of quantity
skew in the clients’ data. This consistency holds true regardless of the aggregation
method used, reinforcing the conclusion that quantity skew does not influence model
performance. These findings align with the results reported by Li et al. [37].

The consistency of model performance despite the presence of the quantity
skew indicates that FL aggregation algorithms effectively balance client updates
irrespective of differences in sample sizes. Clients with fewer samples still contribute
meaningful gradients proportional to their data, without exerting undue influence
on the training process. Moreover, common optimization strategies like weighted
averaging help counteract potential biases arising from data imbalance, maintaining
stable performance across varying degrees of quantity skew.

7.3 Convergence

This subsection concentrates on the results related to the learning behavior and
training stability of various aggregation algorithms.

Highlight 12: In the presence of quantity skew, all aggregation algorithms achieve
convergence within the same number of communication rounds.

Table 7.2. RTA for FedAvg, Rand, FedProx, POC, and MOON reached in different levels
of quantity non-IID data cases as determined by QHD over CIFAR10 and Covtype using
Min-size Dirichlet method for K = 30

Category Method | Dataset Aﬁiﬁ%ﬁ}:in QHD =0 | QHD = 0.10 | QHD = 0.17
FedAvg 5 3 2
Rand 5 3 1
CIFARI10 FedProx 5 3 2
. POC 5 3 2
dgt‘;‘jat;tzn Min-size MOON 6 3 D)
Skew Dirichlet FedAvg 3 2 1
Rand 3 2 1
Covtype FedProx 3 2 1
POC 3 2 1
MOON 4 2 1

As shown in Table[7.2] regardless of the level of quantity non-IID cases, all aggregation
algorithms converge after a similar number of communication rounds.
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The uniform convergence observed across aggregation algorithms is due to the
redundancy in client datasets, where each client’s data reflects the overall distribution.
This redundancy enables the global model to capture similar patterns from any
subset of clients, maintaining stable convergence despite the presence of quantity
skew.
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Chapter 8

Spatiotemporal Skew Results

This section explores the effect of different levels of non-IID data in space or time
among clients on model performance.

8.1 Synthetic Partitioning Method

The key requirement for this partitioning method is that the dataset must include
a categorical variable representing either space (such as locations, cities, latitude,
longitude) or time (such as hours, months, years) to serve as the basis for partitioning.
For example, Figure illustrates the label distribution over time in the 5G NTF
dataset. Here, the spatial variable used to generate the federated data is the flow’s
date, formatted categorically as year-month-day.

1 Application
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I GoogleMeet
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Figure 8.1. Distribution of 5G NTF applications (label) along date (spatiotemporal variable
expressed in YYYY-MM-DD).

We apply the St-Dirichlet method from FedArtML [31], which utilizes the
Dirichlet distribution to partition data according to spatial (SP skew) or temporal
(TMP skew) categories for allocation among federated clients. The level of non-IID

data in space or time is measured using the HD (STHD), evaluated in the range of
{0, 0.25, 0.5, 0.75, 0.9}.
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8.2 Classification Power

This section presents the simulation results used to assess various aggregation
methods and datasets in terms of classification accuracy, with a specific emphasis
on the effects of varying degrees of spatiotemporal skewness in clients’ data.

Strategy -=- Serengeti-Fedavg —— Serengeti-CL MHEALTH-Fedavyg
MHEALTH-CL =+ 5GNTF-Fedavg == 5GNTF-CL
e
S =
3 09
© s
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Q e
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0.8
0 0.25 0.5 0.75 0.9

Hellinger distance

Figure 8.2. Changes in the models’ accuracy considering different levels of non-IID data in
space or time features measured by STHD for K = 30.

Table 8.1. Mean and standard deviation Accuracy for each dataset for CL, FedAvg, Rand,
FedProx, Power-Of-Choice, and MOON, considering different levels of non-IID data
partitioning of the records based on their space (SP) and time (TMP) measured by
STHD for K = 30. Each model has undergone ten trials.

Category | Type | Method Dataset CL STHD FedAvg Rand FedProx POC MOON

0 95.58% =+ 0.08% | 95.56% + 0.09% | 95.62% + 0.14 95.48% £ 0.09 96.69% =+ 0.06

0.25 [95.63% £ 0.05% | 95.50% + 0.10% [ 95.64% + 0.03 95.51% £ 0.11 96.76% + 0.08

Serengeti | 96.95% £ 0.11% [ 0.5 [ 95.40% + 0.08% [ 95.32% + 0.07% | 95.36% =+ 0.06 95.32% £ 0.06 96.51% + 0.04

5 0.75 [94.09% + 0.25% [ 93.91% + 0.36% | 94.15% + 0.21 94.06% £ 0.09 95.80% + 0.16

E 0.9 [88.65% + 0.18% | 87.68% + 0.58% | 88.49% + 0.13 88.20% + 0.39 91.74% + 0.20

,:f 0 89.98% £ 0.04% | 90.33% £ 0.03 [ 90.85% + 0.04 90.33% £ 0.05 90.56% =+ 0.02

» 0.25 89.91% + 0.05 90.34% + 0.04 | 90.85% + 0.01 90.33% =+ 0.05 90.57% =+ 0.02

MHEALTH | 91.97% + 0.09 0.5 89.77% + 0.10 90.28% + 0.04 | 90.85% + 0.02 90.32% + 0.04 90.48% =+ 0.04

2 0.75 89.26% =+ 0.31 89.15% + 0.24 | 89.87% + 0.31 88.79% =+ 0.48 89.69% =+ 0.18
= 0.90 79.84% + 0.57 | 82.34% + 1.36 82.48% + 0.78 81.33% + 0.74 82.95% + 1.04
£ - 0 92.15% £ 0.04% | 92.15% + 0.02% | 92.14% + 0.02% | 92.15% + 0.04% | 92.23% + 0.02%
&z ] 0.25 | 92.07% + 0.12% | 92.05% + 0.15% [ 92.07% + 0.18% | 92.15% =+ 0.05% | 92.28% + 0.04%
cf 5G NTF | 92.39% + 0.10% | 0.5 | 88.28% + 1.87% | 87.92% + 2.00% | 89.19% =+ 2.09% | 92.08% + 0.08% | 89.24% + 1.80%

= 0.75 | 85.82% + 0.06% | 85.64% + 0.08% | 85.83% =+ 0.08% | 91.77% + 0.32% | 86.51% + 1.79%

- 0.9 | 84.62% + 0.36% | 84.50% + 0.20% | 84.55% + 0.37% | 89.23% + 2.13% | 83.94% + 0.02%

Number of times that performed the best 0 0 4 3 8

Highlight 13: The higher the level of non-IID data in space or time, the worse the
model’s performance.

Table [B.1] shows that model performance declines across all aggregation algorithms
as the data distribution among clients becomes more varied in terms of space or
time. Figure [8.2] compares FedAvg with the CL model over different levels of STHD,
revealing a consistent trend: accuracy decreases as the level of non-IID data in space
or time increases among clients. The extent of this decline varies across datasets,
with a marked drop in performance observed once STHD exceeds 0.75. This effect
arises because increasing temporal and spatial disparities among clients also amplifies
label distribution non-IID data.
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This relationship is further illustrated in Table which reports the HD of
label distributions at different STHD levels across clients. Additionally, findings
from the label skew analysis confirm that higher degrees of non-IID data in client
label distributions adversely affect the final model’s performance.

Table 8.2. HD among clients’ label distributions at varying levels of non-IID partitioning
in time and space

| Dataset | STHD =0 [ STHD = 0.25 | STHD = 0.50 | STHD = 0.75 | STHD = 0.9 ||

Serengeti 0.01 0.09 0.22 0.36 0.53
MHEALTH 0.01 0.01 0.01 0.03 0.07
5G NTF 0.03 0.20 0.29 0.30 0.49

8.3 Convergence

This section presents the results on model convergence in the presence of temporal
and spatial data variations, based on experiments conducted with the Serengeti,
MHEALTH, and 5G NTF datasets.

Table 8.3. RTA reached for different levels of non-I1ID data in space or time measured by
STHD for K = 30.

Dataset | 8818200 | gy o | STHD — 0.25 | STHD = 0.50 | STHD = 0.75 | STHD = 0.9
algorithm
FedAvg 6 7 7 10 14
Rand 7 7 8 10 14
Serengeti FedProx 7 7 7 10 14
POC 7 7 7 10 15
MOON 8 8 9 12 19
FedAvg 1 1 1 1 1
Rand 1 1 1 1 1
5G NTF FedProx 1 1 1 1 1
POC 1 1 1 1 1
MOON 1 1 1 1 1
FedAvg 2 2 2 3 2
Rand 2 2 2 3 2
MHEALTH FedProx 2 2 2 3 2
POC 2 2 2 4 2
MOON 6 7 7 13 14

Highlight 14: Non-IID data in space or time does not consistently affect the
number of convergence rounds, with its impact differing depending on the dataset
characteristics and the complexity of the task.

Table presents the RTA for five aggregation algorithms, indicating the number
of rounds needed to achieve 90% maximum precision in the reference datasets as the
level of non-IID data in space or time increases (STHD values € {0, 0.25, 0.50, 0.75,
0.90}). The impact of a given non-IID data level can vary significantly depending
on the characteristics of the underlying data:

e Serengeti: As STHD rises from 0 to 0.90, the RTA approximately doubles for
all aggregation methods (for instance, FedAvg increases from 6 to 14 rounds,
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and POC from 7 to 15 rounds). This indicates that as non-IID data across
different locations intensifies, additional training rounds are needed for the
models to achieve convergence.

5G NTF: All aggregation methods achieve convergence within a single round
regardless of the STHD level. This happens when the classes are easily
separable, with a distinct separation between the records of one class and
those of the others. Under these conditions, the task is straightforward, and
temporal variations have little effect on the convergence timing.

MHEALTH: For all aggregation methods, the RTA remains stable except
for MOON, which experiences a significant increase from 6 to 14 rounds as
the level of non-IID data in space or time rises from 0 to 0.90. Because
the data originates from body-worn sensors and is partitioned by individual
subjects, client-specific covariate shifts arise, which particularly challenge
representation-based methods such as MOON.

For the MOON algorithm, the difference in RTA between STHD = 0 and STHD
= (.9 varies across datasets, showing no change for 5G NTF, an 8-round increase
for MHEALTH, and an 11-round increase for Serengeti—while other aggregation
methods exhibit no such variation. This suggests that there is not a direct, one-to-
one correlation between STHD and convergence speed; rather, factors such as task
complexity, temporal patterns, and feature diversity influence the results. These
findings reinforce our earlier observation that non-IID data in space or time affects
convergence in a dataset-dependent and problem-specific manner.
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General Results

This section presents a summary of the key findings from our experiments, integrat-
ing the observed behaviors related to label, feature, quantity, and spatiotemporal
skews.

Highlight 15: Label skew [71, [37] and spatiotemporal skew have a substantial effect
on model performance.

Our experimental results indicate that different types of non-IID data affect FL
performance to varying degrees. Label skew and spatiotemporal skew have the most
pronounced negative effects. Specifically, label skew leads to a 10-40% reduction
in model accuracy compared to the CL baseline. In contrast, feature and quantity
skews cause smaller accuracy decreases, typically between 1-5%. These findings
are consistent with prior research [71), B7], which highlights that label skew dis-
proportionately impairs aggregation due to local models overfitting to dominant
classes.

Spatiotemporal skew causes contextual drift, such as variations in sensor data
across different locations or times, that distorts the feature space. Like label skew,
this issue cannot be resolved by straightforward aggregation alone. Our experiments
demonstrate that FedAvg experiences a 10-12% greater accuracy decline under
spatiotemporal skew. The global model finds it challenging to generalize well across
varied contexts because the averaging process diminishes critical environmental
patterns that are specific to certain locations or time frames.

Highlight 16: In general FL scenarios, FedProx, POC, and MOON outperform
FedAvg and Rand.

Table summarizes the number of times that each aggregation algorithm outper-
formed the others in the four types of skewness examined in this study. In most
cases, FedProx, POC, and MOON achieved superior performance, surpassing the
simpler FedAvg and Rand algorithms. This superior performance is attributable to
the unique strategies each aggregation algorithm employs to address the effect of the
non-IID data. FedProx stabilizes training by controlling the impact of the global
model on local clients, POC improves personalization by selecting clients based
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Table 9.1.

performance for each study.

The number of cases in which each specific algorithm achieved the best

H Study ‘ #Cases ‘ FedAvg ‘ Rand ‘ FedProx ‘ POC ‘ MOON H
Label Skew 25 4 1 12 2 6
Feature Skew 36 4 2 7 7 16
Quantity Skew 12 1 0 3 6 2
Spatio Temporal Skew 15 0 0 4 3 8
Total best performance 9 3 26 18 32

on their loss values, and MOON utilizes contrastive learning to enhance feature
representation. These approaches facilitate better adaptation to heterogeneous client
distributions, resulting in consistently improved performance across various types of
skewness.

Although FedProx, POC, and MOON typically outperform FedAvg and Rand,
the performance improvements are often modest. This suggests that although these
methods provide better handling of non-IID data, they do not completely overcome
the challenges associated with the non-I1ID data. The relatively limited gains high-
light the need for more advanced aggregation algorithms that can more effectively
adapt to diverse client distributions and improve model performance in FL contexts.

Highlight 17: FedProx demonstrates greater effectiveness on image datasets,
whereas MOON vyields superior results with tabular datasets.

Table 9.2. The number of cases in which each aggregation algorithm achieved the best
performance for each type of dataset

H Dataset type ‘ #Cases ‘ FedAvg ‘ Rand ‘ FedProx ‘ POC ‘ MOON H

Image 39 8 3 19 9 0
Tabular 49 1 0 7 9 32
Total best performance 9 3 26 18 32

Table analyzes the top-performing aggregation algorithms based on the type of
dataset used for training. It reveals that FedProx outperforms all other methods on
image datasets in nineteen out of thirty-nine instances. Conversely, MOON generally
outperforms competing algorithms on tabular datasets in thirty-two out of forty-nine
cases.

The superior performance of FedProx on image datasets and MOON on tabular
datasets can be explained by their unique optimization approaches. FedProx reduces
client drift by stabilizing model updates, which is especially advantageous for
handling complex, high-dimensional image data. Conversely, MOON’s contrastive
learning framework improves feature representation, making it better suited for
tabular datasets where capturing intricate feature relationships is essential. These
methodological differences account for their distinct performance across different
dataset types.
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Discussion of Experimental
Findings

In this chapter, we summarize and evaluate the important empirical findings of our
systematic assessment of the effects of non-I1ID data in FL. We formed our discussion
around the four types of non-IID data scenarios, such as label, feature, quantity,
and spatiotemporal skews, and finished with general trends, practical implications,
and some recommendations for FL practitioners.

10.1 Label Skew

Impact of non-IID data. Our experiments demonstrated that label skew has
a highly non-linear effect on FL model performance. As HD between client label
distributions increases from 0.5 to 0.75, the performance of the model encounters
two noticeable critical points, with a sharp degradation after HD = 0.5 and HD =

0.75 (Figure [5.2).

Simple vs Complex aggregation algorithms. This double-threshold pattern
in model performance degradation gives the idea that for the cases where the level of
non-IID data is not high (e.g. HD < 0.5), using simple aggregation algorithms such
as FedAvg and Rand can still give us a comparable result compared to other descent
aggregation algorithms such as FedProx and POC that requires extra work as the
performance change is not that noticeable(Table , however, for more severe levels
of non-1ID data (e.g. HD > 0.75), even existing state-of-the-art aggregation methods
continue to experience a significant performance reduction of up to 35% in accuracy
when comparing HD=0 to HD=0.9.

Balanced vs. Imbalanced datasets. Table compares the performance
decrease between the highest level of non-I1ID data (HD = 0.9) and the IID case (HD
= 0), revealing that balanced datasets (e.g., CIFAR10, FMNIST) suffer considerably
less degradation than unbalanced ones such as Covtype. For example, CIFAR10’s
accuracy decreases by not more than 23%, whereas Covtype’s accuracy decreases
by more than 35%, suggesting that unbalanced datasets suffer significantly more
performance loss in FL scenarios.
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Convergence. As the level of non-IID data measured by HD increases, all FL
aggregation algorithms require more communication rounds to achieve 90% of their
highest accuracy throughout the training. Table shows that for FedAvg, Rand,
FedProx and POC the RTA increases from 5 rounds at HD = 0 to 14-15 rounds
at HD = 0.9, whereas MOON’s RTA increases from 8 to 20 rounds. This slower
convergence emphasizes the additional effort required for the aggregation algorithms
to integrate models trained on various client datasets into a single global model.

10.2 Feature Skew

Impact of non-1ID data. Unlike label skew, feature skew causes small decreases
in performance of 1-5 percentage points when comparing the most extreme level of
non-IID data (FHD = 0.9) with the IID scenario (FHD = 0). Both the Gaussian noise
and Hist-Dirichlet partitioning methods demonstrate that the differences between
aggregation methods are insignificant (Table . Practically, this suggests that
standard FL algorithms are robust to non-IID data at the feature level unless clients’
feature distributions diverge dramatically, as seen at the highest level of non-IID
data in features created when FHD=0.9 using the Gaussian noise method, which
attempts to change the values directly to create such a scenario.

Convergence. Feature skew has minimal effect on the convergence of the model.
Table[6.2]shows that through FHD levels from 0 to 0.9 on CIFAR10 (an image dataset)
and Covtype (a tabular dataset), all aggregation algorithms consistently require a
similar number of rounds to achieve 90% of their highest accuracy (with only small
variations for MOON). This consistency comes from the fact that different feature
distributions change input appearance but not the primary decision boundary;
therefore, the global model converges in about the same number of iterations
regardless of non-IID data in features.

10.3 Quantity Skew.

Impact of non-IID data Quantity skew has no significant impact on the final
model’s performance. As shown in Table all the aggregation algorithms achieve
practically the same performance at different levels of non-IID data with respect to
the quantity of samples over clients quantified by QHD. The consistency of model
performance despite the presence of quantity skew indicates that FL aggregation
algorithms effectively balance client updates irrespective of differences in sample
sizes.

Convergence. Even when clients’ sample sizes are different (quantity skew), all
FL aggregation algorithms achieve the 90% of their highest accuracy in roughly the
same number of rounds. This uniform convergence across QHD levels is due to the
redundancy in client datasets, where the data for each client reflects the overall
distribution that allows the global model to learn consistent patterns regardless of
the participating clients.
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10.4 Spatiotemporal Skew

Impact of non-IID data. Our findings reveal that spatiotemporal skew decreases
FL performance across all aggregation algorithms. As the level of non-IID data in
space or time measured by STHD increases, the model accuracy slowly drops, with
a significant decrease when STHD approaches 0.75 (Figure Table . Table
shows that when STHD increases, so does the level of non-I1ID data on labels, which
explains why this form of skew is causing degradation in model performance.

Convergence. Our experiments show that spatial non-IID data has a dataset-
dependent effect on convergence speed as when STHD increases from 0 to 0.9, RTA
nearly doubles for Serengeti (e.g., for FedAvg 6—14, and for POC 7—15), remains
at 1 round for 5G NTF regardless of the presence of this type of skew, and stays
constant for MHEALTH except for MOON (6—14 rounds), highlighting that task
complexity and data dynamics, not STHD alone, drive convergence change.

10.5 Aggregation Algorithms

In most cases, the more advanced aggregation algorithms, such as FedProx and
MOON, outperform simpler algorithms, such as FedAvg and Rand. FedProx leads
in 26 cases while MOON in 32 of the 88 total experiments (Table [9.1]).

e FedProx Based on the results, FedProx is well suited for situations involving
label skew in the client’s data distribution (Table . Furthermore, it appears
to work better on image datasets (Table , reducing client data drift by
stabilizing model updates using its proximal term, which is especially useful
for dealing with, complex high-dimensional image data.

o« MOON performed best on tabular data (Table[9.2)), the use of contrastive
learning enhances feature representation, making it especially effective for
tabular data that demands modeling complex inter-feature relationships

10.6 Practical Recommendations

Measure before Training. Calculate the HD on labels (and, where applicable,
spatiotemporal variables) of the client’s data to predict performance declines and
select the appropriate aggregation algorithm for your scenario.

Threshold-Aware Strategy. When the level of non-IID data among clients is
less than HD=0.5, you may use simpler aggregation techniques at the expense of
very little performance loss but faster training because of their simplicity and no
additional computation other than averaging the model updates, while if it exceeds
HD = 0.5, prefer a more advanced algorithm such as FedProx, POC or MOON.
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Algorithm Selection by Data Type. Used FedProx when you are dealing with
image datasets, while preferring MOON for structured or tabular datasets.

By providing a comprehensive empirical foundation and clear guidelines, this
discussion empowers FL practitioners to diagnose and mitigate non-IID challenges
in diverse deployment settings.
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Chapter 11

Conclusions

This study presents a thorough empirical investigation of the effects of non-1ID
data in FL. We evaluated five state-of-the-art approaches for managing non-I1D
data distributions under controlled settings, including label, feature, quantity, and
spatiotemporal skews, with particular emphasis on the latter. Our goal is to establish
a standardized methodology for analyzing data heterogeneity in FL. employing the
HD to quantify differences in data distributions. The results highlight the substantial
influence of label and spatiotemporal skew on FL model performance, while feature
skew and quantity do not influence the model performance. We also identify a
double-threshold effect, where performance degradation intensifies sharply once HD
exceeds 0.5 and 0.75. Furthermore, our findings indicate that FL performance is
most severely impacted under extreme non-IID data conditions. Based on these
insights, we provide practical recommendations for addressing non-I1ID data in FL.
This work constitutes the most comprehensive study of non-IID data in FL to date
and lays a strong foundation for future research in the field.
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Chapter 12

Future Work

We offer design insights and identify opportunities to guide researchers in addressing
the challenges posed by non-IID data.

Quantifying non-IID data. Numerous studies have reported that non-IID data
affect the performance of FL models [45] 46} 30]. However, for the first time, we
show that the effect of non-1ID data varies depending on the degree of non-1ID data,
as illustrated in Figure Thus, accurately quantifying the degree of non-IID
data in FL is crucial. This study used the HD metric to assess the non-IID level.
However, we encourage researchers to explore alternative metrics, including JSD [54],
EMD [16], and Total Variation distance [6], among others.

More effective methods to tackle high non-ITD data. This study demon-
strates the performance of state-of-the-art methods for addressing non-I1ID data, such
as Rand, POC, FedProx, and MOON, compared to FedAvg. The results indicate that
no single algorithm consistently outperforms FedAvg in all scenarios. Furthermore,
even the more advanced methods offer only marginal improvements over FedAvg in
highly non-IID data settings, with gains typically limited to around two percentage
points.

This phenomenon has been observed and discussed in limited empirical studies
on non-1ID data and related methodologies [71] 2, 51} [37]. Consequently, developing
effective strategies to mitigate the impact of high non-IID data is essential for the
advancement and sustainability of FL. This need corresponds to the open challenges
highlighted by Kairouz et al. [32].

Focusing on highly unbalanced data. Our experiments indicate that the most
significant performance drop when comparing CL to FL occurs in unbalanced datasets,
reflecting the difficulty of learning from highly imbalanced and less representative
data (see Table [5.1)).

Therefore, it is essential to develop solutions for addressing non-IID data that
consider the extent of label imbalance across clients.

Studying spatiotemporal skew. When this study was conducted, there were no
existing analyses or empirical investigations on how spatiotemporal skew influences
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the performance of FL models. Therefore, we present the first set of experiments
to understand the impact of varying degrees of spatiotemporal non-IID data on FL
model accuracy. The findings (see Table indicate that high spatial or temporal
skew levels significantly reduce model performance, particularly when HD exceeds
0.75, representing severe non-IID data.

Therefore, researchers can evaluate methods for addressing spatial and temporal
skew in FL [67, 19, [88] better to understand their performance under conditions of
high non-IID data.

Methods to compare mixed non-IID data types. Existing tools and tech-
niques for synthetically partitioning centralized data into federated datasets [31],
83, 136l 56l 26] typically simulate a single type of non-IID data, such as label, fea-
ture, quantity, or spatiotemporal skew. However, more realistic scenarios involve
combinations of multiple types of non-IID data, which can significantly impact
the performance of the FL. model. Therefore, to advance FL research, it would
be valuable to develop partitioning methods that enable simultaneous control over
multiple non-IID data factors when distributing centralized data across federated
clients.
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