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Abstract

The work presented in this thesis directly addresses the critical problem of the
lack of datasets containing transmission information in LoRaWAN networks. In the
beginning, a general overview of the domain, including the technologies adopted,
is depicted, and later on, the whole process of creation of the dataset is analyzed,
including some evaluations of the dataset characteristics before and after the network
data emulation process.

The dataset, based on the Roman Taxi Dataset, was designed to simulate real-
world device mobility patterns and provide a basis for evaluating LoORaWAN network
performance. It includes two scenarios: one representing the movements of individual
devices and another representing a cluster of devices moving collectively. This
dataset is then used as input for the evaluation of the Edge2LoRa and Edge4LoRa
frameworks, which integrate edge computing into LoRaWAN to enhance scalability
and performance.

The findings demonstrate that Edge4LoRa resource allocation is a [edted with di [erent
ways in the assignment strategy. This work contributes to the advancement of loT
networking by addressing key limitations in traditional LoRaWAN architectures and
oLering a scalable solution for future applications.
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Chapter 1

Introduction

The Internet of Things (1o0T) has emerged as a transformative technology, enabling
interconnected devices to interact with the external environment by collecting
data via sensors and performing actions through actuators. Its applications span
various domains, including smart cities, healthcare, transportation, and industrial
automation. The ultimate goal of 10T systems is to create autonomous networks of
devices capable of making decisions independently. This autonomy is increasingly
enhanced by advancements in Machine Learning (ML) and Artificial Intelligence
(Al), which allow devices to perform complex tasks with high accuracy. However,
such tasks often demand substantial computational resources and access to large
datasets, challenges that end devices, constrained by limited processing power and
storage, are ill-equipped to handle.

To address these challenges, computational workloads can be shifted away from
end devices. Initially, the Cloud Computing paradigm o [erked a solution by enabling
heavy processing tasks to be performed remotely, with end devices acting as mere data
collectors [1]. However, cloud computing introduces drawbacks such as increased
latency and potential security risks due to data transmission over the internet.
Recently, the paradigm of Edge Computing has emerged as a promising alternative.
Edge Computing [2] processes data near the source, reducing latency, enhancing
security, and ensuring scalability in 10T applications.

A critical enabler of 10T networks is Low Power Wide Area Network (LP-
WAN) technologies such as LoRaWAN. LoRaWAN is based on the LoRa protocol
and enables long-range communication with minimal energy consumption. While
LoRaWAN provides e Ccieht data forwarding through gateways, its centralized
architecture introduces challenges in scalability, latency, and managing mobility
in dynamic scenarios. The architecture is primarily a packet-forwarding system,
limiting its ability to perform advanced network functions.

1.1 Motivation and Scope

To address the limitations of centralized LoRaWAN networks, Milani et al. [10]
proposed the Edge2LoRa framework. This architecture integrates edge computing
into LoRaWAN networks, enabling a distributed processing paradigm and reducing
reliance on centralized cloud servers. While Edge2LoRa improves scalability and
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processing e ciency, it lacks optimal mechanisms for handling mobility scenarios
and dynamic device-to-gateway assignments.

Building upon Edge2LoRathis thesis introduces Edge4LoRaan extended archi-
tecture designed to overcome these limitations. A signi cant contribution of this
work is the creation of a realistic dataset derived from the Roman Taxi Dataset, sim-
ulating real-world mobility patterns. The dataset serves as the basis for evaluating
the performance of Edge4LoRaparticularly in scenarios requiring e ective resource
allocation and load balancing.

1.2 Objectives and Contributions

This thesis focuses on advancing the integration of edge computing within
LoRaWAN networks by addressing key challenges in mobility and scalability. The
main objectives are:

~

To create a realistic dataset that replicates mobility patterns in dynamic
environments, enabling detailed analysis of network behavior.

To implement a scalable simulation environment using the NS-3 simulator for
evaluating LoRaWAN network performance under various conditions.

To develop and test load-balancing algorithms to optimize device-to-gateway as-
signments, enhancing the e ciency and reliability of Edge2LoRand Edge4LoRa

Key contributions include:

Constructing a comprehensive dataset that simulates dynamic device move-
ments and interactions with gateways, providing valuable insights into network
behavior.

Analyzing the dataset to identify key characteristics, ine ciencies, and oppor-
tunities for improvement.

Extending the Edge2LoRdramework into Edge4LoRavalidating its ability to
handle large-scale networks with enhanced gateway processing, e cient packet
redirection, and improved load balancing.

1.3 Structure of the Thesis

The thesis begins with an overview of IoT technologies, focusing on LoRaWAN,
its limitations, and the role of Edge Computing in addressing these challenges.
It then introduces the Edge2LoRaand Edge4LoRd&rameworks, which serve as the
foundation for this work. The process of dataset creation, along with an evaluation
of its characteristics before and after the reshaping process, is detailed. The thesis
also describes the visualization tools developed to analyze the e ectiveness of the
proposed balancing algorithms in theEdge4LoRaarchitecture. Finally, experimental
results are presented, demonstrating the scalability and e ciency of the proposed
framework, followed by conclusions and suggestions for future research.



Chapter 2

Adopted Technologies

The design and implementation of theEdge2LoRaand Edge4LoRd&rameworks
rely on a diverse set of technologies that enable e cient data processing, network
communication, and scalability. This chapter provides an overview of the key
technologies adopted in this work, highlighting their roles and contributions to the
development and evaluation of the proposed systems.

The technologies selected for this research were chosen based on their relevance to
the challenges of Low Power Wide Area Networks (LPWANS) and edge computing.
These include simulation tools, communication protocols, and data processing
frameworks, each playing a critical role in addressing speci ¢ aspects of the problem
domain. By leveraging established tools and frameworks, the study ensures a robust
and reliable foundation for experimentation and innovation.

2.1 Low-power Wide-area Network (LPWAN)

In the 10T domain standard networking transmission technologies and protocols
are not the best solution, in such context there is the need to design new protocols
to manage the constraints of lot devices, like small computational power and the
need to save as much energy as possible. On the other hand, devices often do not
need to exchange many bytes per transmission. Combining data from a wide set of
sensors and periodic transmissions from the same device generates a wide quantity
of data that must be processed or stored. Low-power Wide-area networks LPWAN
are innovative solutions that support the needs of IoT and at the same time take
advantage of the low throughput needed. A player in LPWANSs is LoRaWAN a
network protocol that is widely used in the IoT context.

2.2 LoRa & LoRaWAN

LoRaWAN is one of the most important network protocols in the LPWAN's
domain. LoRa (Long Range) is a modulation technique for radio signals, it is
combined with LoRaWAN which is a network protocol, or used to build mesh
networks. In this work, the mesh approach is not included, since the Edge2Lora
infrastructure is based on LoRaWAN. [8]
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2.3 LoRa

2.3.1 LoRa Description

As said above, LoRa is a physical layer protocol, is proprietary, patented by
Cycleo in 2014, and then acquired by Semtech. LoRa's main capabilities include
long-range communication and low power consumption. The frequency bands used
depend on the geographical area, all of them are in the Sub Gigahertz spectrum,
like 868 MHz in the European Community and 915 MHz in other regions like the
US. The low-frequency spectrum allows LoRa to reach impressive distances in signal
transmission and reception in perfect conditions (line of sight and without the
presence of radio frequency interferences). An evaluation of transmission capabilities
has been evaluated in "Long-range communications in urban and rural environment”
[3], considering three di erent scenarios: Rural, Suburban, and Urban. This shows
that the LoRa modulation technique can reach Rural areas more than 5 km with
still a high link quality and the transmission range in urban context drops around
2 km. This work also shows how objects in the middle and di erent elevations of
transceivers a ect the transmission.

2.3.2 Lora Modulation Technique

The ability of LoRa to reach Large distances in communication is given by the
frequency spectrum used, is known that lower frequencies can reach longer distances
given their higher permeability of space, but the bit rate o ered is small. The
spectrum used alone is not the only actor in the performances o ered by LoRa,
another key component is the Spreading Factor (SF). The signal generated by LoRa
is called the Chirp Signal, whose characteristic is a modulation of the frequency
that starts from a Fpin and is linearly increased up toFmax (Up Chirp if moves
in the other direction is Down Chirp). In order to By chirping the signal over a
wider bandwidth, LoRa spreads the energy over a larger frequency range. This
increases resistance to interference and noise while improving the signal reception at
the gateway.

Figure 2.1. Lora Chirping and spreading Factor

The spreading factor values in LoRa are from 7 to 12, as the spreading factor
increases, the generated chirp signals are wider in the frequency spectrum and the
time slot for each tone increases.
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Preamble Physical Header | Physical Header CRC Payload Payload CRC

6 - 65535 bits 1 Byte 1 - 2 Bytes 1 - 255 Bytes 4 Bytes

Table 2.1. Lora Physical Uplink Frame

2.3.3 Lora Frame Structure

Lora Frames are divided in two types: uplink and downlink. Uplink frames are

used when a device sends a packet to the gateway, ensuring more reliable and secure
communication. Downlink is instead a packet that is sent from the gateway to the
device. In the following table, there is an example of the uplink frame

Preamble is a sequence of Up-Chirps signals, followed by two Down-Chirps,
its scope is to synchronize the communication between the two devices.

Physical Header contains the basic information needed for the communication
like the spreading factor, the coding rate, and bandwidth and presence of CRC
that is not provided in the case of Downlink Frame

Physical Header CRC s the integrity check for the header
Payload Contains the Physical payload divided itself into di erent elds

Payload CRC s the integrity check for the payload (only in Uplink frames)

The one seen above is the explicit format of the packet, the implicit form

removes the header and can be used whenever the communication parameters are
already known or xed. Beacons use LoRa radio packet implicit mode for sending
time-synchronizing information from gateways to the end devices.
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2.3.4 Physical Payload

The Physical payload is the housing of the LoRaWAN packet. LoRaWAN's
physical structure is organized as follows:

Figure 2.2. Physical LoraWan Payload

The second block in the Frame Header is made to contain all the control infor-
mation, it is organized in the following structure:

Mac Header is one byte long, and contains the following elds:

Frame Type containing a 3-bit code used to identify the message type,
like a JOIN REQUEST/ACCEPT, or to specify the presence of con-
rmed/uncon rmed uplink or downlink data.

Reserved for future use (RFU) eld of 3 bits not used.
Major Version Two bits are used to specify the main version of the
protocol.

Mac Payload contains the whole LoRaWAN Transmission and Control
information.

Frame Header

* End Device Address is composed by the End Device address
which is a 32-bit address, is not a unique address for the device, but
identi es the device in the current network and this eld is related
to LoRaWAN's network composition. The DevAddr can be split into
two parts: 7 bits represent the network address, and the other 25
bits are used for the device. The address is assigned to the device
during a phase called Activation which will be analyzed later in this
Background section.
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* Frame Control Octet  a sequence of bits, one for each control option
like: Adaptive Data Rate (ADR) Control Bit, ADR Acknowledgment
Request Bit, Frame Acknowledgment bit, Class B enabled bit and
Frame Options Lenght that occupy the remaining 3 bits.

* Frame Counter
* Frame Options

Frame Port  (optional) identi es the application port
Frame Payload Variable length, it contains the message data

2.4 LoRaWAN

is a network protocol widely used in LPWANS, it is not only composed of
speci cations in the de nition of packets format and transmission parameters, but
it can be seen as a whole Network architecture composed of di erent devices and
actors.

2.4.1 LoRaWAN architecture

Figure 2.3. LoRaWAN Network Architecture

In gure 2.3 is displayed the infrastructure speci cation for a LoRaWAN network.
End devices communicate with gateways (also called concentrators) using a wireless
link with LoRa and then the messages collected from Gateways can be sent with an IP-
based communication link (Ethernet, Wi, or a mobile Cellular network connection)
to the cloud, where the second part of the LoRaWan Network is deployed with an
Application Server, a Join Server, and a Network Server.

LoRaWAN End Devices (ED) Small devices most of the time, equipped
with sensors and battery operated. Sensors are embedded with the device
and are periodically used to collect data from the environment. Those data
cannot be stored locally so the device sends the data over a LoRa transceiver
in broadcast to all the Gateways that it can reach.

" LoRaWAN Gateways (GW) Gateways always listens to the LoRa Car-
rier, to receive messages from EDs. To act as a bridge from the LoRaWAN
network to the Internet they are equipped with at least two interfaces: a
LoRa Transceiver and an IP-based interface that connects the gateway to the
Internet like Wi, Ethernet, or a 4G/5G connection. Here there is no need to
save energy, gateways in some scenarios are connected to the grid where they
can collect energy
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LoRaWAN Network Server (NS) is the entity that manages the network
control information like the Spreading Factor and the Data Rate. The network
server is not a physical component, like an Application Server or Join Server.
All three are pieces of software with di erent roles. Since the communication
in LoRaWAN is broadcast, is normal that multiple gateways receive the same
packet, the network server is the one that checks that a message has not
duplicates in the AS.

" LoRaWAN Join Server (JS) . Devices in LoRaWAN have to pass an Over
The Air Activation (OTAA) Phase to join the network. After the activation,
a session key is produced for secure and private communication between the
device and the Application Server.

" LoRaWAN Application Server (AS) . Is the software component that can
access the payload of the messages, the whole communication is encrypted,
and other components can access only control information.

2.4.2 LoRaWAN End Devices

End devices are divided into three di erent classes based on their behavior and
functions that support them.

Class A : All the devices support the functions that are included in this
class, it supports bi-directional communication by scheduling after each uplink
communication two short downlink windows, turning on the transceiver to
receive a packet from a gateway. This is the lowest power consumption
operation mode for an end device

Class B : Those devices allow more receiving slots, adding receiving slots
scheduled (in addition to the random receiving slots of Class A)

Class C: Devices that are always listening to the carrier stop the reception
only when a transmission is needed. Due to this behavior is the most energy-
consuming class.

2.4.3 End Device Activation

The following part describes an overview of the activation phase in 1.1 version of
LoRaWAN. Activation of devices can be performed with two di erent methods, using
a ABP activation method, hard-coding the keys in the device. A Device that joins
the LoRaWAN network has to be con gured and activated through an activation
phase called Over-The-Air. To understand better the Activation procedure that uses
several identi ers and parameters, the following identi ers and codes are used:

" JoinEUI is a 64-bit identi er and is a unique identi er for the network, it
must be already loaded inside the devide before activation.

" DevEUI is the unique identi er for the device, same format of JoinEUI and
also this must be inside the device in activation phase.
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NwkKey and AppKey are AES-128 root keys, speci ¢ for the end device,
assigned during fabrication.

During the OTAA activation of an end device, the NwKey is used to derive the
following session keys: NwkSIntKey , SNwkSIntKey and NwWkSEncKey. AppKey is
used to derive the AppSKey session key.

Figure 2.4. LoRaWAN 1.1 Activation procedure

In the above gure there is the communication schema between end device,
network server, join server and application server. The Activation procedure is
divided into the following steps:

1.

At the beginning the End Device must share with the Join Server through a
Join Request the JoinEUI the message is always sent to the Network Server

. The Network Server forwards the Join-request message to the corresponding

Join Server. The Join Request is composed by: JoinEUI, DevEUI and a nonce

. The Join Server processes the received Join Request and generates all the

session keys needed.

. The Network server creates a Join Accept message, including the following

elds: Join Nonce used from the end device to generate all the session keys,
NetID an identifer for the network, Dev Address identifying the Device in the
nework, and others communication parameters.

. The Join Server sends the AppSKey to the Application server and the three

network session keys (FNwkSIntKey, SNwkSIntKey, and NwkSEncKey) to the
Network Server

. The end-device decrypts the Join-accept message using AES encrypt operation.

The end device uses AppKey, NwkKey, and JoinNonce to generate session
keys.
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Once all those steps are done, the device is activated, storing the follow-
ing information: DevAddr, FNwkSIntKey, SNwkSIntKey, NwkSEncKey and
AppSKey.

The DevAddr is the devices identi er in the network, all the others are session
keys. Each Sessio Key has its own role:

" FNwkSIntKey is used by the end device to calculate the MIC (partially)
of all uplink data messages for ensuring message integrity.

" SNwkSIntKey s used by the end device to calculate the MIC (partially)
of all uplink data messagse and calculate the MIC of all downlink data
messages for ensuring message integrity

" NwkSEncKey is used to encrypt and decrypt the payloads with MAC
commands of the uplink and downlink data messages for ensuring message
con dentiality.

AppSKey is used by both the Application Server and the end device
to encrypt and decrypt the application data in the data messages for
ensuring message con dentiality

2.5 NS-3

ns-3 is a widely used discrete-event network simulator designed for research
and educational purposes. It provides a robust framework for simulating
various types of networks, enabling researchers to model and analyze network
behaviors in a controlled and reproducible environment. Developed as an
open-source project,ns-3 is written in C++ with Python bindings, allowing

for exibility in simulation scripting and analysis.

2.5.1 Key Features

~

Realistic Models: ns-3 o ers a wide range of realistic network models,
including wireless, wired, and hybrid network con gurations. These mod-
els simulate the behavior of real-world protocols, devices, and channels,
providing insights into network performance.

" Scalability: The simulator supports large-scale simulations, making it
suitable for testing scenarios with thousands of nodes, including those in
wireless sensor networks, 10T, and data centers.

Flexibility: ~ With its modular architecture, ns-3 allows users to extend
or modify existing models and integrate custom protocols or features
tailored to speci c research needs.

Integration with Real Systems: ns-3 can interact with real hardware
through emulation, enabling researchers to test their designs in a hybrid
simulation-real environment.

Rich Analysis Tools:  The simulator includes built-in tools for tracing,
logging, and visualizing network behaviors, facilitating detailed perfor-
mance evaluation.



2.5 NS-3

11

2.5.2 Applications

ns-3 has been employed extensively in various domains, including:

~

Wireless Networks: Simulating Wi-Fi, LTE, 5G, and LoRaWAN
networks.

loT and Edge Computing: Modeling large-scale 10T deployments and
edge computing scenarios.

Protocol Development: Testing and validating new networking proto-
cols under controlled conditions.

Education: Teaching networking concepts through hands-on simulations.

2.5.3 Advantages over ns-2

ns-3 is the successor tns-2 and o ers several improvements:

~

A cleaner and more modular architecture for easier development and
maintenance.

Support for modern networking technologies and protocols.

Improved performance and scalability, making it suitable for contemporary
research challenges.

2.5.4 Limitations

Despite its advantages,ns-3 has certain limitations:

~

The learning curve can be steep for new users unfamiliar with C++ or
network simulation.

Some advanced features may require signi cant e ort to implement or
con gure.

The simulation of certain real-world behaviors, such as highly dynamic
or heterogeneous environments, may require custom model development.
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2.6 Edge2lLora

The starting point of this work is Edge2Lora, an architecture built on LoRaWAN
that enables edge processing and solves some of LORaWAN's ine ciencies. Edge2Lora
enhances LoRaWAN's capabilities, increasing performance in scalability and reducing
latency in data processing. Edge2lLora architecture is placed on top of existing
LoRaWAN architecture, ensuring backward compatibility with legacy devices that
do not support Edge2Lora.

Figure 2.5. Edge2Lora architecture schema including LoRaWAN Legacy devices

Figure 2.5 provided in the description of Edge2Lora published by Milani et al.
[10] shows that Legacy devices and gateways can co-operate in the same network,
with Edge2Loradevices and gateways. E2GWs are the Gateways iBdge2Lora and
thoser are also able to behave like a normal LoRaWAN gateway, forwarding the
packet to the application server.

2.6.1 Edge2Lora Architecture

The Edge2LoRdramework is composed of several fundamental components that
enable its functionality and performance. These components include the device
registry, the group key establishment mechanism, and the sensor data stream
processing system. Together, these elements co operate to ensure e cient and secure
communication within the network.

The framework introduces speci ¢ device classi cations to represent its com-
patibility. The End Devices(EDs) compatible with the Edge2Loraframework are
referred to asE2ED , while the Gateways (GWs) designed to operate within the
Edge2Lora framework are referred to aseE2GW .

Each E2ED operates by transmitting sensor data streams, which are received and
processed by an assigneB2GW . The E2GW acts as the intermediary responsible
for executing data processing tasks, ensuring that the transmitted data streams are
handled e ciently and securely. This architecture ensures that the computational
load is distributed, enhancing the scalability and responsiveness of the system.
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The main role of Edge2Loraframework is to manage the presence of duplicate
packets. This already happens in LoORaWAN when a packet is delivered duplicated
to several gateways and the best one (in terms of quality of signal is chosen). In
Edge2Lorathe important thing is to avoid a duplicate processing/storage of data
from multiple gateways. The gateway that now do not behaves only as packet
forwarder, has an active role in computing and is not useful repeating the processing
of data on multiple gateways.

The architecture of the Edge2Lora framework is illustrated in Figure 2.5. Its
components are categorized into three classes, based on their position within the
network and their computing power.

2.6.2 Far Edge Devices

Far Edge Devicesare designed to operate with minimal computational resources.
These devices are capable of running small programs without requiring signi cant
processing power. Examples of suitable hardware for far edge devices include
Arduino boards or Heltec Cubecellmodules. The primary role of far edge devices
is to collect data using their sensors and transmit it via LoRa. These devices are
typically battery-operated to facilitate deployment in remote or resource-constrained
environments.

2.6.3 Edge Devices

Edge Devicesare more powerful than far edge devices and are generally connected
to a reliable energy source, such as the electrical grid. Unlike far edge devices, which
are often battery-operated, edge devices can handle more computationally intensive
tasks. A suitable hardware example for edge devices is Raspberry Pi equipped
with a LoRa antenna, which allows it to receive LoORaWAN packets from far edge
devices. Edge devices act as gateways, bridging the far edge devices to higher-level
processing systems.

2.6.4 Cloud

The nal class of devices in theEdge2LoR&ramework is the Cloud. This layer is
responsible for running computationally heavy software components and managing
centralized tasks for the entire network. Key functionalities performed at this level
include the key management system and the device-gateway association module.
The cloud acts as the backbone of the framework, enabling e cient operation and
management of the devices within the network.

2.7 EdgedlLora

Starting from Edge2LoRaEdge4lLoRas a derived architecture that builds upon
the original implementation. It incorporates several additional modules to enhance
data processing capabilities at the gateway level. Theedge4LoRdramework inherits
all the components of Edge2LoRawhile introducing a Map/Reduce Enginefor data



2.7 Edge4dLora 14

processing and a new interface designed to manage packet redirection and support
load balancing between gateways.

2.7.1 New Components in Edge4LoRa

At the gateway layer, Edge4LoRantroduces three new components:

Message Broker: Facilitates the exchange of frames usingMQTT as the
communication protocol, ensuring reliable message delivery.

Apache Spark Engine:  Provides a robust environment for processing large-
scale data, enabling complex computations directly at the gateway.

Edged4LoRa Parser: A dedicated message parser designed to handle incoming
data streams e ciently, ensuring seamless integration and preprocessing of
sensor data.

These additions signi cantly improve the framework's ability to process, analyze,
and manage data at the edge, reducing the dependency on cloud resources and
enhancing overall system performance.

In Figure 2.6, there is a representation of the whole architecture ofEdge4Lora
which is organized, like Edge2Lora in a three-layer architecture: the Cloud Layer,
the Edge Layer, and the Far Edge Layer. The gure illustrates how the components
mentioned earlier are organized and placed within the entire architecture.

Gateways now include a new set of components:

The Message Parser is responsible for opening the content of the packet to
extract the information contained inside.

~

Each Gateway also includes:

A SPARK Module , capable of performing a set of map-reduce opera-
tions on the data.

A Local Broker , which is an MQTT server that facilitates the exchange
of both control information and data between gateways.

A Edge4lLora Parser , which is a component in charge of unpacking
data contained in the LoRaWAN frame.

The gure also describes three possible scenarios that can occur when a packet
is delivered using LoRaWAN:

1. Processing on Receiver: In this case, the packet is received by the Gateway
responsible for processing the data contained in the delivered message. The
packet is rst received by the Packet Forwarder, then unpacked by the
EdgedLora Parser, and subsequently published on the designated MQTT
topic. If the topic corresponds to the receiving Gateway, the data is processed
directly, and the result is published on another topic that is accessible to the
EdgedLora Sink.
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2. Processing on Another Gateway: If the Gateway that receives a packet is
not responsible for processing the data within that frame, it behaves similarly to
the previous case. However, in this scenario, the MQTT topic for the message
is not associated with the receiving Gateway but with another Gateway in the
network.

3. Legacy Device: If a delivered message originates from a legacy device that
does not supportEdge4lLoraor Edge2Lora the data from the device will not
be published on the processing topic. Instead, it will only be forwarded directly
to the application server.

Figure 2.6. Edge4dlLora architecture



16

Chapter 3

Large-scale Evaluation of
LoRaWAN

3.1 Description

The primary objective of this research is to thoroughly analyze and understand
the behavior of the Edge2Lora system when deployed in a large-scale, dynamic
scenario. In such an environment, a signi cant number of devices move across a
de ned geographic area, altering the gateways capable of receiving their LoORaWAN
messages as they change locations.

A notable limitation of the current Edge2Loraimplementation is the absence of
an intelligent component for managing device-to-gateway assignments. This means
that when a gateway becomes unavailable whether due to range limitations or
other factors the connection is severed, and the responsibility for processing the
device's packets is passed to the next available gateway. While this approach is
functional, it does not optimize the system for e ciency or reliability in scenarios
with high device mobility or dense gateway deployment.

The literature surrounding network management and optimization in LoRaWAN
systems is relatively sparse, particularly in the context of data-driven analyses of
gateway assignments in mobile scenarios. This gap in existing research further
highlights the novelty and necessity of this work.

To address this, the study incorporates the creation of a custom dataset that
emulates a realistic network scenario. This involves leveraging location-based infor-
mation and enhancing it with additional datasets to produce a robust foundation for
testing and analysis. By generating a dataset tailored to the unique demands of this
research, the study aims to provide valuable insights intoEdge2Lorads performance
under varying conditions, o ering a pathway toward optimizing device-to-gateway
interactions in LoRaWAN networks.

3.2 Starting Data

Given the absence of data in the literature regarding network information, it was
necessary to create or identify a dataset to serve as a starting point. This dataset
needed to include a set of devices that move, not randomly, but following a speci c
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and meaningful pattern to provide a clear and realistic representation of the world.
After analyzing di erent options, a promising solution was identi ed: leveraging
data that documents the movement of taxis in a city, as these o er interesting and
well-de ned movement patterns.

3.2.1 Dataset Exploration

To identify the most suitable dataset, several options were evaluated. Each
dataset was scrutinized based on its accuracy, completeness, and relevance to the
research objectives.

New York Taxi Dataset

The rst dataset considered was one containing information on taxi movements
within the city of New York [23]. Upon quick analysis, however, this dataset was
deemed unsuitable. The key limitation was the lack of precise positional data; taxi
movements were described only in terms of starting and destination areas. These
areas, de ned as neighborhoods in New York City, covered approximately 3 square
kilometers each. Such coarse granularity made it impossible to accurately model the
continuous movement of devices, which is a critical requirement for this study.

Porto Taxi Dataset

The second dataset evaluated was a year-long collection of data from taxis op-
erating in the city of Porto [19]. This dataset provided more detailed information,
including the positions of taxis during individual trips. However, it did not contin-
uously collect positional data, instead organizing the information into sets of taxi
trips. While this dataset included additional metadata, such as the type of trip, its
structure introduced a signi cant drawback: the potential loss of positional informa-
tion between consecutive trips. This limitation made it challenging to reconstruct a
continuous movement trajectory for analysis.

Roman Taxi Dataset

The third dataset, published by Bracciale et al. [6], was ultimately selected for
use in this research. This dataset contains detailed positional information for taxis
operating in Rome during February 2014. Each taxi recorded its GPS coordinates
at intervals of 7 to 15 seconds over the course of a month. This high frequency of
data collection provided a more complete representation of taxi movements.

3.2.2 Selected Dataset: Roman Taxi Data

The Roman Taxi dataset proved to be the most suitable choice for creating the
scenario required in this work. With positional data collected at regular intervals
and an average GPS accuracy of 20 meters, this dataset enabled the construction
of a realistic and detailed representation of device mobility. The dataset includes
320 taxis, and the positional data re ects working hours (approximately 8 hours per
day) rather than 24/7 monitoring.
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This dataset forms the foundation of the proposed work, providing the necessary
mobility patterns to emulate a real-world network scenario. By leveraging this
detailed data, the study e ectively bridges the gap left by the lack of similar datasets
in the literature.

3.3 Dataset Description

The dataset [6], published by Bracciale et al., provides detailed positional infor-
mation for taxis operating in Rome. It is an essential resource for this study as it
captures real-world mobility patterns with a high degree of granularity. The dataset
comprises records of taxi positions collected at intervals averaging between 7 to 15
seconds, ensuring a detailed temporal resolution of movements.

3.3.1 Dataset Overview

The dataset includes a total of 320 taxis. However, the location information was
not collected continuously over a 24-hour period. Instead, data collection appears to
have been limited to the hours when drivers were actively operating their vehicles,
which, upon analysis, is approximately 8 hours per day per taxi.

The collection period spans from February 1, 2014, to March 1, 2014, providing
one month of continuous data. GPS technology was employed to capture positional
information, o ering an accuracy of approximately 20 meters. This level of precision
is su cient for studying urban mobility patterns and their implications for network
behavior.

It is important to note that the dataset description does not explicitly state
the collection rate. However, based on the data analysis, it can be inferred that
positional records were stored only during active driving periods, making the dataset
representative of typical urban transportation patterns rather than continuous
tracking.

3.3.2 Data Format

The dataset is organized in a single CSV le, structured in rows, with each row
representing an individual data point. The format ensures that the data is both
easy to process and analyze.

Each row contains the following elds:

~

Timestamp: The exact time at which the positional data was recorded.

Taxi ID: A unique identi er assigned to each taxi, allowing for di erentiation
and traceability of individual vehicle movements.

Location: The recorded geographic position of the taxi, represented as
POINT (latitude, longitude)

The positional data is sorted chronologically by timestamp, ensuring that the
movement traces of each taxi can be reconstructed seamlessly. This organization
facilitates both individual and collective analysis of taxi mobility, making the dataset
particularly well-suited for use in this study.
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By providing a high-frequency and well-structured representation of urban mo-
bility, this dataset forms the backbone of the simulation scenario. Its detailed and
accurate data enables the emulation of realistic network conditions, critical for
evaluating Edge2Lords behavior in dynamic environments.

3.4 Dataset Preliminary Analysis

To gain deeper insights into the dataset and to extract meaningful information,
extensive preprocessing was performed. This step was essential to better understand
the positional data, analyze taxi movements, and explore their active times and
patterns.

3.4.1 Initial Observations

The rst key observation pertained to the distribution of taxis across the
metropolitan area of Rome. According to the dataset description, taxis that collected
positional data primarily operated in the central parts of Rome. However, further
analysis revealed that their movements were not con ned to this area.

To illustrate this, the movement of a single taxi over the course of a day was
analyzed. Figure 3.1 provides a visualization of this movement pattern.

Figure 3.1. Movement of a Taxi during a Day

As shown in the gure, while the taxi's movement is concentrated in the central
part of Rome, it occasionally extends to areas outside the city center. This behavior
is not unique to this particular taxi; similar movement patterns were observed for
other taxis. In some instances, taxis traveled tens of kilometers away from the
central metropolitan area.

3.4.2 Comprehensive Distribution Analysis

To obtain a holistic view of taxi distribution, a heatmap was created using a
random sample of 1 million positional data points drawn from the dataset. This
sampling was performed to ensure computational e ciency while maintaining a
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true representation of the overall dataset, which comprises approximately 21 million
entries.
The resulting heatmap is shown in Figure 3.2.

Figure 3.2. Heatmap of Taxi Positions

The heatmap reveals several key insights:

~

The highest density of taxi positions is concentrated in the center of Rome.

Taxis frequently travel along major roadways and highways, including the
G.R.A Highway and signi cant consular roads.

There is notable activity at major transportation hubs such as Fiumicino
Airport, Ciampino Airport, and the port of Civitavecchia.

These ndings demonstrate that taxi movements are in uenced by both urban
tra c patterns and the geography of Rome, extending beyond the city center and
following prominent routes. This broad distribution of movements makes the dataset
an ideal basis for studying dynamic LoRaWAN scenarios.

In Figure 3.1, it is evident that while the GPS data is generally accurate, it is
not without imperfections. A few positional anomalies are noticeable, where the
taxi appears to "teleport” to a far-o location and then quickly return to its original
path. These errors in position are likely due to GPS inaccuracies or transient data
collection issues.

Interestingly, these erroneous data points were not excluded during the prepa-
ration of the dataset. This decision was made to preserve the integrity of the raw
dataset and because such anomalies can be embedded in the payload of messages sent
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by the taxi. Identifying and analyzing these anomalies could serve as a valuable task
for future work, o ering insights into handling and mitigating positional inaccuracies
in similar datasets.

One possible method to address these errors was investigated. A straightforward
approach involves setting a threshold based on the distance between consecutive
positions and the average speed calculated between them. By applying such a
method, unrealistic positional changes could be Itered out e ectively, ensuring a
cleaner dataset for certain applications.

It is also important to note that devices do not continuously register positional
data. The dataset description does not specify how the GPS positions were collected.
However, the description mentions that the getAccuracy function from Android's
LocationManager objects was used for collecting GPS information. This suggests
that the coordinates were likely collected via the smartphones of taxi drivers.

This detail adds a layer of context to the dataset, as it implies that the quality and
frequency of the GPS data could depend on the drivers' smartphone con gurations
and the conditions under which they operated. Despite these limitations, the
dataset remains a rich resource for studying real-world mobility patterns and their
implications for LoRaWAN network behaviors.
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3.5 Dataset Reshaping

The dataset in its original form was not optimal for the purposes of this work.
Although it contained a substantial amount of data regarding the positions of taxis
over the course of a month, its utility for evaluating the capabilities of Edge2Lora
in massive scenarios was limited. This limitation arose due to the relatively small
number of taxis included 320 vehicles, which were not consistently active throughout
the dataset. Such a scale was insu cient for testing Edge2Lords performance in
handling high-density scenarios and ensuring e ective device handover management.
Tasks described in the following section are performed unsing Python [12], Pandas[11],
Numpy[14] and for data visualization is used Folium [13]

3.5.1 Data Reduction

The rst step in reshaping the dataset involved reducing the granularity of the
positional data. The original dataset recorded the location of each taxi at intervals
ranging from 7 to 15 seconds, which was far too frequent for the intended purpose
and not comfortable to emulate network information. In practical applications, a
device typically transmits its collected location data every few minutes, rather than
every few seconds. Therefore, this level of granularity was unnecessary and would
only add computational overhead without providing additional meaningful insights.
At the same thime the removed location information can be used in the payload of
the messages sent as application information.

To align with realistic operational scenarios, the positional data was sampled
at 5-minute intervals. This adjustment not only reduced the dataset size but also
better re ected the expected behavior of devices in a LoRaWAN network.

3.5.2 Scaling the Dataset

To enable testing in more demanding scenarios, the dataset needed to represent
a larger number of devices. Starting from the original dataset of 320 taxis moving
over 30 days, the data was compressed into a single day of activity. The same taxi
in di erent days is considered each day a new taxi, with a new identi er of the
form: OriginalTaxild-Day. This transformation involved aggregating the data and
sampling geographical coordinates every 5 minutes for each taxi. The result was a
dataset more suited for evaluatingEdge2Loras scalability and handover capabilities.

3.5.3 Snapshot Generation

Each 5-minute time interval in the dataset is referred to as asnapshot The
reshaped dataset consists of 288 non-overlapping snapshot les, representing the
24-hour period of a single day divided into 5-minute intervals.

For each snapshot, only the taxis that were active those that had registered at
least one location during that interval are included in the corresponding snapshot
le. To simplify the representation, each active taxi is associated with a single pair
of coordinates, randomly chosen from the set of locations registered by the taxi
during that speci c interval.
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This snapshot-based approach ensures that the dataset is both manageable and
representative of a realistic, large-scale deployment scenario. It provides a practical
basis for evaluating Edge2Lords ability to handle dynamic, high-density networks
e ectively.

Figure 3.3. Dataset Reshaping Schema

Since drivers are not always driving their vehicles, a taxi is not always active, and
taxis do not operate every day of the week. To ensure consistent service, taxis are
organized into working shifts of 8 hours each. These shifts are designed to guarantee
that a taxi service is available at all times of the day, but drivers are not equally
distributed among the three shifts. Moreover, the number of active drivers can
uctuate, making it necessary to extract information regarding the number of taxis
active during each hour of the day.

To address this, the dataset, which has already been divided into di erent
snapshots, allows for easy extraction of the number of active taxis during each hour.
By analyzing the timestamps associated with each taxi's location, it is possible
to count the number of taxis that are active and available during each specic
time interval. This information provides a clearer understanding of the operational
dynamics of the eet and the variations in taxi availability throughout the day.

Another important aspect of the dataset is the average moving speed of the taxis
throughout the day. The speed at which taxis move can provide valuable insights
into network behavior. For example, the moving speed can help determine how often
a device (taxi) changes its geographical area or moves between di erent coverage
zones. This information can be critical in deciding the number of gateways that
should be deployed in the network, as faster-moving devices may require a more
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frequent reassignment of gateways to maintain consistent connectivity.

These two key pieces of information number of active taxis per hour and average
moving speed are essential in understanding the overall network dynamics and
can help optimize the Edge2Lora system. Analyzing these factors allows for better
predictions of network load and informs decisions on gateway placement, capacity
planning, and handover strategies. The following gure illustrates these insights.

Figure 3.4. Active Taxis and Speed

The gure 3.4 highlights something that could also be imaged before, the number
of active taxis is not xed during the day but it varies, having its lowest values during
the night and the highest between 12:00 and 14:00. The average moving speed has
an opposite trend, reaching its highest values during the night and dropping during
the day.

As a a result of compressing the dataset in a single day, the number of active
taxis increased from a maximum of 320 (on the assumption that all taxis are active
together) to a mean value of active devices between 2000 and 3000, which is much
more interesting than before for performing tests in a massive scenario.

3.6 Gateway Deployment

In the initial phase of this study, the primary focus was on the mobility patterns
of the end devices, represented by taxi cabs with detailed location data. However,
to fully simulate the network scenario and analyze the behavior ofEdge2Lorg it
was essential to incorporate the second critical component: the strategic placement
of LoRaWAN gateways throughout the metropolitan area of Rome.
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3.6.1 Gateway Deployment Strategy

The placement of gateways was informed by multiple factors, including the density
of taxi movement, the geographic layout of the city, and the con gurations provided
by an existing LoRaWAN network provider. To simulate varying network conditions
and scales, three di erent deployment scenarios were designed with varying numbers
of gateways:

Small Deployment (3 Gateways):

Focused on covering the core central areas of Rome.
Ideal for studying low-density gateway con gurations and their impact
on coverage and handover performance.

Medium Deployment (20 Gateways):

Expanded coverage to include the broader central area of Rome.

Provides insights into the system's scalability in moderately dense con g-
urations.

Large Deployment (50 Gateways):

Aims to achieve comprehensive coverage across the entire metropolitan
area.

Particularly valuable for analyzing Edge2Lords performance in managing
device connections across a dense and geographically expansive network.

3.6.2 Gateway Placement Methodology

The deployment of gateways was not an exact replication of the provider's
existing network. Instead, it followed the density and key areas identi ed by the
provider as optimal, adapting these con gurations to align with the mobility patterns
of the taxi dataset.

Key considerations in the placement of gateways included:

Taxi Density Distribution: Areas with higher concentrations of taxi move-
ment, as revealed by the dataset analysis, were prioritized for gateway place-
ment.

Geographic Relevance: Important roads, highways, and urban hubs such
as the airports (Fiumicino and Ciampino) and the port of Civitavecchia were
speci cally targeted in the largest deployment scenario.

Provider Insights:  The areas deemed critical by the provider were used as a
reference, ensuring a realistic and practical deployment model.
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3.6.3 Coverage Insights

The varying numbers of gateways led to distinct coverage patterns:

3 Gateways:

Limited coverage concentrated within the central part of Rome.

Designed to represent minimal network infrastructure and assess its
challenges.

~

20 Gateways:

Expanded coverage around the central area but still left out the peripheral
regions.

A practical balance between infrastructure cost and coverage.

~

50 Gateways:

Achieved near-complete coverage of Rome's metropolitan area.

Allowed for a detailed evaluation of Edge2Lords behavior in a densely
interconnected environment.

This tiered deployment strategy ensures that the study evaluatestdge2Lords
adaptability and e ciency under diverse network con gurations, ranging from
minimal to extensive coverage.

In Figure 3.5 can be seen how the gateways have been positioned in the city of
Rome, the presented picture contains the Gateways included in the scenario with 50
Gateways. Starting from the scenario with 2 gateways, that are positioned in the
center of the city. As the number of gateway increases the distance from the center
of Rome also is higher.

Figure 3.6 presents an estimation of the coverage radius of LoORaWAN gateways,
based on a model that decreases the coverage radius as the distance from the center of
Rome increases. The values for the reference coverage radius are derived from existing
literature, particularly the study presented in [3]. In rural environments, the range
of LoRa transmissions can extend over several kilometers, which is characteristic of
the technology's ability to cover large areas with minimal infrastructure.

In addition, another study that investigates LoRa transmission power, presented
in [5], suggests that in rural areas, LoORaWAN can achieve transmission ranges of up
to approximately 19 kilometers. However, this is not re ective of urban environments
such as Rome. In more urbanized or suburban areas, such as those surrounding
the city, the LoRa transmission range tends to be signi cantly reduced. For these
areas, the estimated coverage radius is xed at around 6 kilometers. This di erence
underscores the impact that urban density, infrastructure, and environmental factors
have on the performance of LoORaWAN networks.
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