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Link Reversal Algorithms

o Core Assumption: Links are Bi-directional (Symmetric)
o Links have a state: logical direction
@ Incoming or Outgoing.
o State is agreed between end-nodes.
@ Stored at the nodes.
For each destination node D.
o Nodes construct a dedicated Directed Acyclic Graph (DAG).
o Beneficial when many hosts want to communicate with a
single destination.
Paths are shortest.
Limits updates at nodes in the vicinity of a broken link.
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Flooding for Topology Discovery

@ DSR and AODV algorithms use a flooding mechanism for
topology discovery.
@ Can we avoid flooding control messages throughout the
network ?
@ Core Mechanism: Nodes periodically execute an ECHO
protocol.
o Neighborhood discovery.
o All nodes broadcast a “"HELLO" message.
e Add to network contention.
o Mecanisms to limit messages — Trickle protocol
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DAG Construction
@ Destination node D (the root of the DAG)
o All links are incoming links.
@ The algorithm proceeds in iteration

o Any other node that has no outgoing link
@ “Reverses” all incoming links.
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Link Reversal for DAG maintenance Example
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Link Reversal for DAG maintenance Example

Network Partition

@ If network is partitioned, link reversals continue indefinitely.

@ In the partition disconnected from destination D, link reversals
continue, until the partitions merge.

@ Need a mechanism to minimize this wasteful activity
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Link Reversal during Network Partition Example

Temporally-Ordered Routng Protocol (TORA)

@ Improves on the partial link reversal method by detecting
partitions and stopping non-productive link reversals.
@ TORA modifies the partial link reversal method to be able to
detect partitions.
@ Paths may not be shortest.
@ Each node has an associated height h; = (7, oid, r, 6, i)
o The height of the destination is set to zero, i.e.,
hp = (0,0,0,0,D)
o 7 — logical time
o oid — the unique ID of the node that defined the reference
level.
r — the reflectio bit.
& — the propagation ordering parameter.
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TORA Network Partition Example
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Systematic examination of research results

@ Many interesting research initiatives on routing in WSN
o New protocols introducing novel approaches.
@ Variations to improve/extend existing approaches.
o Comparative evaluations.
@ How do we standardize ?
o Internet Engineering Task Force Working Group.
o RFC: Request for Comments.
Technical report
Unique number with versions.
Cannot modify - only introduce new version.
Not all RFCs are standards.
Status: Informational, Experimental, Best Current Practice,
Standards Track, or Historic.

loannis Chatzigiannakis Lecture 14

11 /25

TORA: Summary
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An on-demand DAG creation for each destination node.
Uses 1-hop broadcasts instead of Flooding.

DSR and TORA outperform in real-world networks.
Performance degrades in mobile networks.
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Routing Over Low power and Lossy networks (ROLL)
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New IETF Working group for Routing Over Low power and
Lossy networks (ROLL)
Focus on Low power and Lossy Networks (LLNs)
o Restricted in processing power, memory and energy (battery)
o Interconnected by a variety of links, such as IEEE 802.15.4 or
Low Power WiFi.
o Links characterized by high loss rates, low data rates and
instability.
Routing requirements specification for various application
areas of LLNs
Evaluation of existing routing protocols in the scope of LLNs.
Propose a common Routing Protocol for Low power and lossy
networks
RPL — pronounced ripple.
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Examine existing ROLL protocols

o Distill set of common requirements.
o Establish a minimalist set of criteria:
@ Table scalability.
@ Loss response.
@ Control cost.
@ Link properties.
© Node properties.
@ Evaluate existing RFCs in terms of ROLL criteria:

Protocol State | Loss | Control | Link Cost | Node Cost |
OSPF/IS-IS | fail fail fail pass fail

OLSRv2 fail | ? ? pass pass

TBRPF fail | pass| fail pass ?
RIP pass | fail | pass ? fail
AODV pass | fail pass fail fail
DYMO pass | 7 pass ? ?
DSR fail | pass| pass fail fail
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Node Rank: Node Height in a DODAG

Node's relative position within a DODAG with respect to the
DODAG root.

Rank =0

Rank =1 /\ Rank =1
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DAG vs DODAG

o Directed Acyclic Graph (DAG) - a directed graph with no
cycles exist.

o Destination Oriented DAG (DODAG) - a DAG rooted at a
single destination.

@ DAGroots €3
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Why DODAG?

o Tree would have been simpler but need for redundancy.
o Core Assumption: most traffic in LLNs:
@ many-to-one,
o one-to-many.
o point-to-point is not very common.
o Approach: build a topology (Instance) where routes to these
nodes are optimized (DODAG(s) rooted at these nodes).




Traffic Flow

@ one-to-many: Down away from the DAG root (broadcast)
@ many-to-one: Up towards the DAG root (convergecast)
@ point-to-point: Combination of up + down.
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RPL Control Messages

RPL Control message are ICMPv6 messages:

@ DAG Information Object (DIO) — carries information that
allows a node to discover an RPL Instance, learn its
configuration parameters and select DODAG parents

@ DAG Information Solicitation (DIS) — solicit a DODAG
Information Object from a RPL node.

@ Destination Advertisement Object (DAO) — used to propagate
destination information upwards along the DODAG.

@ Destination Advertisement Object Acknowledgement
(DAO-ACK)
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RPL Instance

o Concept similar to MTR (multitopology routing).
o Each instance may have different Optimization Objective
when forming DODAG:
o Using one or more metrics.
o Metrics may include both Link properties (Reliability, Latency)
and Node properties (Powered on not)
@ Within an instance, there might be multiple DODAG
(Destination Oriented DAG).
@ A node may belong to more than one instance.
@ Packets are tagged to follow a specific instance (defined at
the application layer): no loops between instances.
@ A network may run multiple instances concurrently with
different optimization criteria.
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DODAG Construction

@ Nodes periodically send link-local multicast DIO messages.

@ Stability or detection of routing inconsistencies influence the
rate of DIO messages.

@ Nodes listen for DIOs and use their information to join a new
DODAG, or to maintain an existing DODAG.

@ Nodes may use a DIS message to solicit a DIO.

@ Based on information in the DIOs the node chooses parents
that minimize path cost to the DODAG root.

loannis Chatzigiannakis Lecture 14 20 / 25



DODAG Example
o Each node has a set of parent nodes

@ A node has no knowledge about children — ONLY upward
routes

R=0.
. 3 - < -
R-1‘4'=2__3‘\ Re1 edge in DODAG
Be—r "7 -0

unused link

Destination Advertisement — Example

o H sends a DAO message to F indication the availability of H,

F adds the next-hop and forwards the message to I.

o G sends a DAO message to F indication the availability of G,

F adds the next-hop and forwards the message to |
o F sends a DAO message to | indication the availability of F
o | aggregates the routes and sends a DAO advertising (F-1)

/.\ & rootnode
) () stateless nodes

B

\ @ stateful nodes
/ \ '/

Downward Routes and Destination Advertisement

@ Nodes inform parents of their presence and reachability to
descendants by sending a DAO message.

o Node capable of maintaining routing state — aggregate routes

@ Node incapable of maintaining routing state — attach a
next-hop address to the reverse route stack contained within
the DAO message.

loannis Chatzigiannakis Lecture 14 22/25

DODAG Repear

@ Choose another parent with a lower rank.

o Global repair — makes use of DODAG Sequence Numbers.

o Local repair — poison the sub-DODAG by advertising the rank
of INFINITY.

edge in DODAG

unused link




DODAG Repear

@ Choose another parent with a lower rank.
@ Global repair — makes use of DODAG Sequence Numbers.
@ Local repair — poison the sub-DODAG by advertising the rank
of INFINITY.
SEQ=N+1
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RPL Summary

@ Optimized for many-to-one and one-to-many traffic patterns.

@ Routing state is minimized: stateless nodes have to store only
instance(s) configuration parameters and a list of parent
nodes.

@ Takes into account both link and node properties when
choosing paths.

@ Link failures does not trigger global network re-optimization.
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