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SECURITY AND PRIVACY

20 Vulnerabilities in Samsung SmartThings Hub 
❏ Smart locks controlled by the SmartThings Hub could be unlocked, allowing 

for physical access to the home.

❏ Cameras deployed within the home could be used to remotely monitor 
occupants.

❏ The motion detectors used by the home alarm system could be disabled.

❏ Smart plugs could be controlled to turn off or on different things that may be 
connected.

❏ Thermostats could be controlled by unauthorized attackers.

❏ Attackers could cause physical damage to appliances or other devices that 
may be connected to smart plugs deployed within the smart home.

https://blog.talosintelligence.com/2018/07/samsung-smartthings-vulns.html

Are Companies Ready?
Surveyed more than 5,000 enterprises around the 
world
● 85% of enterprises are in the process of or 

intend to deploy IoT devices. 
● Yet a mere 10% of those surveyed feel 

confident that they could secure those devices 
against hackers.

source: AT&T's Cybersecurity Insights Report

Considering the most popular devices: TVs, 
webcams, thermostats, power outlets, sprinkler 
controllers, hubs for controlling multiple devices, 
door locks, home alarms,scales, and garage door 
openers

− 90% collected personal data
− 70% used unencrypted network services

source: HP Fortify 2014 IoT security report



An unprecedented amount of Data
The sheer amount of data that IoT devices can 
generate is staggering. 
Fewer than 10,000 households can generate 150 
million discrete data points every day. 
This creates more entry points for hackers and 
leaves sensitive information vulnerable.

source:  Federal Trade Commission report entitled "Internet of Things: Privacy & Security in a Connected World"

Unwanted Public Profile
You've undoubtedly agreed to terms of service 
at some point, but have you ever actually read 
through an entire document? 
An insurance company might gather 
information from you about your driving habits 
through a connected car when calculating your 
insurance rate. 
The same could occur for health or life 
insurance thanks to fitness trackers.

source:  Federal Trade Commission report entitled "Internet of Things: Privacy & Security in a Connected World"

Eavesdropping MIRAI (DDOS)
(aka Dyn Attack)

Unlike other botnets, which are typically made 
up of computers, the Mirai botnet is largely 
made up of so-called (IoT) devices such as 
digital cameras and DVR players.

source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in Recorded History



According to PC Magazine, here are four straightforward loT security lessons from MIRAI

● “Devices that cannot have their software, passwords, or firmware updated should 

never be implemented.

● Changing the default username and password should be mandatory for the installation 

of any device on the Internet.

● Passwords for IoT devices should be unique per device, especially when they are 

connected to the Internet.

● Always patch IoT devices with the latest software and firmware updates to mitigate 

vulnerabilities.”

source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

 “The FDA confirmed that St. Jude Medical’s implantable cardiac devices have vulnerabilities that could allow a hacker to access a 

device. Once in, they could deplete the battery or administer incorrect pacing or shocks, the FDA said. The devices, like 

pacemakers and defibrillators, are used to monitor and control patients’ heart functions and prevent heart attacks.”
source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

TRENDnet Webcam Hack

“Faulty software that let anyone who obtained a camera’s IP address 

look through it — and sometimes listen as well.

Further, from at least April 2010 [until about January 2012], TRENDnet 

transmitted user login credentials in clear, readable text over the 

Internet, and its mobile apps for the cameras stored consumers’ login 

information in clear, readable text on their mobile devices, the FTC said.

It is basic security practice to secure IP addresses against hacking and 

to encrypt login credentials or at least password-protect them, and 

TRENDnet’s failure to do so was surprising.”

source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

The Jeep Hack

In July [2015], a team of researchers was able to take total 

control of a Jeep SUV using the vehicle’s CAN bus. By 

exploiting a firmware update vulnerability, they hijacked the 

vehicle over the Sprint cellular network and discovered they 

could make it speed up, slow down and even veer off the 

road. Its proof of concept for emerging Internet of Things 

(IoT) hacks: While companies often ignore the security of 

peripheral devices or networks, the consequences can be 

disastrous.”

source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History



Common Vulnerabilities and 
Exposures (CVE) collected by MITRE

https://cve.mitre.org/

https://www.shodan.io/

https://www.safetydetectives.com/blog/what-is-shodan-and-how-to-use-it-most-effectively/

https://www.sciencedirect.com/science/article/pii/S1084804519303418



● ENCRYPTION → Confidentiality
● HASH → Integrity
● SIGNATURE → Authenticity + Non 

repudiation
● DTLS
● OTA REPROGRAMMING
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Stream cipher 
CONSTRAINED NODES

Performance comparison

In 3 sec ~26Mln 16 byte

In 3 sec ~ (26*16) 416Mln 
bytes

In 1 sec ~  (416/3) 138Mln

256 bytes = 2048 bit



I. K. Dutta, B. Ghosh and M. Bayoumi, "Lightweight Cryptography for Internet of 
Insecure Things: A Survey," 2019 IEEE 9th Annual Computing and 
Communication Workshop and Conference (CCWC), 2019, pp. 0475-0481, doi: 
10.1109/CCWC.2019.8666557.

WHAT ABOUT ASYMMETRIC CRYPTO?
Diffie-Hellman



https://ieeexplore.ieee.org/document/8897627



According to PC Magazine, here are four straightforward loT security lessons from MIRAI

● “Devices that cannot have their software, passwords, or firmware updated should 

never be implemented.

● Changing the default username and password should be mandatory for the installation 

of any device on the Internet.

● Passwords for IoT devices should be unique per device, especially when they are 

connected to the Internet.

● Always patch IoT devices with the latest software and firmware updates to mitigate 

vulnerabilities.”
source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

Source: https://www.researchgate.net/figure/Classification-of-key-management-schemes-in-WSN_fig8_266083307

Key distribution schemes
● Pre-Distribution Schemes:  sensor nodes store 

some initial keys before the nodes are deployed
− Deterministic

● single mission-key: the capture of any sensor node may 
compromise the entire network. Revocation is ineffective

● pair-wise private sharing + revocation: n-1 keys in each 
sensor, n(n-1) in the whole network

− Probabilistic: common pre-distribution keys w.h.p



Probabilistic
● A ring of keys is distributed to each 

sensor node before deployment. Each 
key ring consists of a randomly 
chosen k keys from a large pool of P 
keys, which is generated offline. 

● A pair of nodes can communicate if 
they share any key among their key 
rings. 

● Although a pair of nodes may not 
always have a shared key, if a path 
between them exists, they can use 
that path to exchange a key that 
establishes a direct link.

TRUSTED SERVER (SSL RSA) TRUSTED SERVER



A Trusted Execution Environment (TEE) is an isolated environment where, even if the 
operating system is compromised, your data is protected. 

Trusted Execution Environment (TEE)



MQTT

https://blog.avast.com/mqtt-vulnerabilities-hacking-smart-homes



COAP

DTLS

DTLS is a secure data transfer protocol used to encrypt data transferred over datagram protocols(typycally UDP).

The DTLS protocol provides communications privacy for datagram protocols.

 It is based on the Transport Layer Security (TLS) protocol and provides equivalent security guarantees. 

DTLS is defined in RFC 4347 and RFC 6347.

DTLS

SSL/TLS is designed to be working over reliable transport channel(typically TCP). 

SSL/TLS cannot tolerate data loss and out of sequence data records. 

If a data record is coming in out of sequence, the data record may not be decrypted correctly but with MAC 
verification error. 

What if an application is built based on UDP? 

The data record may be out of sequence or may be lost, what if the data security of this kind also needs to be 
guaranteed? 

This is why DTLS is designed. 



DTLS

● Add explicit sequence number field to record. This ensures data can be reordered correctly when it's out of sequence. In TLS, the 
sequence number is in the encrypted record MAC and can be verified only after the decryption. In DTLS, this is not possible since 
data may get lost

● Drop support of some cipher suites used in TLS. Stream ciphers are banned in DTLS since the decryption of data in stream cipher 
depends on the previous decrypted data. These ciphers cannot be used in DTLS as data may get lost. Typically, RC4 cannot be 
used in DTLS.

● Add retransmission mechanism in case of packet loss. There is a retransmission timer which will retransmit a packet after some 
timeout if it sending side doesn't get the correct response. 

● Change the alert mechanism for MAC verification failure. In TLS, if a MAC verification fails, then a fatal error will be sent and the 
connection will be invalidated. In DTLS, if a MAC verification fails, the recommended method is just drop the record received without 
aborting the connection.

● A new record message is added -- HelloVerifyRequest.  HelloVerifyRequest is designed to prevent DoS attacks. Since data security 
protocols are vulnerable to DoS attacks, to prevent these attacks. HelloVerifyRequest will be used to identify the sender of the 
ClientHello is not faked with invalid IPs. The HelloVerifyRequest is designed to be small and it contains a cookie which is used to 
identify the client. After the client sends the ClientHello message, server SHOULD reply with a HelloVerifyRequest and then the client 
will send the ClientHello again with the cookie from HelloVerifyRequest attached. Then the rest of handshake will continue.

“I have the key”

“I have the key”

According to PC Magazine, here are four straightforward loT security lessons from MIRAI

● “Devices that cannot have their software, passwords, or firmware updated should 

never be implemented.

● Changing the default username and password should be mandatory for the installation 

of any device on the Internet.

● Passwords for IoT devices should be unique per device, especially when they are 

connected to the Internet.

● Always patch IoT devices with the latest software and firmware updates to mitigate 

vulnerabilities.”
source: The 5 Worst Examples of IoT Hacking and Vulnerabilities in 
Recorded History

“You can’t secure what you can’t update”



FLASH and SWITCH Reboot & Patch update

Must be bulletproof
● Upgrading is hard:

− NAND flash errors
− Unexpected power loss
− Network errors
− Unexpected incompatibilities
− Checksum, cryptographic signature

● A 0.1% failure rate on a 1m fleet is 1000 bricked devices

https://riot-os.github.io/riot-course/slides/tutorial-summit-security/#1



Very serious
implications also 
in crowdsensing
… future class!


