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Blockchain
and loT
Andrea Vitaletti
Transaction @ s | what is blockchain? @ s

An atomic event supported by the protocol
e Bob— Alice 1 cryptocurrency (e.g. BTC)
o State 1 — State 2 in a decentralised computer

from trust to consensus

A decentralised ledger that can record transactions between two parties “efficiently”
and in a verifiable and permanent way

What transactions are recorded and in which order?
O permissioned
O permissionless

Who can read the transaction written in chain?
1 private
a public




TECHNOLOGIES OF A BLOCKCHAIN R4 e

A-->B1euro
Asymmetric Hash Functions
Encryption Transaction/block hashing as well Pub_A --> Pub_B a new car <-- how to uniquely identify the new car

Transaction staniag as obfuscating public keys X
g sign(Pub_A --> Pub_B 1) < you know the Sec_A

Merkle Trees Key-Value Database I generate a fake Pub_fake > you don't know the associated Sec_fake
Efficient way to package Lookups of previous transactions

Pub_B > Pub_fake 1
transactions fnto blocks (prevent double-spends) - -

sign(Pub_B > Pub_fake 1) <-- you know the Sec_B

P2P Communication
Protocol

Sharing transactions and blocks

Proof of Work Is it possible to associate Pub_A to Andrea (legal person) ??? < pseudo-anonimity
Method to achieve consensus

Technologies powering Blockchain. Source: Flaxman 2017

A nice resource SAPIENZA | COnSensus SAPIENZA
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Distributed concurrence ®

Corda (R3 CEV) ® Proprietary

DAG (Directed Acyclic Graphs ®
© | @ hitps://andersbrownworth.com/blockchain/

PBFT (Practical Byzantine Fault Tolerance) ®
Derived PBFT (Hyperled; ject) ®

Blockchain Demo RBFT (Redundant Byzantine Fault Tolerance, e.g. Evernym) ®

SBFT (Simplified Byzantine Fault Tolerance, e.g., Chain)
‘ Proof-of-

Blockchain

Openchain
POET (Proof of Elapsed Time) by Intel
(Sawtooth Lake Project) ® Propeiacary Types of

distributed ledger "'5".:““‘*"' Delegated Graphene ®
Steem ®
Federated BitShares ®
consensus
Ripple (evolving into the
inter-ledger protocol) ®

AAFTsesed g
s ; :

derivatives

g)

i Denotes a consensus mechanism/distributed ledger technology

0b9015ce2208b61216b2520778545bi4c b Ty iger aciinolo

’ L3 = Note: Some DLTs provide for multiple consensus mechanisms, BigChainDB @ Tangaroa ®
e and these are configurable. A primary alignment has been s

established here for purposes of this paper.

MultiChain

T
https://andersbrownworth.com/blockchain/  |source: seibold and samman 2016, fig. 2

juno (Raft-Ha
Tangaroa; JP
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CRUD — CRA

ENHANCED SECURIT

As it elimina he need

BLOCKCHAIN | [ =

FEATUR[S b H Burn: Deleting something from a blockchain conflicts with the immutability.
\ We can stop the ability to Tza

= the asset by transferring it to an un-
spendable public key. We generated an artificial public key that looks like this:

rn. The likelihood to generate a

vanity address (and know the private key) that is 11 times “Burn” is extremely

low.

Itis very clear that the data itself is never deleted. Only the keys to
control the transfer of data are lost in a burn operation.

ource: 101blockchains.com

https://blog.bigchaindb.com/crab-create-retrieve-append-burn-h9f6d111f460
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WORLD
ECONOMIC
FORUM
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A->B1euro

Pub_A -> Pub_B a new car < how to uniquely identify the new car

sign(Pub_A --> Pub_B 1) <-- you know the Sec_A D
o We

1 generate a fake Pub_fake --> you don't know the associated Sec_fake

Do not use blockchain

These 11 questions will help
you make a quick initial

Pub B->Pub Ffake 1 n e Ed assessment of whether

blockchain is the right solution

sign(Pub_B > Pub_fake 1) <-- you know the Sec_B B lo C kCh a | n? for the problem you're facing.

Is it possible to associate Pub_A to Andrea (legal person) ?2? < pseudo-anonimity
Blockchain
Beyond the Hype —

(private/

blockchain
(public ledgeq®




From App to Dapp the "world computer"

Apps DApps

(classically centralized) (decentralized)
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Source: Medium
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. BEYOND C/s:

. DECENTRALIZED
. TRUSTLESS
. DISINTERMEDIATION

A reference architecture
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Ethereum [ Swarm Whisper

CONTRACTS NET / FILE STORE ‘ DYNAMIC COMMS
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DBrowser

Source: https://ethereum.stackexchange.com/
. Contracts: decentralized logic

. Swarm: decentralized storage

. Whisper: decentralized messaging

SAPIENZA

Source: Héctor Ugarte on ResearchGate
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Smart Contracts

pragma solidity >=0.7.0 <0.9.0;

/**

* @title Storage

* @dev Store & retrieve value in a variable
*/

contract Storage {
uint256 number;

/**

* @dev Store value in variable

* @param num value to store

*/

function store(uint256 num) public {
number = num;

}

/**
* @dev Return value
* @return value of 'number'
*/
function retrieve() public view returns (uint256) {
return number;

}

@ SAPIENZA

. Computer programs that may
encode agreements, policies,
rules and penalties that can not
be arbitrarily altered once agreed
and autonomously run on the
blockchain.

. Transfer digital assets between
parties

https://remix.ethereum.or (&
N

The "world computer" a P2P consensus-based state machine

Transactions
[Sending value from the contract

Events
Sending information
from the contract

Transactions
Sending value to the contract

Events
Sending information
to the contract

“Smart Contract”

Value State

Replicated, Shared Ledger

Source: gendal.me

.
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Smart Contracts Platforms

um

off-chain information < loT data
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4 An oracle is an intermediary between blockchain
\| and the offline world. Since a blockchain network
~ cannot independently gather information from
outside sources, an oracle is needed to relay
such information
TYPES OF ORACLE
SOFTWARE HARDWARE INBOUND OUTBOUND CONSENSUS
: ' OF ORACLES
@-. g g -»(((o))) Ox2

https://blog.apl

Handles data
sourced online

.io/what-i

Relays offline data
from physical world

blockchain-oracle-2ccca433c026

Passes external data
to smart contracts

Communicates
smart contract
data to outside world

Increased data validity
via confirmation
from several oracles




Software Engineering

Blockchain Oriented

The DAO story

. Aconcrete attempt to implement a

funding platform, similar to Kickstarter
(BOSE) .

Went live in 2016 with between 10-20
thousand investors (estimation)
providing the equivalent of about US$
250 million in funding and thus
breaking all existing crowdfunding
records.

Requirep,
Analys Is"ot

. However, after few months an
unintended behavior of the DAOs code
was exploited draining the fund of
millions of dollars worth of ETH tokens.

uBise@

Software /
System Development J
Life Cycle - SDLC

Original Chain

Blockchain Trilemma

S

Decentralization

1. Decentralized: creating a
blockchain system that does not
rely on a central point of control

2. Scalable: the ability for a
blockchain system to handle an
increasingly growing amount of
transactions

3. Secure: the ability of the
blockchain system to operate as
expected, defend itself from
attacks, bugs, and other
unforeseen issues

Security Scalability

Vitalik Buterin outlined that “Blockchain systems have to trade-off between different properties. And it's very hard for them to
have three things at the same time, where one of them is decentralization. The other is scalability, and the third is security”.

loT

Decentralised in nature
A huge number of devices belonging to a number of entities generate an unprecedented amount of data

B JOT ANALYTIC Insights that empower you to understand 0T markets

Global Number of Connected loT Devices

Number of global active IoT Connections (installed base) in Bn
25

Wireless Neighborhood
Area Networks
(WNAN)

W se
Other
Cellular / M2M

W Wired
LPWA

Wireless Local
Area Networks
(WLAN)

I Wireless Personal
Area Networks
(wPAN)

2016

2017

o,

2018 2020 2021 2022 2023 2024 2025

il WIAN inclutes 4 an ol
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The dominant model

Actionable
Intelligence

10T




Blockchain and loT
the big picture

@ s

BLOCKCHAIN

A new model

data
economy

(i.e. crypto
for data)

Federated ML

Actionable
Intelligence

valuable
data)

0T

Blockchain + loT

Data Quality: Integrity, immutability, ordering, authenticity
Smart Contracts
Data Economy
Scalability
Bandwidth
Decentralization

o nosingle point of failure

o high level of security, but what level of weakness (if any) do the loT devices create at

the point where they connect to the network? Devices themselves will have to be
secured as well to prevent hackers from tampering with them

Interoperability: Cross-chain interoperability will have to be addressed and improved if we
truly want to leverage the benefits of interconnected smart devices. If not, we can end up
with a situation where we are connected to multiple isolated decentralized networks that
work well for their purpose but can't necessarily talk to other devices for which they were
not specifically designed.
Legal, compliance and requlation: The allocation of responsibilif{v will have to be closely
examined. How smart contract actions are regulated in the world outside of blockchain will
also have to be stipulated. For example, who takes resEonsibility if an loT-connected
medical device implanted in a patient takes an action based on certain smart contract rules
but ends up causing the patient harm? Is this the responsibility of the manufacturer or the
10T platform? If the IoT platform is blockchain-based, it will be decentralized without a
cﬁggumgemnmsopmpMnﬂnganaKOUMaMepanymmhtpmmntapmbmm.

ripple 193
VISA 1,500

24,000

" 60

Blockchain and
the General Data
Protection

Regulation GDDPR

) LydiaF dela Tore @D

Can distributed ledgers
be squared with
European data
protection law?

https://www.europarl.europa.

TUD/2019/634445/EPRS_STU(2019)634445_EN.pdf

IMMUTABILITY vs RIGHT to BE FORGOTTEN

Blockchain: Challenges and
solutions for compliance with the

yEEQ -




A brilliant use case SAPIENZA SAPIENZA

‘Summer Promo:

VIANT TO LEARN MORE?

https://www.helium.com/ Helium & LoRaWAN :

Mine Stake Use HNT Technology Docs Explorer Ecosystem ()

More Connectivity for Less.

he 2021 Helium R

People-

2 ®

Free US$100 in connectivity Data Credits used by
devices to send data on the Helium Network.

9

Powered ) -~ B
Networks.

\X/H(;I;ED!A Helium Systems

The Free Encyclopedia
= From Wikipedia, the free encyclopedia

Main page Helium, Inc (o simply Helium) was founded in 2013 by Amir Haleem, Sean Carey, and Shawn Fanning to build the world's first peer-to-
peer wireless network, The People’s Network, to simplify connecting devices to the internet."ll2) Powered by the Helium Blockchain, Helium
enables anyone to be rewarded in cryptocurrency, HNT, for becoming a network operator and providing connectivity for a new class of

ings (IoT) devices. Simply sign a year contract with Helium during the summer

promo period and receive US$100 in Data Credits.

https://www.helium.com/lorawan _

Back to the basics sapinza| A decentralised ledger that can record transactions between two parties “efficiently” SAPIENZA
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and in a verifiable and permanent way

o Adecentralised ledger
o Where?




Where? In-place: Alice — BoB 1€ Q v
Ledger
Remote/Centralised: Alice — BoB 1€ Q@ s Q@ s

181

INTERMEDIARIES




Remote/Decentralised: Alice — BoB 1€

Assumption

(Individuals)
TRUST

In a society, we can expect that the majority of its member behave correctly

CONSENSUS

(Society) 52@@




SAPIENZA Q s
Order of events

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Double spending: Bob has 1%,
Abstract. A purly pesepe vesion of clctronic cash would allow onlne but he spends it twice with Alice

payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main . .
benefits are lost if a trusted third party is stll required to prevent double-spending. . o . and Maria. Who will eVentUally
We propose a solution to i using a pe peer network. 10. ~ @ b Nakamoto, Satoshi (24 May 2009). "Bitcoin: A Peer-to-Peer Electronic Cash 2
The network timestamps transactions by hashing them into an ongoing chain of System" | & (PDF). Archived | & (PDF) from the original on 20 March 2014. Retrieved get the 1€.
hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of 5 March 2014.
I:vuns witnessed, b\lfl grt,ofﬂlﬁl it came. ﬁlTn :-e ‘fm‘ml of CPU power. As 11. ~ Nakamoto, Satoshi (31 October 2008). "Bitcoin P2P e-cash paper"&. Archived @

jorit i i led cooperating t ail i

m“;ﬂm?m il :';’:':: :::"l':"gm ih"m iy d‘;:lr:u::' mm"‘ﬁt‘: from the original on 28 December 2012. Retrieved 5 March 2014. Order events (—) VS — )
network itself requires minimal structure. Messages are broadcast on a best effort 12. ~ "Satoshi's posts to Cryptography mailing list"&. Mail-archive.com. Archived&

basis, and nodes can leave and rejoin the network at will, accepting the longest i ;
ot St et i prd G ks Bespased il ey i G from the original on 3 January 2013. Retrieved 14 December 2013.

If two inconciliable events
1. Introduction happens, only the first

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as " " .
trusied third parties to process clectronic payments. While the system works well enough for recorded” is considered
most transactions, it still suffers from the inherent weaknesses of the trust based model. .
Completely non-reversible transactions are not really possible, since financial institutions cannot [eg itimate
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

Order the events | TECHNOLOGIES OF A BLOCKCHAIN

Asymmetric Hash Functions
Encryption Transaction/block hashing as well
Bob — Alice 1€ Transaction stgntng s obfuscating public keys

Protocol onsensus

aring transactions

Bob — Maria 1€ Merkle Trees Key-Value Database
Efficient way to package Lookups of previous transactions
transactions fnto blocks (prevent double-spends)
Block 20 1 Block 22
FactB FactE
x { foo s P2P Communication

Confirmed facts Pending facts

Technologies powering Blockchain. Source: Flaxman 2017

Source: https://marmelab.com/



Immutability SAPIENZA

. Ordered events in the blockchain are immutable (hash)

Hash and Blockchain

SAPIENZA

Block 0 Header Block 1 Header Block 2 Header

IPrevious header hash || -» Previous header hash | -» Previous header hash

Merkle root

I Merkle root I Merkle root I

CICICIE]

Previous Hash I Previous Hash <_I_ Previous Hash <—,—
_________ N <_I_ Hash(Data) Hash(Data) Hash(Data)
:I FactH N
' FactK i
Block 20 Block 21 Block 22 1 H
Fact B Fact C Fact E i FactJ !
Fact D Fact F Fact G \ FactL !
FactA FactH Fact | % !
V' FaaM G Data Data Data
Confirmed facts Pe;;i;g-; -fa—c_\s
Hash and Blockchain riENza | Merkle Tree: an efficient data structure to verify data SAPIENZA
e Laroot del Merkle Tree & nota e fidata
m e Merkle Proof:
Block Header Block Header Block Header o Goal: a transazione verde 9Dogé nel
——D} Prev Hash | | Nonce | =i Prev Hash | | Nonce | ={ Prev Hash | | Nonce | —» I;loccfo eintegra
o Proof:
Merkle Root Merkle Root Merkle Root = Hash(9Dog) — 64
8f74 m  root hash — 6c0a
= verification path: 1FXq: 18, ec20,

8f74

ec20 781a 3b95 0d16

[\ [\ [\ [\

/[ \ / - [\ / \
bg3w:| | CX7j: | | 1FXq: zUfe: | | jx5R: | |yo3G:| | vecl:
5 27 18 30 2 43 48

Block 1 Transactions

https://www.programmersought.com/article/33733422604

hash list proof:

e n <« tuttalalista
merkle tree proof:

e log(n)




Order the events

Q e

Bob — Alice 1€

Bob — Maria 1€

the blockchain?
The problem of consensus

Q SAPIENZA

How to select what blocks are recorded in

The goal of consensus is to have the same exact copy of the blockchain in each

How to add a node:
Propose a block as a candidate to be inserted in the blockchain

1.

2.
Block 20
FactB
Fact D
FactA

Reach an agreement (i.e. consensus) on the candidate block

Block 21 Block 22
FactC FactE
FactF Fact G
FactH Fact|

https://medium.com/cryptronics/proof-of-work-is-not-a-consensus-protocol-

Confirmed facts

understanding-the-basics-of-blockchain-consensus-30aac7e845¢

Pendlng facts

8

Confirmed facts

SN\

| Fact
I Fact K
Block 20 Block 21 Block 22 : f
FactB Fact Fact E FactJ !
FactD H Fact F H Fact G Fact L "’
FactA FactH Fact | !
FactM //‘
O Confirmed facts Pe;;;\; ;a‘c’(s‘ ’
Source: https://marmelab.com/
; Propose a block as a candidate to be inserted in the blockchain o
A shared agreement on the order of events SAPIENZA . SAPIENZA
g o Leader election ©
Agreement among the peers on the order of events (i.e. consensus) Elect a leader who makes a block proposal
ini node
l E’( FactH FactK \
Block 20 H Block 21 H J ': i
FactB FactC 1+ FactJ h
FactD Fact F i FactL [
FactA FactH ‘,
‘\ FactM
P;;\;i;\;—va-c—ls_

\



Random election

o Impersonate more nodes is easy and cheap — sybil attack
o Increase probability of winning — unfair

O Normal node O Malicious node . Sybil node :
{kj_—:):E PROOF OF WORK

Proof-of-work
o computational power is a scarce resource
« Anti-economic (hard) acquire more computational power — difficult sybil attack
o computational power to solve a math puzzle

Leader election The puzzle
o No strategies to invert an hash —
Who solves the puzzle becomes leader: it proposes the block and it communicates it to peers function (i.e. Hard problem) — 1- ] ] o
{ — Keep inserting
brute force Challenge Gl ] Random bits
o Verify (by peers) is easy if you know

proof and challenge Proof of Work

e B - “ — Prev BC Hash

//’
|
Block 20 Block 21 Block 22 1 ¥
Fact B FactC Fact E I FactJ ]
FactD Fact F Fact G 3 FactL ! m
FactA FactH Fact| 8 0 .
0
' 1
\
FactM 7
N\ Y When 1 zero added,
S work will be doubled T 000
Confirmed facts Pending facts 0000000...0X00X00KX...X

Because 275 =274 * 2 Threshold zeros

o
SN\
L

etete




Discussion

O Brute force
O +computational power — + probability to solve math puzzle
3 more than 50% (concentration) — win “W.h.p.”
 Computational power is a scarce resource
O concentration is difficult (easier in the RND toy example)
O “fairness” in probability of solving the puzzle

SAPIENZA

Reach an agreement (i.e. consensus) on the candidate block SAPIENZA

Now that a candidate block has been proposed by who won the math puzzle shall we record it in chain?

Simple rules:
o The proposed block is valid (check by peers)
o The longest chain win — the chain supported by the majority of the computational power of the
whole network of peers

Temporary Fork are possible and “quite” commons

Block Block Block kD‘D‘
4a 5 6

Block Block Block Block |, | Block
R N Il Ol

Block |, | Block |, | Block
L B

Fork

Supponiamo che ['ultimo blocco valido sia il
Blocco A. | minatori ora gareggiano per il Blocco
B e cercheranno di risolvere il puzzle finché non
sentiranno la comunicazione di un vincitore.

i B

Block being added normally \:2

Tuttavia ci potrebbero essere due vincitori Bﬂ'
“simultanei”.

Poiché il vincitore viene comunicato attraverso A

la rete, diversi partecipanti potrebbero ascoltare

un vincitore diverso e dunque accettare un blocco Eﬂm
diverso per poi passare al blocco successivo.

https://www.mangoresearch.co/blockchain-forks-explained,

@ s

Come risolvere il fork

@ SAPIENZA

La chain pil lunga vince — la chain supportata dalla maggioranza del potere computazionale della rete

o Potere computazionale & una risorsa scarsa
Difficili coalizioni
| ‘ C | ‘ D |
Longer Chain wins. \:

L]
e Puzzle — random winner
o 50%+1

Shorter is 'orphaned' %




Why You Can’t
Cheat at Bitcoin

1. Say everybody
is working on
block 91.

2. But one miner wants

toalteratr
in block 74. .

A 4

3. He'd have to make his
changes and redo all the
computations for blocks

74-90 and do block 91.
That's 18 blocks of
expensive computing.

—

4. What's worse, he'd have to do it all before everybody else
in the Bitcoin network finished just the one block (number 91)
that they're working on.

SAPIENZA

UNIVERSITA DI ROMA

Una risorsa fantastica! SAPIENZA

<« c @ © @ hitps//andersbrownworth.com/blockchain/ ECR-1 Yo e0 an

Blockchain Demo

§ Blockchain 1

Blockchain

3 Bock & 4 Block & 5

37 Nonce: 35000 Nonce: 56265

Data; Data:

prev: Prev: | 0000as8bbs9GciBIcEbese0a8ESceAZsbedl

Hash: Hash: | 0000e4b9052fdBaac02a8afdad2e2ea0f1797:

L3
3 2= [E=]

Watchon @8 YouTube

https://andersbrownworth.com/blockchain/

Sostenibilita

SAPIENZA
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Concentrazione dei mining pool

¢ G China - 81%
& @ Czech Republic - 10%

KanoPool: 0.2%

J

4 5 ConnectsTC: 0.2%
;+; d Iceland - 2% Solo CKPool: 0.2%

BitcoinRussia: 0.3%

® @ Japan-2% SBCOIN: 1.2%

HaoPool: 1.3%

BTC.com: 29.6%

- . o, BW.COM: 1.3%

* . Georgla E 26 Bitcoin.com: 1.5%

) o BitFury: 1.8% Y,
[} ( Russia - 1% BTCC Pool: 2%

BitClub Network: 2.2%

BTCTOP: 7.1% |

F2Pool: 7.6% '

SlushPool: 9.6%

N

AntPool: 12.9%

ViaBTC: 9.9%

Unknown: 11.1%

https://www.buybitcoinworldwide.com/mining/pools/




Scalabilita

g@] litecoin 20

56
PayPal 6 O

ripple 193
1,500

1000 transactions

100 transactions:

20 transactions- “

VISA

SAPIENZA

A more general framework

SAPIENZA

Company
24,000 Taecton
A ren: Rk
The Byzantine Generals Problem : ; = @ v SAPIENZA
point-to-point t . t d . t . . t l l 7
;ils:.':i :."Aal;:::Jal:lT, ROBERT SHOSTAK, and MARSHALL PEASE Q u a n I ra I 0 I'I p 0 SS I a m 0 0 e I‘a re /
i s ot et ol g LEMMA: non esiste soluzione con 3m+1 generali con > m
generals of the Byzantine army camped with their troops around an enemy cjty. Communicating only ) s
by messenger, the generals must agree upon a common battle plan. Howeter, one or more of them . .
may be traitors who will try to confuse the others. The problem is to find 4n algorithm to ensure that \ t ra d I to r I

the loyal generals will reach agreement. It is shown that, using only oral messages, this problem is
solvable if and only if more than two-thirds of the generals are loyal; so a single traitor can confound
two loyal generals. With unforgeable written messages, the problem is solvable for number of
generals and possible traitors. Applications of the solutions to reliable computer systems
discussed.

ACM Tr: ions on ing L

“'he said retreat’"

Fig. 1. Lieutenant 2 a traitor.

DMMANDER

/

“he said ‘retreat”"
—_—

Fig.2. The commander a traitor.

and Systems, Vol. 4, No. 3, July 1982, Pages 382-401.

§

Byzantine Generals Problem. A commanding general must send an order to
his n — 1 lieutenant generals such that

IC1. A I ieutenants obey the same order.
IC2. If the commanding general is loyal, then every loyal lieutenant obeys the
order he sends.

SR
,,

Prova:;
Assumiamo che una soluzione esista

Usiamo la soluzione peril caso 1 traditore 3 generali
CONTRADDIZIONE

https://youtu.be/ e4wNoTV3Gw




SAPIENZA . . ) SR
A Prova Soluzione (perinduzione) & hmmmimenore
! . i\rzssi'g‘;fi"(‘;)sgl;';‘ggseﬁg[i4(3m ) . Oral Messages OM(m): soluzione per BGP con <=m
PR . traditori
. Ciascun generale simula 4 generali
SIMULAZIONE . Applichiamo la soluzione sui - No traditori OM(O) = - OM(0) y
generali simulati E:;\éﬁu%;;ne
. Ciascun generale sceglie la HiaeK attack
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Complessita (# di messaggi

m (traditori)

0

# messaggi

n (uno per ogni comandante)
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Distributed concurrence ®
Corda (R3 CEV) ®

PBFT (Practical Byzantine Fault Tolerance) ®
Derived PBFT (Hyperledger project) ®

SBFT (Simplified Byzantine Fault Tolerance, e.g., Chain)

Openchain
PoET (Proof of Elapsed Time) by Intel
(Sawtooth Lake Project) ®

Ripple (evolving into the
inter-ledger protocol) ®
Stellar (Ripple fork)

@ Denotes a consensus mechanism/distributed ledger (.eimoloqy
below.

evaluated as part of this paper. See Key Observatio
Note: Some DLTs provide for multiple consensus mechanisms,
and these are configurable. A primary alignment has been
established here for purposes of this paper.

[Source: Seibold and Samman 2016, fig. 2

RBFT (Redundant Byzantine Fault Tolerance, e.g., Evernym) ®

Proprietary
distributed ledger

Types of
distributed
mechanism

Delegated

Bitcoin
Colored Coins

Proprietary Metacoins

DAG (Directed Acyclic Graphs ®

Factom
Coinprism

Casper ®
Ethereum (moving to PoS)

Proof of stake

proof of

Leader-based
consensus
lmcludlng)

s Steem ®

Graphene ®

BitShares ®

RAFT bzsedu

derivatives

BigChainDB ®
RAFT

Paxos (including many
variances, su Fast Paxos,

Egalitarian Pa;

Juno (Raft-Hardened
Tangaroa; JP Project) ®

Tangaroa ®

replication

zAB

-

Miners compete to solve
difficult math problems

Proof of Work

o i

The first miner to solve the
problem validates the next block

‘3«

=
-
=

The winning miner receives a
reward from the network

(

o i

o
("

Stakers stake assets to
validate a new block

Proof of Stake

If the block is illegitimate, the
staked amount will be “slashed”

o

(((‘
()

+s

If legitimate, the staker will
get back the staked assets
and an additional reward

ANCHORAGE
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PROOF OF STAKE

The probability of validating a new
block is determined by how large
of a stake a person holds (how
many coins they possess).

The validators do not receive a block
reward, instead they collect network
fees as their reward.

Proof of Stake systems can be much
more cost and energy efficient than
Proof of Work systems, but are
less proven.

3iQ Research Group
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Delegated Proof-of-Stake

The community empowers a few special users, the delegates, to choose the next block, at
least for a while.

Hopefully, the chosen delegates are honest to begin with. However, relying on delegates
remaining honest for a long time is risky.

Even assuming that there is an ironclad guarantee that all the delegates will remain honest

forever, they can easily be attacked. In particular, they can be brought down by a denial of
service (DoS) attack.

ttps://www.algorand.com/Core%20Tech%20in%20a%20Nutshell_2.pdf

SAPIENZA

Bonded Proof-of-Stake SAPIENZA

Bonded PoS allows 20 users, 200 users, as many as are willing, to put some money on the
table — a bond — where they can no longer touch it. These are the users who select the next
block on behalf of all of us. If they misbehave, their money is confiscated.

How much would you put hostage on the table — probably relatively small
Big thieves with deep pockets can put a disproportionate amount of money on the table for

the sole purpose of controlling the blockchain. They can possibly lose everything — high
risk, high profit?

https://www.algorand.com/Core%20Tech%20in%20a%20Nutshell_2.pdf

Algorand Protocol The Algo Grants Program Ecosystem Developers News About Us

igorand

~

Pure Proof-of-Stake

>

SAPIENZA

Pure PoS: Algorand approach

Pure PoS does not try to keep users honest by the fear of imposing fines. Rather, it makes
cheating by a minority of the money impossible and cheating by a majority of the money
stupid.

In Algorand, only the owners of the majority of the money could prevent other users from
transacting. But if they did so, the reputation of the currency would be greatly harmed, the
currency would no longer universally accepted, and its purchasing power would be greatly
diminished. Not a good outcome for the owners of the majority of the money.

https://www.algorand.com/Core%20Tech%20in%20a%20Nutshell_2.pdf




Algorand pure-proof-of-stake SAPIENZA SAPIENZA
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Aigorand

At a very high level, in Algorand, a new block is constructed in two phases. T E

Algorand Consensus

Algorand Developer Docs
The Algorand blockchain uses a decentralized Byzantine Agreement protocol that leverages pure proof of stake (Pure POS). This means that it can

Start Building v tolerate users, without a central authority, as long as a supermajority of the stake is in non-malicious hands. This
L] . ] ] 3 rotocol is very fast and requires minimal computational power per node, giving it the ability to finalize transactions efficiently.
e In the first phase, a single token (i.e. Algo) is randomly selected, and its owner is the Explore Features v i i o & el e A .

Before getting into detail on the protocol, we discuss two functional concepts that Algorand uses. This is a simplified version of the protocol that covers
the ideal conditions. For all technical details see the white paper or the source code.

Run a Node v
user who proposes the next block. Reference Docs ) .
Verifiable Random Function

Algorand Consensus

e In the second phase, 1000 tokens are selected among all tokens (i.e. Algos)

Comminity Projects Recently we released the source code for our implementation of a Verifiable Random Function (VRF). The VRF takes a secret key and a value and
produces a pseudorandom output, with a proof that anyone can use to verify the result. The VRF functions similar to a lottery and is used to choose
leaders to propose a block and committee members to vote on a block. This VRF output, when executed for an account, is used to sample from a
Current]y in the system. The owners of these 1000 tokens are selected to be part of a binomial distribution to emulate a call for every algo in a user’s account. The more algos in an account, the greater chance the account has of being
selected—it's as if every algo in an account participates in its own lottery. This method ensures that a user does not gain any advantage by creating
multiple accounts.

phase-2 ‘committee,” which approves the block proposed by the first user.

https://www.algorand.com/Core%20Tech%20in%20a%20Nutshell_2.pdf https://developer.algorand.org/docs/algorand_consensus/

Verifiable Random Function (VRF) wiNza |- Block Proposal , A Cavena

I
i
A

Run lottery

Sk (Secret Key) ‘ VRF ‘ y (Random Ouput) . Propose of new blocks by selected (VRF) J
x (seed) p (proof) accounts

. The VRF acts similar to a weighted lottery ] P
where the number of Algos that the Evary fiode looos throtal | sl
account has participating online

s determines the account’s chance of being
P (Public Key) selected. ©

Y ER;IE;’m Ouput) . Once an account is selected by the VRF, . =y
bip the node propagates the proposed block Jd L
along with the VRF output, which proves ‘
Other nodes verify

that the account is a valid proposer.
/ that the account

was indeed selected

False (Invalid) True
(Valid)




Soft Vote: Select one proposal

Multiple proposal
messages circulate
among the
network nodes

. Each node in the network will get many
proposal messages from other nodes.

. Nodes will verify the signature of the
message and then validate the selection
using the VRF proof.

. Next, the node will compare the hash
from each validated winner’s VRF proof to
determine which is the lowest and will
only propagate the block proposal with
the lowest VRF hash.

. This process continues for a fixed amount
of time to allow votes to be propagated
across the network

VRF proof
from messages
validated

Lowest block proposal propagated

£ Crvienigp

Soft Vote: Select one proposal

. Each node will then run the VRF for every
participating account it manages to see if
they have been chosen to participate in
the soft vote committee.

. Ifany account is chosen it will have a
weighted vote based on the number of
Algos the account has, and these votes
will be propagated to the network.

Run VRF for every
participating account

0 MESSAGE

@ e
9 for best proposal
MESSAGE
weighted vote .
for best proposal

RECEIVE

MESSAGE
when quorum
reached

©@
53
@

o

other node votes ¢ @

O

ALGORAND
BLOCKCHAIN NETWORK

Soft Vote: block approval

. A new committee is selected for every step in the process and each step has a
different committee size.
. This committee size is quantified in Algos. A quorum of votes is needed to move

SAPIENZA

to the

next step and must be a certain percentage of the expected committee size. These
votes will be received from other nodes on the network and each node will validate the
committee membership VRF proof before adding to the vote tally. Once a quorum is

reached for the soft vote the process moves to the certify vote step.

Certify the vote

. A new committee checks the block proposal that
was voted on in the soft vote stage for
overspending, double-spending, or any other
problems.

. IFvalid, the new committee votes again to certify
the block. This is done in a similar manner as the
soft vote where each node iterates through its
managed accounts to select a committee and to
send votes.

. These votes are collected and validated by each
node until a quorum is reached, triggering an
end to the round and prompting the node to
create a certificate for the block and write it to
the ledger.

. At that point, a new round is initiated and the
process starts over

SAPIENZA

OR
BLOCKCHAIN NETWORK
0 MESSAGE
@ ostis o O
MESSAGE
(/) weighted vote @ >
for best proposal
RECEIVE
other node votes ¢ @
MESSAGE
when quorum
reached @ >
v

BLOCKCHAIN




TECHNOLOGY  ECOSYSTEM & NEws & BUILD ON
#/Xigorand ABOUT  yReseamcH  Usecases  Resources  CONTACT RSSOV

Use-cases

SIAE, one of the largest rights management companies founded in 1882,

launches 4 Million NFTs on Algorand representing rights of nearly READ MORE —>

100,000 creators.

USE CASES

Hundreds of organizations comprised of fintechs, startups, financial
services, institutions, and defi are currently building on Algorand.
The robust community is creating a healthy ecosystem of
organizations that are aligned with Algorand's longer term vision
for the future of finance.

Highlighted use cases are below and additional ecosystem
members are found here.

Filter use cases:
Infrastructure Securities Supply Chain Identity Stablecoins Government / Public Sector

Insurance Environmental Gaming oefi Financial Institutions Digital Assets

https://www.algorand.com/ecosystem/use-cases
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@
PlanetWatch’

Air Quality affects your health.
Look after the air you breathe! f. N

and help us build a global air

quality monitoring network to detect
pollution hotspots and protect everyone's

health

"Il//'"

Learn

Aboutus v  Projects v Bus

ssv Blog  Europe v vap

o

Earn Stay Safe

https://planetwatch.io

Special Edtion
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|OTA

- The tangle a DAG

. The benefit is twofold: It allows for greater scalability and
it eliminates the need to pay transaction fees to miners.

The Tangle: an lllustrated
Introduction

Research & Development Jan 31, 2018

This is the first in a series of beginner level posts, aimed at those who want to learn more
about how I0TA works under the hood. We will loosely follow the whitepaper, but go a bit
slower and add some pictures to clarify the basic concepts. In this article, we introduce the
Tangle, explain what it is, and how we study it mathematically in the IOTA research team.

To understand the tangle, we need to learn about what computer scientists call a directed

graph. A directed graph is a collection of vertices (squares), which are connected to each
other by edges (arrows). This is an example of a directed graph:

SAPIENZA
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Transacti

TANGLE: a DAG

on 5 approves 2 and 3

Q

Q v
TANGLE: a DAG

_____________________ Tips: unapproved transactions
D S (6)

THE “The strategy for choosing

which two tips to approve is
very important, and is the key

to I0TA’s unique technology”

e.g random selection

SAPIENZA

Simple example: Random choice of tips

. Eachincoming transaction looks at all the currently

ran

om

. Fantastic visual tool
https://public-rdsdavdrpd.now.sh/

. Let’s move on to the very nice blog at

unapproved transactions (i.e. tips), and simply ‘EHQ.EEE-?HE‘Q’.?Et

https://blog.iota.org/the-tanqgle-an-illustrated-introduction-cl

a8ol

994445

Avoid lazy tips Q v

Alazy tip is one that approves old transactions rather than recent ones — This does not help the network, since no new
transactions are confirmed.

e Random selection does not help
e Force participants to only approve recent transactions — clash with the idea of decentralization.




SAPIENZA

UNIVERSITA DI ROMA

More advanced tip selection: Unweighted Random Walk

Number of transactions 1 L 2 500 Uniform Random
Transaction rate (\) 0.1 @ 50 ® Unweighted Random Walk
Animation speed 0 *—— 1
W

Time

on
o
w
o
n
o
<~
e

Random walk. Using this algorithm, we put a walker on the genesis transaction, and have it start “walking” towards the tips (i.e select).
Very recent transactions, which are “invisible” to the current random walk, are shown as transparent.
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Bias our random walk, so we are less likely to choose lazy tips
We will use the term cumulative weight to denote how important a transaction is.
We are more likely to walk towards a heavy transaction than a light one.
The definition of cumulative weight is very simple: we count how many approvers a transaction has, and add one. We count both

direct and indirect approvers. In the example below, transaction 3 has a cumulative weight of five, because it has four
transactions which approve it (5 directly; 7, 8, and 10 indirectly).

Why it works? SAPIENZA
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'G)

e Inorder for 16 to get approved, the random walker must reach transaction 7, and then choose transaction 16 over transaction 9.
e  Butthisis unlikely to happen, because transaction 16 has a cumulative weight of 1, and transaction 9 has a cumulative weight of 7! This is an effective way
of discouraging lazy behavior.

RiSk SAPIENZA
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The gray squares are tips, with zero approvers. While it is normal to have some tips on the right end of the diagram, itis a
problem to see so many of them spread out across the timeline. These tips are transactions that are left behind, and will never be
approved. This is the down-side to biasing our walk too much: if we insist on choosing only the heaviest transaction at any given
point, a large percentage of the tips will never get approved. We are left with only a central corridor of approved transactions, and
forgotten tips on the sidelines.




Abiasa

We need a method to define how likely we are to walk towards any particular approver at a given junction. The exact formula we
choose is not important, as long as we give some bias to heavier transactions, and have a parameter to control how strong this bias Alice gives Bob 5i
is. This introduces our new parameter a, which sets how important a transaction’s cumulative weight is.

)

Double spending

{“Before | | After
| Alice:5

e a=0 — unweighted walk. Genests gives Alice 51 e Alice creates two branchesin the tangle that cannot be reconciled.

e avery high — super-weighted walk. {“Before | | After |

e Inbetween, we can find a good balance between punishing lazy behavior and not leaving too many tips behind. D Ale0 | Alle Alice gives charlie 1] This creates a problem for honest users of 10TA: which branch should they
Determining an ideal value for ais an important research topic in I0TA. Befure; | i iier approve?

The solution to this problem is once again the weighted walk we learned
about last week. Eventually one of the branches will grow heavier than the
other, and the lighter one will be abandoned. This also implies that a
transaction cannot be considered to be confirmed immediately after it is
issued, even if it has some approvers, since it might be part of a branch that
will be abandoned eventually. In order to be sure your transaction is
confirmed, you have to wait for its confirmation confidence to be high
enough.

How do Bob and Charlie know if they really got the money from Alice? SAPIENZA SAPIENZA

Alice gives Bob 5i Eventually one of the branches will grow heavier than the other, and the

{Belare ™} A lighter one will be abandoned. Alice gives Bob 5i
Genesis gives Alice 5i Kf,

firmati fd el
| Alice gives Charlie 5i Confirmation conriaence -
""""" — e, . 1. Run the tip selection algorithm 100 times.
1 :,‘::, 2. Count how many of those 100 tips approve our transaction, and call it A.
— ) |Chadie5 | 3. The confirmation confidence of our transaction is “A percent”.
7 S0 | untom e s Bob gives Alice a T-Rex

aipha ] s °

Alice gives Charlie 5i
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IOTA-powered Smart ‘
Grid Infrastructure M

Enabling Energy Trading Platforms

https://blog.iota.org/iota-powered-smart-qgrid-infrastructure/

https://blog.iota.org/worlds-first-iota-smart-charging-station-52f9024db788/

SARIENZA
lota use cases

. Bosch — the Bosch XDK (Cross Domain Development Kit)

isa programmable sensor device and loT prototyping
platform used to collect specific, real-time data which can
then be sold via the IOTA Data Marketplace.

. Fujitsu — the company is using the I0TA protocolin a

proof-of-concept, immutable data storage medium for
audit trails across industrial production environments




