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The Web and REST
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Web Naming

Universal Resource Name (URN)

| urn:Sensei:sensinode.com:NanoSensor:N740:3a-43-ff-12-01-01 l

Universal Resource Identifier (URI)
Universal Resource Locator (URL)

\ | http:// l www.example.org |:8080| /sensors | ?id=light |
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An HTTP Request

HTTP
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TCP 3-way handshake A
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HTTP GET /light _
HTTP 200 OK (application/xml)
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Web Paradigms

REST Resource SOAP Service
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WSDL/
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application/xml

application/soap+xml

<?xml?>

.
<temp unit="C">50
<ftemp>

POST /sensorservice

GET /sensor/temp

HTTP

mysensor.example.com

RequestSensor(temp)

A REST Request
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GET /temperature
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CoAP Design Requirements
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HTTP Mapping REQ4:

Caching
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MIME Type Manageability
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REQ10:
UDP Transport
REQ6: REQ11: REQ12:
Sub/Notify Reliability Low latency

REQ2:

Constrained networks

REQ5:
Resource manipulation

REQS8:
Resource discovery

REQ3:
Sleeping nodes

REQ1:
Limited Flash/RAM

REQ9:
Multicast




The CoAP Architecture The CoAP Protocol

A very efficient RESTful protocol

Ideal for constrained devices and networks
Specialized for M2M applications

Easy to proxy to/from HTTP

Does not replace HTTP

Is not a cut-down HTTP version

Not just for resource-constrained networks
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The Internet Constrained Environments

CoAP Features Request Example

Embedded web transfe_r protocol (coap://) T T
Asynchronous transaction model l Client I I Server I
UDP binding with reliability and multicast support
GET, POST, PUT, DELETE methods

URI support

Small, simple 4 byte header

DTLS based PSK, RPK and Certificate security
Subset of MIME types and HTTP response codes timeout -
Built-in discovery ACK [0x1a] 2.05 Content "<humidity>..."
Optional observation and block transfer

CON [0x1a] GET /humidity
l _ X

CON [0xTa] GET /humidity
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Dealing with Packet Loss

CoAP CoAP
Client Server

CON [0_),(af5] GET /light
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ACK [OxaLf5] 2.05 Content "<light>..."
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Confirmable Request

Piggy-backed Response

Sepa rate Response
CoAP CoAP
Client Server

CON [0x1b] GET /light Token: 0x31

\

ACK [0x1b] takes too much time
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CON [0x823] 2.05 Content /light Token: 0x31 "<light>..."

Nlight ready
ACK [0x823]
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Proxying and caching

©- -
CoAP Server Proxy

HTTP GET Nlight
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CON GET /light
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HTTP Client
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ACK max-age=30s 2.05 Content "<light>}.."

200 OK "<light>..."

( cache flight )

HTTP GET Nlight
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( cachefresh )

200 OK "<light>..."
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Observation
I CoAP
Client

CON GET /light Observe: 0 Token: 0x3f

CoAP
Server
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L
ACK 2.05 Observe: 27 Token: 0x3f "<}éht>...“
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CON 2.05 Observe: 28 Token: 0x3f "<light>..." | /light changes
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ACK Token: 0x3f
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CON 2.05 Observe: 29 Token: 0x3f "<light>..." light changes

ACK Token: Ox3f




Block transfer

CoAP CoAP
Client Server

CON GET flight

\

ACK block2(nr=0, m=1, sz=1024) 2.05 "</light>...

A

CON block2(nr=1, m=0, sz=1024) GET /light

ACK block2(nr=1, m=1, sz=1024) 2.05 "</light>...

CON block2(nr=2, m=0, sz=1024) GET /light

N

flight (4096 B)

ACK block2(nr=2, m=1, sz=1024) 2.05 "</light>...

CON block2(nr=3, m=0, sz=1024) GET /light
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ACK block2(nr=3, m=0, sz=1024) 2.05 "</light>...




